WARFZHRBRRFERA7(5):964—972,2024
Journal of Shanxi University (Nat. Sci. Ed. )

DOI: 10.13451/j.sxu.ns.2023101

Je TR phes g a9 8 T4

R, 29
(PIRISSI A 28, DIl B 611756)

W B AT AW IEE A ERT A DM EARRAZTE HERR RS A TEAEABRNFR M, RE—FATH
AP ZE BRI B AR T i, AR GKEMALEM AR BB ERNL, ESRET R4
PRI GA R, EFEAE R PR B IR ik 2RI EN, REXALABHERE 24 HINH
kR PRI AR 0 AL M R A A R T R R et o R E AT RAEE PR T R R R
75 ik R S 1245 B A 0932 R R A 0.843%~1.469% 4B FL & 0.651%~1.524%, 5+ B 40 £ AL R A8 0.3 s, 3R AT
T H ATk FARARGGERE . R AT R ,AR R AR ST A kAT B R R LR Refe A k. Bk
M e B 25 R R G5 T ik AR ACRE N 3R AR B L R R IT A R AR F R,

KR AR IEEH; BTN E RN R R EMALN; TS

FESES  TP391 MHEAREE: A X EHE:0253-2395(2024)05-0964-09

Finger Vein Key Generation Method Based on Lightweight Neural Network

ZHOU Yang, WANG Mingwen’
(School of Mathematics, Southwest Jiaotong University, Chengdu 611756, China)

Abstract: Aiming at the problems of easy disclosure of template information, low accuracy performance, complexity, and difficulties
in generating biometric key, a finger vein key generation method based on lightweight neural network was proposed. Taking the in-
verted residual bottleneck structure as the core, a lightweight neural network was proposed, the finger vein image training processing
was combined with label smoothing cross-entropy. In the key generation module, a random selection module was proposed to gener-
ate new keys quickly. Finally, error correction technology and security hash algorithm were used to solve the instability of network
feature extraction and enhance the security of key generation method. This method has been verified in three public databases, and
the false acceptance rate of the proposed method to generate a 512-bit key is 0.843%-1.469%, the false rejection rate is 0.651%
—1.524%, and the key generation time does not exceed 0.3 s, which shows superior performance than other methods. Security analy-
sis shows that the proposed model can effectively resist information leakage, cross-matching and other attacks. Theoretical analysis
and experimental results show that the proposed method has the properties of strong generalization ability, high key generation accu-
racy, short generation time and high security.
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Fig. 1 Schematic diagram of different convolutions
(a) Conv (standard convolution); (b) Dwise (depthwise convo-

lution); (c) Pwise (pointwise convolution)
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Fig. 2 Bottleneck structure of inverted residual (InvBottleneck)
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Fig. 4 General diagram of finger vein key generation (User ID: User number, BCH: Cyclic code to correct multiple random errors)
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Table 3 Recognition accuracy of different models in three
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TIDB 0.969 — — — 0.999
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Table 2 Parameter of lightweight network and time of feature
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Table 4 The elapsed time in ms for key generation of differ-

ent lengths
FV_USM HKPU TIDB
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Table 5 Precision representation of different bit keys on three datasets (FRR: false rejection rate, FAR: false acceptance rate)

P FV_USM HKPU TJDB
TR /bits
FRR FAR FAR FRR FAR
128 3.895% 3.992% 5.628% 3.84% 2.734% 2.876%
256 1.566% 3.506% 4.191% 3.525% 1.17% 1.289%
512 1.524% 1.469% 1.79% 1.72% 0.651% 0.843%
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