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Attention-based Multi Feature Fusion Encrypted Traffic Recognition Method
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Nanjing 210044, China)

Abstract: To address the issue of insufficient feature information extraction caused by neural network architecture in current encrypt-
ed traffic recognition research, this paper proposes a multi-feature fusion encrypted traffic recognition method based on attention
mechanism. The proposed method focuses on the hierarchical structure characteristics of encrypted traffic and designs two parallel
network branches for feature extraction. Branch one uses residual neural network(ResNet) to extract the original features of traffic,
while branch two uses an Inception-CNN composed of irregular-sized convolution kernels to extract statistical features of traffic for
characterization and compensate for the information loss caused by traffic cropping. In addition, this paper converts the statistical
features from the existing grayscale image to the RGBA image format as input to help the model more effectively extract features.
The features extracted by the two branches are merged into a new feature vector and input into the channel attention module for
weighting to enhance the representation ability of traffic features. The experimental results show that the proposed model performs
better than existing typical encrypted traffic classification methods, with significantly improved accuracy, recall rate, and F1-score,
among which the comprehensive performance metric F'1-score is increased by an average of 6% compared to existing methods.
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Fig. 1 Network structure of the dual channel classification model proposed in this paper
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Fig. 2 Structural diagram of Inception module
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Fig. 3 Structural diagramof residual
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T 2R Ace (Accuracy ) : 3¢ 7 8% 1E 86 43 25 1)
AR SRR R 2, il (4) s
TP+ TN
A T IN T FP L EN° @)
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Table 3 Description of "ISCX VPN non VPN" dataset
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Table 5 Comparison of classification results using different

channel attention mechanisms

T Acc P R Fl
JCim RS 0.9925 0.987 8 0.974 4 0.975 3
EE- oI 0.9929 0.9822 0.980 1 0.981 2
RGN N 0.9930 0.9864 0.9819 0.984 1

AT (R34 ) 0.994 1 0.993 1 0.984 4 0.988 7
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Table 6 Classification results on the "ISCX VPN non VPN"
dataset

i) Acc r R F1
CNN1D-Pooling 0.9306 0.9265 0.8930 0.904 6
CNNI1D-noPooling 0.9477 09407 09207 0.9298
CNN2D-Pooling 0.9129 09068 0.8925 0.8990
CNN2ZD-noPooling 0.9298 09192 0.9035 0.9104
ResNet1D 0.9908 0.9784 0.9610 0.9685
ResNet2D 0.9747 09589 0.9444 0.9505
KTk 09941 09931 0.9844 0.9887
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Table 7 Classification results on the "ISCX Tor nonTor" dataset

FEEAY Ace P R F1

CNN1D-Pooling ~ 0.9680  0.8661 0.8386  0.8479
CNN1D-noPooling  0.9720  0.8773  0.8205 0.8415
CNN2D-Pooling ~ 0.9576  0.8571 0.7823  0.8139
CNN2D-noPooling ~ 0.9644  0.8535  0.8055  0.8234
ResNet1D 09912 09473  0.9485 09477
ResNet2D 09803 09355 0.9386  0.9366
ARSI 0.9938 09632 0.9663  0.9645
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Table 8 Comparison of experimental results of different methods on the "ISCX VPN nonVPN" dataset
Bk Iy SRl Acc P R F1
SCHR[10] CNN 0.895 3 0.9117 0.893 2 0.901 1
SCHR[13] GNN 0.9315 0.9270 0.9158 0.919 5
SCHR[15] Fusion(CNN, DBN, MLP) 0.976 9 0.956 2 0.948 8 0.9518
L] A% L (ResNet . Inception-CNN) 0.991 1 0.978 8 0.9737 0.976 1
AT ETEEEE N BIHERS 0.994 1 0.993 1 0.984 4 0.9887
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Table 9 Comparison of experimental results of different methods on the "ISCX Tor nonTor" dataset
(RS Gy IEAHETR Acc P R F1
SCHRL10] CNN 0.9535 0.8518 0.795 4 0.799 7
SCHR[13] GNN 0.989 6 0.94 0.931 0.9354
SCHR[15) Fusion(CNN, DBN, MLP) 0.990 0 0.948 3 0.923 6 0.935 3
SR 425 (ResNet , Inception-CNN) 0.992 2 0.944 6 0.948 0 0.946 0
AT ETEEEE W ERFER S 0.9938 0.963 2 0.966 3 0.964 5
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Fig. 6 Comparison of recall rates among different methods

on the "ISCX VPN nonVPN" datasets
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Fig. 7 Comparison of F1-score among different methods on
the "ISCX VPN nonVPN" datasets
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