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Abstract: Electricity usage-based credit report is an important way for enhancing the query accuracy of enterprises' credit conditions.
However, there are two main problems in existing credit inquiry service. The first problem is that existing methods do not protect the
inquiry preference, which is the private information. The second is that existing private information retrieval method cannot be
extended to larger-scale database due to the poor efficiency. To address the above problems, a novel inquiry method named Effi-
Retrieval was proposed to simultaneously ensure the inquiry security and promote its efficiency. Particularly, Paillier homomorphic

encryption and oblivious polynomial calculation were used to ensure the security of inquiry. Optimal binning strategy with A-
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anonymity method and hash mapping were used to achieve the personalized privacy requirements of the query party in practice. The
complexity of privacy information retrieval was reduced from the exponential function of the database size to the anonymity
parameter 4. Finally, the security analysis of Effi-Retrieval was presented and numerical experiments were conducted to show the
impacts of user privacy requirements and affordable fee on communication overhead. We used the Paillier homomorphic encryption
library of Python to simulate the interaction between the client and the server on the same host, and conducted experiments using the
Credit Card dataset provided by the FATE open-source federated learning platform. Given database consists of at least 300 items
encrpyted by 8 192 key bits, experimental results showed that compared with the traditional method without binning strategy, the
encryption polynomial construction time of Effi-Retrieval can be reduced by more than 50%, and compared with the query algorithm
without 4-anonymity method, the retrieval time can be reduced by at least 30%.

Key words: power credit enhancement inquiry; privacy information retrieval; oblivious polynomial computation; 4-anonymity; com-

munication cost
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Fig. 1 Framework of PIR-based power enhancement inquiry
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Fig. 2 Toy example of power enhancement database
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