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GUO Lifeng", XU Zhuoheng', LIU Hua’
(1. School of Computer and Information Technology, Shanxi University, Taiyuan 030006, China;
2. Shanxi Yinfumeixun Technology Co., Ltd., Changzhi 047500, China)

Abstract: With the rapid development of the Internet of Things and cloud computing technologies, the quality of healthcare in smart
health has been significantly improved, but the healthcare system still has the problems of data security and user privacy leakage. Ci-
phertext-Policy Attribute Based Encryption (CP-ABE) is considered to be one of the most effective solutions at present. However, in
most CP-ABE schemes attackers can obtain user privacy information from access policies. Since the decryption key is only associat-
ed with attributes and not with the user's identity, it is impossible to accurately confirm the user's identity when the key is leaked. To
resolve the above problems, this paper proposes a traceable and revocable CP-ABE scheme with policies fully hidden by using Pri-
vate Set Intersection (PSI) technology to hide the attribute values and attribute names in the policy. Furthermore, this paper adopts bi-
nary tree associated with information to track and revoke users. In order to enhance the speed of the scheme in the encryption and de-
cryption phases, this paper introduces the skill of offline/online encryption and outsourced decryption techniques. Finally, based on
the q-BDHE assumption, the security of the scheme is proved. The experiment results show that the encryption and decryption algo-
rithms of this scheme take a constant amount of time, which is a significant improvement in efficiency compared to other schemes.
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gy AND (Doctor OR Nurses ) " i 1 B& J7 1C 5 7] LAFF 58 5 A7 P28 R GE 0 o X T 350 40 50 s gt e
151 f1 35 17 5% W (PN ; * OR Doctor : * ) AND (Hospital : *) ", i 2% 475 9% 7T LA %5 40 14 BEAH 56
(R I EL A 3R W 52 4 B2 ) CP-ABE 5 %8 A H E a5 2 X .

T i 5% 5 51 5 T 1 R R OG , B DR A % Bt R S B TS A e B VR o 5 4, Allice 1 Bob
il AT 3 [7] 99 A J& 4 “ Neuropathy AND Nurses” , — 3 ¥4 7] DL 15 [1] “ Neurology AND ( Doctor OR Nurs-
es) "B N EE 005 1, A0 SR i o o BRI R 01 1 1) M K T 2 Allice 38 J& Bob i Tl ER R . K il TR
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Sharing Scheme ) 15 [n] 4% il 5 CP-ABE J7 ¢ , {H 3 bloom filter 47 1 SR FHAE A9 ME2E . Zhang 551 H B
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M R R

A — 2 ABE J5 52 S FE T8 B AL, (08 BR 5 B P ASRE B e o Lin 5807 gt T — R SRR
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(2) A T5 S P T — Fh A7 R 75 36 R i 5804 4 0 %8 S0 22 18] B8 W S 0 e 0 b 4 1] B R S A
F /N AU B4 s P e T T R AR T B DD 7 e, LA T A 4

(3) 1A —F 1 &8 BR 5 v %5 % 9 T S TEA% X IE B0 15 75, DT AT A 50 8 B R
TR T P AR IR SR, AT LB R A P AR
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(2)e(g,g)7# 1;

(3) 2 WA B ARSI R (g g)o
1.2 ZHEMZEL=E

MZE—D X n WHFE, o & — PO RE. AT WARERN.

(DREMTZE - MEEREMscZ,, K& v="{s,0s,0s 0, , LH v, vy, -, 0, EZ,. TF
ZEIE T A =M, o RN BRG] o) i A ry At %%ﬂ&{ﬁ

()W EEW:SEA B -MRIES, HpIC{1,2,- 1}%34%712{1'\;)0)65},2’?&#2&
A w €z el > oM =(1,0-0), HItH > oAl
1.3 ZX#

W|URRGE T H P, RZERES SR . % 800 % % 9 W (Key—Encryption-Key , KEK) '/ T 4
A

(1) path(7) &R 45 & )17 55 7 1Y B 72

(2)# /N 5 5 cover(R) &7 7 R EF‘iEﬁ'JtHE’JJﬁﬁFHF‘E’Jﬂi/J\w A

(3) AR ¥ cover(R)Npath(u), =M ANERF I u, RAF —A15 15 j = cover(R)N path(u ).

WE 1R B MBS HEM T, R="{u,us}=1{9,11}, W cover(R)={3,10,12,6}, u, WY #&4% :
path(u;)={0,2,6,13}. PlHME—5 5 j = cover(R )N path(u;)={6 }, F| F] Z SRS 4 45 1E ke 52 AR -

Bl EGImEEyIR T
Fig. 1 Key-Encryption-Key tree T
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Al 3 B 7 A J7 A5 195 BAUN A B #9224k o
1.5 EERERE

E X 1 ¢ BDHE (q-Bilinear Diffie-Hellman Exponent ) [ ¥t i 1" & 45 78 4F & 22 11 =X A 8] Py 55
TR TE 1 LA W] 2 (e b (g g )7 R G I — AN BEAL Y T R X 43 9F 2k o

2 RGMBIFIHZE

2.1 REHEE

RGN E 2 i, i 5 AN SEAR A AR, B A SR R SR S5 W T

(1) A0 (Central Authority , CA) : CA Z5E 25K, B st A EHHAMAF S5, hH
P A 5 % A SK. eAh , CA 49 — AN 51 3R R, IF AT B A I B ok IREE B H P . [
B R 5T % 40 X CA & 3% 31 2 i, S B AT 38 999 RS

(2) 54l A # (Data Owner , DO) -3l % A6 A o DO 48 & V5 7] 5 B, I AR 95 17 7] 58 i XTI B
HEAT N

(3) %4 H 77 (Data User , DU) « 3 % J& B4 o W5 DU A9 J&8 P 2 7 7] 56 B, T 68 fiit 2% 2% SC
CT, 3R B o

(4) = i 55 #% (Cloud Server , CS) : 1% CS J& 2 Al {5 1, & 1 57 47 fiff %5 SCIF (il 38 3 1) %% 41
SK' > T % S, SE P B PR R G0 R REY o

(5) = ACHR AR 55 #% (Cloud Proxy Server , CPS) : CPS i FH /7 52 #HL i 25 35 43 % SC CT', F4% v [a] 2%
2 MD iR [ 45 fiff %5 P .

CT

Q. - -
____________ h ) ; Attacker

Patient ~ Key Sanity Check
(DO) CA

B2 REGEOHUE
Fig. 2 System model diagram
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(1) Setup(1%, T)— (pp, msk ) : £ H1 0 AT IZ L S A KEK W TR Z 22, i i A HF 2% pp
A1 3% 8 msk, CA {# B U 5 £ R .

(2)KeyGen(pp, msk, u, S) = SK : AL H D HATIZ B, B A pp . S 0w J&@ PE 4 S FE msk, i
A B SK, B H R a6 2 P o Horp SKH i %5 %5 B DK ORI 5 %5 4 TK 41 A8 .

(3)Enc.Off (pp) = IT : £48 it A5 # PATIZE % i AN TS B pp , f th Hh [\ %% SC 1T

(4) Enc.On(m, pp, (M, 0), 1T, R)— CT : 48 i A1 & AT B 2%, o A pp I 2 m Vi 0] 3 0%
(M, p) H[a) 2% SCIT FIHREE 5 £ R, th % SCCT

(5) PolicyHide(pp, policy )= (CP, L, V') : B ¥ Fr 47 35 $AT 1 55 0% i A I+ 2 88 pp . U7 [7) 5K &
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policy . it 5 KM CP AREEHFE L MbRZm & V.,

(6)DecTest(pp, S,CP, L, V,S") = (True/False, Map ) : §0H5 Fi /' $AT1Z 35 i AN HF S 5pp )&
PEEES B ORI CP DL K — e bR &5 ol 7138 P a1 4R 55 5K W& 1) R A die /N AUAR 22 [ 1) 28 4 ok
WEBRMNKER., YHPWEEESSTEMNNRRE, ZHPRAEA, MR EEES LS E
I s 5 M PR R RALR o 24 S & — DA, 4 True 1% 80 5 % SC 2 0] 19 W5, 75 00 4
H False , B L4 0k .

(7)DecOut( TK, CT, Map, CP) > Croy : = AR LR 55 #8 0AT 12 B3, i A B 0% 4 TK % C CT
B S 5 2 Map Fl1%% SCHR I CP, i H 38 40 %5 30 Cr, FF R 36 45 DU

(8) Dec(pp, Crow, DK) = m: B4 H P 0AT 2580k, LA IE S 8 pp % 3 Cor, MR 5% % 81 DK AE
A R m

(9) KeySanityCheck ( pp, msk, SK)— 0/1 : £ gk Hr .0 $0 4732 535, i A pp 1 SK, 2R J5 5 1k kA 2
1 Ty B R R i 4 A SK, T SR O % B AR A, SRR 1, AR 0

(10) Trace(pp, SK, R)—>u/ |« L o 0 P47 1% 5 3%, By A pp. SK 1 R, 41 S SK i &
KeySanityCheck , W%y 1 o - BB A 9 R R = R U{uw ), HNE L0l |

(11)CTUpdate(CT, R, X') > CT': = Ik 55 #5 AT ZHE 2, i A CT (R RV H1 X, i 55 387 %% SC
CT' IR A7 3 = b
2.3 REERBREEEE X

TR W B 7 11 2 A AR O HE SR WS BRI T S, A AR B, A Ay BB RO U R) SR W Y JE
ARJEEENS, ,BIEEE NS, BItERAMILE R, S, Ml S 2 ] i £ B o 315347 52 5/
BARES S Z R38R FI W, R Z LW TS, UL R ERAES . kg, XK??TET%%
JE P B TR AL

WP RR— DR (o, y) B— AR R o My Z A& KRB RS, R
v, W% Y True , 75 W 4t False, WX J2 S, Wl /NMRAUEZ — IR Y ZIUE G SH—PITRES,
B HALEAAE X, (S, X) N True B, S 2 S, BFRALEE . WRAL £ (X, Y )N True, Jf H Y BYECE A
INFX W FA(X,S) ¥R True, X FYi€eA,f(X,Y)ERSEHE IR, view, (X, Y) E R i i1
KL op, (X, Y)Fmi B, PRVEIHE £(S, X) MY TR HE (X, Y),

EX 2 WAL PPT BAULR S, M S,, PREE T H3g 46, il LT WA J7 2 [ B B 57

{(Si(a, [z, 3)), fula, v)) }={(view, (x, y), ops(x, y)) }, (1)
{(fula,v)),So(y, fu(a,y)) }={(opalz,y)), view,(x, y) }, (2)
(Hp =R X5 0) .
24 EBREWEBIEN

Init : B 5 A 188 PR U7 0] SEmE (M, o7 ) FIHRUE 91 3R R Z 5 ¥ H R 2% 45 ki B

Setup : Bz A7 Setup 5% , ¥4 pp & 25 A IO B £ % 9 msk.,

Phase 1: A [ B &2 % T BIEE (1, S))(us, S )+++(u,, S,) BB H1 B 10 .

D) R )mES A EAEHF AR ud R L L,

2) M EEES R E—ANBRIEIFHH P «eR, ik & Biz 7 KeyGen & 1k 4 i % 4
{SK,s»u b€l gl R\ HEHH A,

Challenge : A [n] B #238 PHA™S5 K W TE B mo Mlom, o BBEMLIBEE m,, b 6 €{0,1}, SRk )G Bis 17
Enc.on(m, pp, (M", 0"), IT, R") = i SC CT , I HE KA AL

Phase 2 : [A] Phase 1, A 4% [n) B i) [n] #A%H o

Guess: A K HAH 6'€{0, 1}, WR 6= b, MFR A A iz 3k . Bt & A 7RI R I o h
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e=|Prlb=10"1—1/2,
REX 3 Ny 5 I vk A 22 35 I (8] A LAAS BT 22808 B 000 38 e TR il b 3R 22 4 G XK, DU AR AR S H
i CP-ABE 75 S 2 i #E W S0 2 1Y

3 TrFEMIE

(1) Setup(1*) = (pp, msk ). CAEWFENE a € Z,, hyu,v,w € G, KT T HEEATT 4, BEHL L HL

{a s e Z, i { y =g Y0 7, A3 S 8 pp FIFE 2 msk 41 °F -
pp=(g,e(g, g), h,u,v, w)msk=(a, g*)o

(2)KeyGen(pp, msk,S)—SK. CABERFEHLE z € Z,, B b+ 1 DBENLEL (7, iy 7oy o, 1) € Z, 6
1% path(i,)={io, -++,i.}, He iy =root, i, 52 5 H P w AH B Z XXt 35 S5 it 5 H P
u*ﬁ%ﬁfﬂﬁ%%%%ﬂéﬂ@&:g"/‘r“’o fiff %5 %5 B DK N6 5 %5 4 TK R

DK=z2TK=(K=g""""w,L=g,K,=g" Vi€ k], K., =g" K., =" h)'v "),

&5, il %81 SK ={DK, TK } .

(3)Enc.Off(pp) > IT. 7EBS L% W B, £ i [ % SCIT, BB . Horp E R8T
B DO EHE A s € Z, I C=e(g. )" M Co =g . DORE IT,;. =(C, Co) BB
I Ah B PE A T R DO SR — A B LR 2, A €27, H G =0, Gy =
(wh) " Cyi=g" ,,ﬁ\*ZGJ J R v [R) B S R /N F T I B AE A b ) 2% S, DO IR CE IT,, =
{2ty Ay Criy Coty Coi o €T o S DO FE SLTT = { T iy IT 00 ) A g H 1] 25 3C

(4) Enc.On(m,pp,(M,,O),IT,R) CT. DO Ffi #l & B vy, 04+ 0, €2, & B W &
{5,005 0,7, I HITHE Mev=(A,,2,, -+, ) E R s WA = m & . DO % # — 4 _.I_?E%ﬁ%
IT o = (C, Co) RUBHERBL T, = {2, 2,21, C1.s oo Co i1 € L, DO R

C—m-C—nz-e(g’g) Co= Co g“, C.,=C.,,Coi=Cs,, Csi=Cs 0

FHIPE WM T % X AC, =4 —AL,Co=—0(pli)—x) e[ l]H Ik, % X CT={R,C,C,,
{C1yCoiy Cyy Coty Co i €LL] AT, =y, =g}, € cover(R) }o

(5) PolicyHide( pp, policy ) = (CP, L, V') 3 Fr 25 FE L, L i B — 47 50X B — 4> e /D 524X
L. LRSS HEREMEAC. L2— D NX PR, Kb LN IeE L, &AM RE,
ML, =10, W EME A ASTE Y, o [WE DO A& R — A F B Tt V={V, V-, V., \}
EEMEEMFE VIR AEEM P ZE . YHe(j)=AR,V,=j,

e /NEAUE Y, ST 2 fi(2), Y, ={ A0, A, A 1Y =0, BRIG THE RS e /N AL
AR R W3 SC, AT s

Vie[N]:filx)=(x— A, Nx—A,)(x— A, )=2"+a, 2" '+ +ax+a,
ep; = pavillepiya—ll-+llepio,
CP = epillepsl|--+llepMILMILV

(6)DecTest(pp, S, CP, L, V,LS")— (True/False, Map) .

AT AR B VT WG g LAV APA{AS VAL M N RAUEE B {({AL ALY, (AL AL
{AL A, {ALAD L HEF E SR B P ={A, AL AL A 4},1ﬁ|ﬂﬁﬂ§']/n*/]'fpﬁ’j Wk 55 pR AL o
{p(1)=A4,p(2)=A,Lp(3)=As,p(4)=A}c P u BEMEES={A, A, A, A}, WHEF 5 09 )&
MES ={A, AL AL Aste RSB ERNERESGIALA) TTUMRHES={1,1,0,0}, S ELR%
b JE PR S HE R R B B A ST i SRR R Z B S &R BT LLS ={3,1,0,2}. AR¥E L A
S,oal DL ST R M W HE R B SHET P B X N O R, ARG Ll LV LS 0] DL GE %
SCHVE B 22 B B B O R o Bl A OC R AN 3 TR .
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p=[p(4) 0(3) p(1) p(2)] !
v=[4 3 1 2] (3 1 0 2]¢
P’:[Al AZ AS A«l] I:Al A«; A5 Ag:l S”

A A, Ay Al O
A A Ay AL O
A A, Ay AL)|O 1
A A Ay AJLO 1

0

1\

0 (1 1 0 0]:S
1

B3 W CARE
Fig.3 An example of the map diagram

MR L A1S' & 22 AT DAAS H %8 ST B 22 (8] B B S & 40 T T
I:Cl,-’l’ CZ,4’ C3.4:|<:>[K1,39 KZ.S:I’
[Ci1, Coty Con ][ Ky, Ko s
(7)DecOut(TK, CT, Map, CP) = Cro o CPS #2021 % SC )5 , 3 33 4% 0% B TK Ha b %5 3¢ — 4
Crowo HFELLT BANIE L 2
Casel : iR u e R, HILZ L il L.
Case2: W ud R, R )G PUAT U0 F A& .
O X F udR, f£ £ — 17 & j€cover(R)N path(u), i ¥ path(w)={i0, tupi;» *+*> ia},
by =J, P H i, B XMW 5 H P o MM S E, J it A 19:1;[, WG H B=

J

O = O =

(K, T, =¢elg,g)-
@ ik 1C{1,2, 0} XA I={io(i)ES), £ 1E — H % B lowcZhel, i > oM=

(1’09 "'9O)a Jﬂ:ﬁzwiAi:So %E‘H‘%:!

P H Cl 1w L (CZ,z’u(tm, Kl,l’)'e(cﬁ,h KZ.z'))lee(g9 u’)”y

icl

A=e(K,C)=e(g.g) e(gw)elg g ),

A gt
B.p &8

(8)Dec(pp, cm, DK)—>m. DU R = 18P 55 8 i 8 1) Corow 5, 18 43 % 25 % 4H DK XHE B om

-
(/ Tout —

PEATRE . m=——o
((/Tnl)

(9) KeySanityCheck ( pp, msk, SK)—>0/1, z€ Z,,K,L,K,,K,;, K., € G,

MR e(K, g )=elg,g)re(L,w)e(L,g)# 1, KeySanityCheCk%ﬁ‘?leElo IR [0,

(10) Trace(pp, SK, R)—>u/ | o W% 5 SK A AE 1 1 KeySanityCheck , B 206 2 1k, IR i Lo
A FE AT T

@O =X I RAAFAE S i A QIR P 9 i bk B L

@ WR e R A uw MBI R, EHEHIIIFR R =R U{u ).

(11)CTUpdate(CT, R, X') > CT . CAMiHLEEEne Z, , i1 X ={p-2, /Y, & cover(R") Jy fix
B 5 2% RS I /N R 46 o 458 j € cover(R'), A LAF I A

OQwmEj=;/MT,=T/,
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@ ﬂn %] 7%]’ E/‘J ?E‘ 5’6 ) )rl[J path(]l):path(])U{ ide;)t(j)+l’ ) ide;)t(_j')}’ >N I:FI Zden(/ j, l’dept(]’) :JJO —i/J:

Y, =T, i& Y,-k+1:(Y,~A)ﬁ:y;1 L Ho E=dept(j), -+, dept(j )

B Ja BB % S CT ={ R, C, Co, {C11y Coty Cs, Coiy Cs L ELL] AT, = yi =g" "}, Ecover(R') },
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