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Secure and Shareable Electronic Medical Record Scheme Based
on Consortium Blockchain and SM9
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(School of Computer Science and Technology, Taiyuan Normal University, Jinzhong 030619, China)

Abstract: In view of the problems of privacy protection, data security and storage, data sharing and other aspects in the electronic
medical record system, a solution based on the consortium chain and the SM9 algorithm is proposed. This solution uses desensitiza-
tion technology and the SM9 algorithm to protect the privacy and encrypt the electronic medical records. The encrypted electronic
medical record files are stored using the InterPlanetary File System (IPFS), and the consortium chain is used to store its index to
achieve lightweight storage of electronic medical records. At the same time, smart contracts are used to search and access control
files, and the SM9 algorithm is used to encrypt the serial key to achieve secure sharing of electronic medical records. Finally, a com-
prehensive performance analysis of the solution is conducted, and it is comprehensively compared with existing solutions. The com-
parison results show that in terms of structure, this solution adopts a single-chain structure, which reduces the complexity of the sys-
tem compared with the double-chain structure solution. In terms of storage, the IPFS transmission mode is adopted, which shortens
the upload time of large medical records by an average of 13 times compared with traditional file transmission modes. In terms of
communication, compared with solutions that do not use the SM9 algorithm, this solution shortens the communication time by more
than 30 milliseconds.
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Fig. 1 System model of electronic medical record



ARG - S T IR BRI R 2 U5 Ak i e T I i T ) 7 5 1155

2) A AR S AT R X TR
Dy AT A BE . SRS, B A Al R K R
% . 7E SMO Bk i ad B e, &l — A
JP 5% T B S, XA P A S R
PRAE o B AR 0% I 1 HE T DD A7 A B BE 1Y)
IPFS %5 g rp, JR7E A5 8 B AU LT,
15 HL T D7 i 45 L

3) BE B - 5 Bk IPFS A i 9 I3 A B
(%) 28 5 (B A6 R 19 fB 3 1) % i il —JF e &
W B B T

4)IPFS SE R« 2% 42 B il 45 B e 2L (W) 41 0
FHF 174 0% J5 04 v 19 1 S

5) BB < KA BE B 4 K R BE LA L R A £
T FE4 B TIPFS A= B 2 5 BRI XF 107 2835
% JE AR IR, v BE A 238 i AR IR A &R 5
{H, 7138 o R 5 A A ) IPFS b A7 1) % 3C .

)= AP E = A HFERACS
HIG bR IR A E L RGN REARE .
5 B R CE AL, B WA AR iz 1T SM9 &
B, A0 A =05 P A I R A B 8 B
B, 38 o RE A 2R AR B T, B4R AU
FIE o FA S Ay A % A Gl O I A % A
A S5 2 HL T 1
2.2 BEFREIT

(1) R0 n ik

()P infb =5

Z 4 it £ 256 i BN ( Barreto-Naehrig ) i
i 2k, B0 Gy RN R A 220N B A9 A6 B8O A
Gr R BN B 1 e W8 SR 8F , PyAI P, 3 ) 02
GG AE TG, FTE G B G, 1Y R 28
9 ¢ 1153 p(P,)=P,, WL M X e & G X
G, Gr 19 e g H W 2 e([a]P), [6]P,)=
e(Py, P,)",

(b) 2 HE W

B %5 4 42 v 0 KGC 2y B 35 A8 B e B %K
RE[1,N— 1], fEN % E R4, i E G
JCE Pub,= kX P VERINE £, BELEE
T s B O ME — B3R B AL By
WE5 SR MR IR P A AE S, 8 KGC A il i
HAH 4, 8RN tw=H(IDJhid, N)+
Potyo=FEX ty di =1, XP,,

) B, 2 4 A= i P o0 KGC M8 = 05 F P 4=

WBE LB we[1L,N— 1], I % ¥ 2 8 Pub, =
uX Py, =T AP R E RSN =
H(ID hid, N)+ u,t, =u X t, ' d, = t, X P,

(2) 9 I3 Jin %% FOAT- 1

(a) 3 Iy

BEEEMEERE, S®EACHE —M
bR ID,, KGC £ AR 38 ID, 15 i %5 28 81 Pub,,
BETEHITEW G, ENETWRIITM, 242
X M AT R AOAL B SR BE AR AR 5 B E A 4
Pub, % M #E47 %% .

g o A

(1) 35 G ot E Q= H(ID/lhid, N )| P, +
Pub,.

(2) = BEPLE re[1,N — 1], IF 15 G,
TEC=[r]Q.

(3)IHTEG,hIuE g=e(Pub, P,) w=g",

(4) 3+ 5 blen=m _len + K, _len, 8% J5 i+ 57
K = KDF(C\||w|ID,, klen) (K, %} K fix /2 1 1Y
m_len tLHF , Ko MR F B9 K, len WLEFE) , HBH IR
K.

(5)3158 C, = MK, .

(6)i+%8 C;=MAC(K,, C.).

(7) % % 30 C = C)||C4)|C, -

(b) & L A hr iR A i

BEEEMBNEERE ., RESRIEEHE
ID,iH 5 B E M — % bR, AT ORI
hash256 177 2, BV SID = hash256(1D,) .

(c) B s 04

ENE S FIRIE, RESKINE G
L1908 7 A7 Bk 2 B B TPFS 5 A5, 44 i h e
IPFS 2 A Jl— B ME — A9 hash 18 Ay, T 24460
W DR BIME AR H E 2R SID —IF FEE
I R B I0C A AR R IR S5 R N R 1 TR .

F1 BRUABIELEH

Table 1 Structure of consortium chain data

ML, ORI B A Bl Sl
W TN WA R BT BB 44

¢ BRERSEIRID  size hash SID  hy, [EBEID BER&4

(3) B ds i In)

(a) T8 1: 24 B3 Ui 09 i i, 7% 224 A
WIRID,, BRI S I F e 24 A i ID, %
8 SID', Ifia 1748 R, 725k W Bk HF 17 % e



1156 PN === Q2PN s = I0Y)

48(6) 2025

&, #5348 R ) SID'=SID, W X %3, R 5
BHEA AW X B | SID XF R 8 TR 5 Ay,
e IPFS 7 55 128 #2200 % i 7% 1 C 3R |8l 45
BE RFEMAFY 4R EE S BT M,
G EAETERIE, BEEM REAREL,
BHe A AR E WML 1R

fiff % L B

(DMNEXCHIE C,BIFC e G R
ST, 5 AN ST i A R

(2)IHE G TR w =e(C,d,)-

(3) B B klen =m _len + K, len, 9% )5
8 K'= KDF (C\|[w|ID,, klen) (4 K|} K' i /¢
W m_len WWHE K T T 0 K, len LLFE) o

(4)iH5 M' = C,DK|,

(5) 8 u=MAC(KJ, C,), 3 I C I
Cy, A7 u Cy, MRS IR o

(6) i BT M

B FREAYPNps R HEME S C

LN )

LTHIF3'de

1. h=0; /IR —AS8h;

2. sidl = hash256(id ); / /% R EARRIEAT hashis 5

3. for (i =0;i<peers.length; i +-+) do //XF75 5 peers 4T
TEER;

if (h==0) then

return error; //#5 h==0, & [AI51%;
10: endif
11: C= Getpfs(h); / /AR T MERIUE S

12: return C,

4. if (sidl == peers [ i ] .SID) then

5 h=peers[i ].hyg //3FIAT S0 ipfs =T 1
6: end if

7:  end for

8:

9:

(b)EIE 2: 4% = HFH P U EJin B
BT, S #8540 A AR IR UID(hash256(1D,) )
N Pub, R0 L U5 0] B BB F SID, W B A
2y k3T E K, B AR A AR5 SID ¥l ok &
R BHE AR B HE A, BT R EE NS
IR ORAE T K, BB AT AR AR M P i A
K 8 757 #3217 SMO in s &k, i P U
1 bR R UID #A 8 Pub, %t Ky B #E AT N %%, [6) if
B RE A LR 5 SID 3K U SC C L, I8 % i 1
K M C—3f kG AP, 1P URSEFH 3R
BUSCM . BieAABELRMBIE 2R,

T g 2 e AR

(1) s o 72 () b 3 5 Dy o %% 0 72, 3 K
PEAT I

(2) s LR RS —wd &, U
MM A SR 4,58 K H.

(3) W% 3 C 3R Gy, IF 3 M=
C.PK, -

(4)3RFF M

BIL2  BHEA AR A RN R K R

AP URIER IR wid S pubu T BB AR sid BH
TRAFI K fE

1. h=0; /R I—S5h

20 K,=0; /MR — P SHK,

3. permission= false; / /WILHAALFR A false

4:  permission = sendrequest(uid , pubu,sid ); // 3K 1E>R 2 &
IR T GER R E

5. if (permission= false) then //#7 I HAFALR

6: return error; / /IR A4 R, IR

7:  endif

8 K,=sm9( pubu,uid K, ); // AMIZLT sm9 5% IR 7] Ko

9:  for (i =0;i<peers.length; i +-+) do //XF7 5 peers 4T
EERR

10: if (sid == peers[ i ] .SID) then

11: h=peers [ i .y //ARBOL 550 ipfs 5 1E
12: end if

13:  end for

14:  if (h==0) then

15: return error; / /47 h=="0,1& [Al51% ;

16: endif

17: C= Getpfs(h); //HRIEZEBIMEAREE 3L
18: sendresponse( Ko, ¢ ,uid ); // T 2 U AW NI K, Fl
C—ItRREM I U,

3 B RLMEFVERE T

3.1 A RIEFEIER

(1) % U7 n) WS T — 76 F P F AL 5H i 2%
HLF o D i, W B R E M =M, 15 i
M= M, 5T 06 UE I %5 B ww R 5% B A w
= AH A

Jin &
w=g" =e(Pub,, P,) =e(kP,, P,) =e(P,, P,)",

fif 8 I

w=e(C,d,)=
e(r {{ H(ID|hid, N )] P, Pub,},
kL H(ID||hid, N )+ k] 'P,)=



ARG - S T IR BRI R 2 U5 Ak i e T I i T ) 7 5 1157

(r{[ H(ID||hid, N )] P, + kP, },
k[ H(ID|hid, N )+ k] 'P,)=
e(r [ H(ID||hid, N )+ k] P,

k[ H(ID||hid, N )+ k] 'P,)=

(P P, )k[H IDIhid, N)~+ k][ H(ID|hid, N)+ -]

(Pth)rk:wo

P AR GIE B AT, 0% B o 55 7 % B ' A A
Kt K'= KDF(C\||w/|ID, klen )= KDF ( C,|[w||
ID, klen )= K, XN h K{ N K'S &2 00 m_len LR,
FidLK =K WIM'= C,DK{=MODK D Ki=M

(2) X%t T %48 Ui lnl BSHE 2 = 2 W] (1) 3BT,
UE BN %5 B w 5 i 2% 0w M A I RS R K
FitH M= CDK, .

3.2 ARZREMSH

(D ERLA

TEAR T Ed, Tie B #H B EH =7 |
J g B O A R fh B ML B AR R, O H R AH R
KGC i H F P 45 e — bR UF 3 7040 0 3 F 3 4R
B, I B PR A T AR e, R T o R R
A A R T AL 4

(2) ¥Hs 2 4

TEAT A A b, b A% % IPFS By B 73 7 41
PEAT T, 9 Ho il IPFS B iR 51 7 i
o 2 BB AE L T OB BE A S T B A

CARAE TR G A (H B A [ R E T
mmi%%ﬁﬁm*ﬁ@ﬁ—ﬁ%oﬁﬁw
Bk e R R T S BOAIE R G,
HEAT B AE , 50 UE B A AT SR AT R R ARIE TR
SCAE N e 5 R e SR ) —BorkE o [R]BAE N % RN
e FE v #R H B P FAH A g o8
TR PRUE T B R A

(3) BRFALR B

ERRGAE R ﬁﬂA¥Lﬁ¢3mb
MR ES = HP R REH T, R
ﬁT%Fﬁw%ﬁé:ﬁﬁ%%ﬁF?M%
i, HB X B AR D AT T R R R b B £
TR E W REA L 4

(4) 15 [A] 2 il

FESS =07 P T BT ) BB E e D B, b
T A AR N B ERARL, A 8 3R BUR E A N8y
W DT, AR T B R I R e AL RS
BCER Al
3.3 ﬁﬁwwﬁﬁ

Eﬁ%ﬁw%ﬁ¢,£gﬁ$ﬁiﬁﬁm
J7 AR T fie Sk e 5 AT T L 4 A (LR
2) o TEBE AT I B AL G AF i o B LR 0 BT e
AT IFEH 3T

FR2 ARFELEARELGITILER

Table 2 Comparison results of different schemes in terms of functionality

it ik[21] k2] Cik[23] itk[24] Cik[25] ENE S
X e X N J J J J
B / X X J X J
AR X X X X X N
BB J X J J J J
R REWE TN TERNE SRS HCEENE R R RS IS AEAAFSMBL
FhERGE mliss s X X Pk =l g5 45 IPFS
(1) Drsig ot FE A A IE A 5 #2 , JF B A O 52 R L IPFS U

R 2ATH, ARk 21-25 ] 7 &
PEAT T X He A3 M, b T Oy AR N FH T T
g D7, Horp Sk [ 21 ] A W A IX BB 3 m
TR W R RS, Sk [ 22-23, 25 1R A
MR ZEH B T Ry i e, SCk[ 22 ]
ANE B IL = IRe, Sk [ 21, 23-25 B (H
L fin % 1 7 A7 L2 R Ty 28 R B SM9
s s B Oy SHEAT IR b T o Ak XURS:

ACHEAT A7, 3T SO Y 5 4 e RAT il Ak
AR I T BB AR HE— AP R SR TR B R
Wi &2 BTk, AT RAE DI RETT A —
[/

(2) F7 1 73 B

FE At D0 ST 5 T, SCHk (21, 24 R T =
e 55 4% A7 A, SCHR [25 ] 5k ) 17 38 3 AR 5% &% A7
il , 5 W% 55 v 18 B 2 ol 6 R 23 I B9 1 3



1158 PN === Q2PN s = I0Y)

48(6) 2025

0y 2 4, SCHR (23 ] B 4% R F X L BE 77 6iff S
5 T X BB I ), i B — B
SO B, SCMF S BN BOR . TEA T B A
fift SCAF R H IPFS A7 i SC 1, X e B A7 i R 5
{8, B W85 AA i, 8 BB TPFS X S0
HEAT o A X A7 OF B A B TR Rk B —
AN S B IR, A AT DR A A AR A R A
B B PRAIE T 80P 10 2 4

IPFS BA o 2% i SCIF AL B ke 1k, R 07 26 v
fifi | Windows10 £ 4t , 38 & ) & = 4> i 8L HL F
177 O B, 32 200 TPFS A — i 14 Ak 55 2%
1) A% i A5 =X S 1 4% % B =X (File Transfer Proto-
col, FTP) iy I A& B[] ([l 2) F1 R & B i) (&1
3), i H Go i F Wl s 7 %, i A PyCharm [
T EEL

H & 2 A1 3 ] A, IPFS b — B i 55 #% 5k
B R 55 A B A B S AR A S FTP AR =X
TE B AR SO AT 2 SC R #E rh A A A
P BEAL T R G A TR

-= FTP
20 +
. 15}
=
=
# 10t
..I_I
5 L
ol —————
10 20 30 40 50
SR MB

B2 IPFS5FTP FAIFARMGHI SR A D6 LA R
Fig.2 Comparison results of upload time for medical records
of different sizes under IPFS and FTP

(3) B

SCHk (21, 23-25 ] i T A R o o 5
e G T EHE o 1k RURS: L AR T R
SMO B3 XF f8 3 1 B FA K D B A s#E AT T R
P, SMO B 5 H At F AR X #R N % 5Bk
B, A0 45 A 158 il 2k %% 1% 55 2% (Elliptic Curve Cryp-
tography , ECC) 1 RSA il % 5 % (Rivest—
Shamir-Adleman ) , 413 3 fir /= . £ 3 7] A,
SMO ik HAT % 40 B I % L By

—o— IPFS
a0 {[ = 17

10 20 30 40 50
TEEXNMB
B3 IPFSSFTP AR/ M P SOOI 3 ) 2
Fig.3 Comparison results of download time for medical re-
cords of different sizes under IPFS and FTP

AR LN I N S S T DN T 7 oy S S
R B34 T 2R T 09 2R T B AR AP0 e B K
B, PRI T Kot b B8 BRURARY & 42 o fE SMO BT
WA A, B SO i PR L, SR T T
B Up &I €y

R 3 SMY L ECC.RSA Jfik f2 4 5 i 2 B 19) 5 40K B

B AT G B A 5 U 7y @ 09 Jedk 45 R

Table 3 Comparison results of SM9, ECC, and RSA algo-

rithms in terms of encryption/decryption time, key length, and

support for identity and ciphertext verification
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Table 4 Comparison results of one-time communication time

for systems under the same conditions
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