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Abstract: With the development of digital government progresses, the importance of data security and the confidentiality of commu-
nications cannot be overstated. Traditional encryption methods, including Rivest-Shamir-Adleman (RSA) and Elliptic Curve Cryp-
tography (ECC), are increasingly vulnerable, particularly to the Shor algorithm on quantum computers. In response, research into
quantum cryptography is advancing, focusing on developing quantum-secure encryption algorithms tailored to the unique require-
ments of digital government. These requirements include the need for large-scale data transmission, accommodation of numerous
communication participants, and stringent security demands. This paper introduces a comprehensive set of strategies to counter quan-
tum threats tailored to the specific needs of digital governments. These strategies encompass an assessment of the vulnerabilities in
current digital government encryption systems and the development of bespoke adaptive measures. We also present a pioneering
quantum-secure cryptographic communication framework and outline the Quantum Enhanced Secure Communication Protocol
(QESCP). This framework leverages quantum key distribution and bespoke quantum cryptography techniques, designed with govern-

ment communication needs in mind—highlighting large-scale data transmission, multiple participant engagement, and high security.
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Our simulation tests confirm the algorithm's efficacy, achieving a 92.5% communication efficiency in a simulated noisy environment

and demonstrating robust security against quantum computer attacks.
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Fig. 1 A quantum secure cryptographic communication algorithmic framework for digital government
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