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Abstract: With the rapid development of information technology, the era of big data has fully arrived. By deploying computing and
storage resources at the edge of the network, edge computing has gradually emerged as a key technology to address data processing
bottlenecks. However, existing edge computing schemes still suffer from some issues in terms of privacy protection, such as lack of
user management mechanisms, dependency of underlying cryptographic primitives, and solidification of applicable scenarios. To ad-
dress these challenges, this paper proposes a novel privacy-preserving edge computing architecture that combines blockchain audit-
ing mechanisms with customizable cryptographic primitives. The architecture enhances user management and malicious behavior
prevention through blockchain technology while allowing the customization of cryptographic primitives to accommodate various ap-
plication scenarios. The paper uses the Paillier cryptosystem as an example to describe the architecture's design and workflow in de-
tail, and provides a formal security proof. Additionally, the paper conducts a performance analysis of the new architecture by simulat-
ing Paillier, ElIGamal, and CKKS encryption algorithms on three datasets. The results demonstrate that the proposed privacy-preserv-
ing edge computing architecture meets the industrial application standards for multiple scenarios and exhibits high practicality and
security.
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Fig. 3 System model of the privacy-preserving edge computing architecture
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