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Abstract: The lattice-based ring signature scheme not only resists attacks from quantum computers, but also has complete anonymi-
ty, making it widely used in electronic voting, electronic currency, and other fields. The existing lattice-based ring signatures are
mainly implemented using two methods: zero knowledge proof and rejection sampling techniques. To address the issues of high com-
munication overhead and cost, as well as low efficiency in these schemes, this paper proposes an efficient lattice-based ring signa-
ture scheme (Lattice-based Ring Signature Scheme with Near-high-bits Technique, NHB-LRS) by combining the methods of using
indistinguishable distribution to replace rejection sampling and the Near-high-bits to replace the original numerical value. This meth-
od can successfully generate signatures in one go without the need for repeated operations, like the rejection sampling technique, and
can effectively reduce the size of key and signature. Security analysis shows that this scheme possesses the unforgeability and ano-
nymity that ring signatures should have. Furthermore, efficiency analysis results further show that the scheme achieves higher opera-
tional efficiency, lower communication costs, and a more compact signature structure under the same security level. The signature
size is 10% of the same type of scheme.
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