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Social bot detection based on multi-gated mixture of experts network

ZANG Weilong"*, YU Zhengtao'*,GAO Shengxiang'*" ,
TAN Kaiwen'?,ZHANG Yongbing'*

(1. Faculty of Information Engineering and Automation, Kunming University of Science and Technology, Kunming 650500, China;

2. Yunnan Key Laboratory of Artificial Intelligence, Kunming University of Science and Technology, Kunming 650500, China)

Abstract : [Objective] This study addresses two major challenges in social bot detection: (1) the increasing ability of social bots to
mimic real user characteristics, thus progressively enhancing the difficulty of identification;and (2) significant behavioral disparities
among users in different social communities. This difference limits the generalization capability of traditional detection methods. To
tackle these two issues,we propose a more adaptable and robust detection model capable of effectively identifying social bots across
diverse community environments. [ Methods] We present MGEBot (multi-gated mixture of experts network bot detection) ,a novel
social bot detection framework that integrates multimodal user information from social media platforms, including user metadata,
tweet content,and relational graph data. Specifically, MGEBot first leverages a pre-trained language model to encode user metadata
and tweet texts,extracting temporal and semantic features. Simultaneously,it employs graph structural encoding techniques to model
relationship data,and preserves user interactions and community structures. These multi-perspective representations are then fed into

a multi-gated mixture of experts network, in which each expert specializes in capturing behavioral patterns of distinct user
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communities, Multiple gating mechanisms independently select the most relevant expert outputs for each modality, allowing the model
to dynamically adapt to diverse input characteristics. Finally, the fused multimodal features are jointly utilized in a classification layer
to achieve comprehensive and accurate social bot detection. [ Results] MGEBot was thoroughly evaluated on three benchmark
datasets: Cresci-15, TwiBot-20,and TwiBot-22. Experimental results demonstrate that MGEBot consistently outperforms all baseline
models—including BotRGCN,RGT, and BotMoE—across all datasets. On Cresci-15, MGEBot achieved an accuracy of 98. 63% and
an F| score of 98. 91% ; on TwiBot-20,87. 10% accuracy and 89. 10% F,| score; and on the most challenging TwiBot-22 dataset,
79. 66 % accuracy and 57. 13% F; score. Notably,on TwiBot-22, MGEBot’s F; score surpassed the second-best model, BotMoE, by
0. 74% , highlighting its superior detection capability in complex scenarios. The overall trend across all models reveals that detection
difficulty significantly increases with newer datasets:average F, scores dropped from 93. 49% on Cresci-15 to 82. 18% on TwiBot-
20,and further down to 47. 90% on TwiBot-22. Despite this facts MGEBot maintained robust performance, underscoring its stability
in increasingly adversarial environments. Comparative analysis indicates that graph-based models (e. g. , RGT, BotRGCN) generally
outperform non-graph-based counterparts (e. g. , SGBot, Wei et al. ), and models incorporating mixture of experts (e. g. s BotMoE,
MGEBot) deliver the best overall performance, validating the efficacy of integrating graph learning with expert specialization.
Regarding the training efficiency, MGEBot converged faster on TwiBot-20,and achieved an accuracy of 88.52% after 200 epochs—
1. 45% higher than BotMoE—suggesting that the multi-gating mechanism accelerates adaptation to heterogeneous features. In label
scarcity robustness tests, when the label ratio on TwiBot-20 was reduced from 100% to 10% , MGEBot’s F, score declined by only
1. 43% . substantially less than the baseline models. Moreover, MGEBot outperformed most baseline models even when it was trained
with full labels. This merit demonstrates its strong generalization under limited supervision. In cross-community generalization
experiments—training on TwiBot-20 and testing on TwiBot-22 to simulate emerging bot types—MGEBot’s accuracy and F; score
decreased by 7. 44 % and 33. 21 % , respectively. However, it still significantly outperformed all baselines, highlighting its effectiveness
in adversarial and evolving scenarios. Parameter sensitivity analyses reveal that increasing the number of gating units yields significant
performance gains (e. g. »increasing gates from one to two raised average F; by 1. 56%) , whereas simply increasing the number of
experts does not always improve results, emphasizing the need for balanced model complexity and effectiveness. [ Conclusions ]
Incorporating a multi-source information fusion mechanism and a multi-gated mixture of expert’s architecture, MGEBot effectively
addresses those detection challenges posed by inter-community behavioral differences. Its design enables the extraction of community-
specific behavior features, and enhances the detection accuracy. robustness, and generalizability in complex and diverse social
environments. Therefore, MGEBot is well-suited for real-world social bot detection tasks across various application scenarios.

Keywords: social bot detection; community group differences; multi-gated mixture of experts network
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X T SRS 0 B AT S AR A R A R
SEREAE B A P 3 sk A e e IR A A
PR 52 B i A BSCHE 1 AR AIE 2 RORN e . AT
B FRATVE T b XV R B MOAT R R i
o 04T 2D B, IR A R e i 2.

T2 3d Transformer 2 J§ MGEBot 43 3l #4159 T
FHPY 3 PR Y RRIE. Z J5 AR SO OC R RAE  HESCER
TIE TR AL P4 K, I I I 2 1t 28 15 3 e 25
MGEBot X Il f BRI 2528 i -
yi =W, o (27,27 27" ] +b,, (1D
Hr, W, Fb, el SHG L, ISR,
2.5 MEKEH

Tt MGEBot Y%kt 2k 1 Bl Ik AL UL G A SR
FHAAT L2 IEDARTI A 22 SUR , 3 HoR 1 kit o 25 58
i T FEFMHAD L R BTG A ST I T P4
JRPREL BLC » ), B 2R AR5 R AT LASRIR

Loss = Zt logy; 4 A Zw

wE€l
{gstym)

A >0 D) BL(x™), (12)

€Y mod
Hrb: y: iy MGEBot XTHIF @ BOTRINGR 2 X
FHF G W ESEARAE 0 R BT A ]I SR R B 240 A
A SR M TR BLC ) Al Rk
BL(2) = wiy, + CV (G(2))* +

« CV (P(x,))*%, (13)
H, CV %éﬂ“ﬁre‘%@l[” G(x) Fon 14 W 2% 4
H, P(x,i) N Shazeer 55 52 P PREL, iy H
wig NV L 5 F BRI A7 o 1) R S AL

3.1 ZWHES

h 1 VA MGEBot BIPERE A SGEFRTE 3 1M1
fii FRU2 02Ty B HE 4 HE AT I 3K Cresei-1517
TwiBot-20"8! FlI TwiBot-22"*). Cresci-15"" F 2015
AEFEH L ALE 5 301 MHEARIK P E B e BLAE A
3351 A, i R 6300 Twithot -20* b4 55>k
AT (AU I8 R AR ST 1Y 229 580 44 #1238 Tk

F1; Twitbot -220 224 1k I FAt 3 AL A A
B2 BEE LR, KNSR 100 G, 1A Twitter I
1 000 000 FH P 9 £ F SR R G . o # Human 3
TN EHSEH P AR AL K R s 2 Bot R LR AR
M PR # User i BT R A2 K P A9 B0
2 Tweer JTAT I F* 80T & A #fE SCH) 20 s # Human
Tweet F 7~ H LK PR A WHESCREG # Bot Tweet
FRHLER N B AR SCEEL # Edge il e R A
H T & AR (i T TwiBot-22 W& 4 R bRic H
FrLA, # Human+ # Bot AZET # User). 3 R4
(I DL L2 2.

*2 Btk
Tab. 2 Data set
Hot
EfEgan
Cresici-15 TwiBot-20 TwiBot-22
# Human 1950 5237 860 057
# Bot 3351 6 589 139 943
# User 5301 229 580 1 000 000
# Tweer 2 827 757 33 488 192 88 217 457
# Human Tweet 2 631 730 33 488 192 81 250 102
# Bot Tweet 196 027 33 488 192 6 967 355
# Edge 7 086 134 33716 171 1701 859 377

3.2 XWREBERERE

AR S S5 1 ol 25 T 2 B TR S JE T Torch SEELAY
Torch Wi AN 1. 8, 4115 5 A Python3. 8, 7E 2 >
NVIDIA 3090 GPU [ #7525 1. 265056 v, 2 2 2
BeE R 10-4, 1.2 IR i A B8 R 10-6,BL Hh & %L
Wep W BN 10-2 . dropout & &N 0. 3.5 K epochs &
BN 400 R B REGE IR BN 3SR X
BB E R 3 e L R AR BCE N AT TR BRI
B 3.
3.3 FfHiER

ARSI ) % (Accuracy s ACC) 5 F, 1E K
M EPEAG AR BT E I s .

o TP+ TN
Accuracy = TP - TN+ FP L FN’ (14>
. TP
Precision = TP - FP’ (15
o TP
Recall = TP I FN’ (16)
F, — 2 X Precision X Recall an

Precision + Recall
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Ry TN AR B, e B B AR BT A O A A 22 L g N
I e TE A Y TR L 451 5 Recall Sy 73 0] 38, 678 T A5
FEAZ LR A P Hp IE B T ) He 5] s ACC 2 1) 45
SEERRIFE AR SR G SRR LB i Fy R RS
5 TR TASE TR A A R R [l R R A 1 T Y
PRI VR P TP G s 17 R D) 2 7 A 7R A ) 3 S
LT
3.4 XttbsEIe

A0 MGEBot #8581 5 LUF 24 /i 3 37 9 JLAS
FEAS AL AAG AR R 07T K

SGBot!" : SGBot F=ZLEF X4t 22 Mk 1 (1 ik ;45 B
HEFTREIN , SGBot M 7 e £ 48 Hh 4 BURFAE . I 3
P BENLARAR Y 2588, 0T - SR A el 4 (1 LR
NS

Wei S22 fifi AR ] LSTM 4b ] 7 30 AR
{5 B AT LA AR,

Varol &%, BT | W45 547 A4 G 4kdi 1F
FTBEMLAR AR A S HL A A, B 7 AR I A ] 2 Y ()
Twitter bot.

BotRGCNM2 . Jh Twitter W4 4438 T — 4> 44
L 0 56 &R B 4 B 48 1 A7 P 3w 2 >
Twitter bot £,

RGTY™! ,RGT %} Twittersphere H1 [ (1) 5 5
PEAT AR, DATACIE A S AL A AG .

BotBuster*! . — it g ML A A K R 52, 18 43 TR
AL FANB P T B RN SCAE Bk 1 5 B A ML
f .

BotMoE"" il i 1R A& AL B 7 o0 B4 A SC
ARG BIEIN 2L FIR G H AR AR A R

MGEBot #£ 3 M#E4E b 5 R BRI TXT H
SEGEE AN 3 FiR.

#£3 Xl gs

Tab. 3 Comparative test results %
Cresci-15 TwiBot-20 TwiBot-22
Y
ACC F ACC Fy ACC F,
SGBot 77.11 77.91 81. 45 84. 86 75. 08 36. 55
Wei 55 96. 09 82. 64 71.26 57.31 70. 20 53.59
Varol 5 93.18 94. 69 78. 45 80. 99 73. 88 27.53
BotRGCN 96. 47 97. 68 85. 66 87.23 78. 86 54. 98
RGT 97. 20 97.77 86. 60 88. 00 76. 50 42.94
BotBuster 96. 89 97.51 77.22 81. 17 74.01 54. 16
BotMoE 98. 50 98. 82 86. 94 88. 84 79.11 56. 39
MGEBot 98. 63 98.91 87.10 89. 10 79. 66 57.13

MZIGZE IR AT LR B . 1) Bl B G M Cresci-15
F| TwiBot-20, F-3] TwiBot-22 HIZ4E B HT , T A F 5
e 3 MR L RIA T Fy 4380 5108 93.49% .
82. 1801 47. 90 %o , BEHY G- T4 fil 1Ak 222 B HH 35 2P
TR R X — G R T A AL AR AN
AR AR IE B B AR, 2) BE T K] ) AR,
B4n: RGT . BotRGCN,, 7 o I 5 1 b 3% 3k A F A
e FH & 2 20 AR, 4511 - SGBot . Wei %5 | Varol %, )
Twitter-20 30 ¥ &£ /9 £ B R 6, RGT M # F
SGBot, Wei 4§, Varol 88 F, 4350 42 7+ T
3.14%.30. 69 % F1 7. 01% , BotRGCN | 43 Jill & 7+ T
2.37%.29. 92% F1 6. 24. 1EF T & 2% > g gl o,

RGT FMEA . H8E T BotRGCN 7E Twitter-20 $¢#i
£ F BIRT T 0. 77% . X AT REJEA 25 T RGT #
FHT FHP I ) S5 5 L (R 4 F N2 4, FE X R P 22 (a1 1)
S 58 AT A 3 . X 9 B [ 2 ) AR T
FEH P Z R OC R A5 B B G 2, BBAS W F $E T4t 5
PLEE A I B 3. 3) KT 2% KAy B A, ) n
BotMoE 1 MGEBot, & & & i fiz fi. H &1 7,
BotMoE 1 MGEBot #£ Twitter-20 %4 4 I #%% T
RGT 8 Fy 43803 BIRTE 0. 84 % F1 1. 10% 5 [ A, Jik
T 2R G R 2 AR B 2 2] i SE b A iy . 1568
28 G EA BRI R P2 ORI & 2 =R U g ), 2
PETHAE A ML ARG GE F A 350 k. 4) AR ST
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Fig. 4 Convergence speed experiment
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Fig. 5 Robustness experiment
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Fig. 7 Gate control and expert quantity experiment
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