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BBFuzz: A protocol fuzzing tool combined with input structure-aware
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Abstract; Almost all of the systems which need communication are inseparable from protocol design. If
the protocol stack is vulnerable, attackers can achieve denial of service attack, data theft and even re-
mote code execution via Zero-Click. Protocol messages often have certain elements such as structure, se-
mantics, and timing, making it challenging for general fuzzers to effectively perform fuzzing on the serv-
er. In recent years, there have been many researches on grey box protocol fuzzing, among which AFL-
NET is a representative one. However, the coverage of these researches on the server state machine de-
pends on the coverage of the initial seed corpus. In this paper, we firstly analyze the defects of AFLNET
in handling binary format protocols. and propose BBFuzz, a protocol fuzzer for test case generation
based on manual data models. BBFuzz can quickly provide many interesting seed files for the seed queue,
even with only one initial input, and these seed files can cover a more comprehensive server state. Mean-

wile, BBFuzz can well support fuzzing of two different types of protocols, namely human readable ASCII
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format and binary format protocols. The paper implemented BBFuzzs support for RTMP protocol, and

evaluated BBFuzz on the RTMP module of two well-known streaming media software, Our evaluation

results show that BBFuzz outperforms AFLLNET on both map density and paths. For RTMP module,

we dug two real vulnerabilities on ZI.MediaKit and media-server respectively, and these two vulnerabili-

ties have been assigned CVE number which is classified as HIGH.

Keywords: Fuzzing; Protocol fuzzing; Software testing; Protocol security
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Tab.1 Message boundary after mutation in term of hu-

man-readable ASCII protocol

RTSP #edls 71 i

cceeecccecececece

SETUP rtsp://127. 0. 0. 1:8554/wavAudioTest/trackl RTSP/
1. 0\r\n

CSeq: 3\r\n

User-Agent: . /testRTSPClient ( LIVE555 Streaming Media
v2018. 08. 28)\r\n

Transport: RTP/AVP;unicast;client_port=47126-47127\r\n
\r\n

F 2 RN ERER R IR RG]
Tab.2  An example of broken boundary in term of

binary protocol

RTMP #ifz G171

0000

0010 43 43 43 43 00 00 Oa 43 43 43 43 43 43 43 43 43
0020 4300 00 00 00 00 19 14 02 00 Oc 63 72 65 61 74
0030 65537472 65 61 6d 00 40 00 00 00 00 00 00 00
0040 05

x3 THHARABWUEREEAEHBFIRZ

Tab. 3 A preferable boundary after mutation in term of bi-

nary protocol

RTMP %t 7 1

0000

0010 43 43 43 43 00 00 Oa 43 43 43 43 43 43 43 43 43
0020 43 00 00 00 00 00 19 14 02 00 Oc 63 72 65 61 74
0030 6553 74 72 65 61 6d 00 40 00 00 00 00 00 00 00
0040 05
s =
4 BIT5XM
AT BRI AL S BT A T T AT

SR At AR AR TR A= FS I 491 4 77 58 A dn 4]
1.

Eiiilagdl
(3% £ message)
[0 IR 5315 & i reques
S2ibuze=r Server # ! S, |- NAZV s,
RBAF ki
—A 5
(Sequence)
BHEWTF
S8 S, —3RIM2-> M, ——> Arg——»  New
guaalio)s ] PL—ANB WA I
(@%%qjl\glisajge) ERBE A T %
T
D AR iR i i L
P Ou (Smarlﬁi’[utatig> HAE AR RO
Rt
(Decision Seed Pool)

B 1 BBFuz Z£#H

Fig. 1
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{HIRTE— 2 WA IR e - 2R AR RO i 25 A8
PRIICT HLA. AEBIIIN ) J5 B S BEHLAS 5 Chavoce)
FEINAT B 7T A AR I g B 40 A R B R
Hi AR A 1 22 SRR ) A S, IR R
BRI SRR 8 DU FH 19 3 R A T L. AR A Y
o FRATTHE VR AR AR A AR 1 SR Y
4.1 =R

BBFuzz {#i F§ FormatFuzzer /£ 42 31T,
BRI 1 1 378 75 5 5 FormatFuzzer —2(. P
WA — 6 T vk A7 PR AR A o B R UL A
length, checksum, offset, compress. encode™** , %}
THADE 5 A= L 0 7 B, FATTLF A# H 010Editor
Templates Language™™ 34 A . B4R 010Editor
Templates Language AT J& F T8 — i SO
FEHT I Z YR BY 1Y 45 44 Chierarchical structure) , {H
Je 1t FormatFuzzer H R FE R IR E At ] H] 4=
B HI ). %58 Jg 12 i B AR ) 7 B Format-
Fuzzer VR T AH N 9 FE  FRATTHE AEAS 5 v ] 22
i AR T e B IR T 1

(1) Length. Length 5Bz B 215040 A= 5l ai #0
JETCTRA A E PAELAY , DR — R S A e 7
R MR E Length 5 B W E 9 77 %8, R 7F H:
A 1 B AR PR A ) TR RO 25
Sy WA R Z B, ] 4 JB/R T Hiid Length FF B )
D7 %8 FRAT S0 sk A B B B i RN i i [l )
Sert T SO EABAA ERAER Length FE )
{78 F Length FBAB BN IEHA K (H.

x4 B\ERGPKETEOHER
Tab. 4 Data model of length field in BBFuzz
ENEE S JIDEFUN RIS

local uint32 pos_start = FTell(O);
CHUNKDATA chunkdata;
local uint32 pos_end = FTell();

local uint32 correctlength = pos_end-pos_start;

FSeek(LengthField) ;

// cover original hint length field with correct value
uint32 length = { correctLength };
FSeek(pos_end) ;

(2) Constraints. FEPMCEHE L, 2% &
B y MO T B o BN OL. BN type FEHY
{EPRSE T body BIZEH. 4 x 16 y Z A AR LI, 3%
TG00 LA By A B, FAT A5 S5 AR 1 s PR
i x R PE v BA RN AT. SR Y x fEy Z
Je A T AT TR B E « M, FARYE « MME
P y AR W3 5 Fras , 3R AT 5 FH i BE pR 4
ReadByte(s) Rk g x BE, — BH#E T x BI(E . 7E
JRBEA N 2 2 XA E 9 (E. B T« /Y
HE 2L E T, I8 2800 LR YE « p9Ek ke
E y A

x5 HERBPARMER

Tab. 5 Data model of constraint in BBFuzz

AR F B AR %
// it is the same when len(x) > 1
local bytex[ ] = { value0l, value02, value03 ... }

switch(ReadByte(xposition,x)) {
case valueOl
ystructO1
break;
case value02;
ystruct02
break;

}

xposition; byte x;

(3) Chunk Ordering. 7£ 3863044544, ]
REAFAE | SCHSCRR B9 BRI S Bl AN 78 PNG #% 5K
H, THDR @A 25002 SO 55 — A~ 3, TEND b 25 &
SCUEI SRR — A B A e n] e e i F IDAT B
T A AT B AT BRI AN, PRSCER 4238
WORGAAAE LT SCHUB R By, 3 22 i, FRAT]
AT REAE N Z R B ML Pk e — &8 /3 B, I H Ao iF
A BRI B AN T A 0 T TR R 2% i 2 R] 1Y
Ty 56 %R

6 R T N b ALk — o He, If
HArsEEIm i ity 2. JATEZ NP FRh
HEFFHE » I A2 5 AR R PR AR L.

(4) Compress and Encode. 7EPMEHE L,
Xof R AT 4 A AR WL TR 4R
It B AR A5, Rk 7E BBFuzz Hhid it B &
SCH RO A P 4 N %1 DL %) B I mp
LA AR OE ) bRz 1.

A0 3 (o AR R T R s A A AR (1 8 i
2 FRATTIT IR G 2R Uil 1 B A2 B IR
AT A SCIR M DS .
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Tab. 6 Random choose chunk(s) in BBFuzz

ey BEHLR LA IR vk

local string blocknamelist[ ] = { "bk01", "bk02" ... };
local int continueRun = 1;
while(continueRun) {
switch(RandomChoose(blocknamelist, exitprobability)) {
case "bk01":
BKO1 block01};
break;
case "bk02":
BKO02 block02;
break;

case "mEND". // if exit is chosen, return an exit ID
default:
continueRun= 0;
break;
}
}

4.2 REFFH

FAT 1 F & 8 A8 5 (Smart Mutation) E 2k
BBFuzz [ 4% . R 1% 5 8 4E Dutra 26 AP (Y
SR AR A, FATREAE T — 1 R B AR IR A
i B FRATTHR AL A B A L A B AR R B A
fi##T B Decision Seed, iZ i #2257 514k , Deci-

sion Seed 5HIE AL HEW AN H L. 7£ Smart Muta-
tion H, 2265 £ AN H 491 19 Decision Seed £ 47
AL L FR A P 3K Bl 7t (Decision Pool) » ML H Fifi
MLk E Decision Seed (s) $H47 % BB AR 57543 . dndih
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