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Abstract: The large-scale integration of electric vehicle (EV) clusters in virtual power plants (EV-VPPs) enhances the
ability of these aggregated distributed energy resources to provide grid frequency regulation without requiring addi-
tional investment. However, controlling these systems relies on private information, such as EV locations and bat-
tery state of charge, which may undermine EV owners’ willingness to participate and diminish the regulatory poten-
tial of the clusters. To address these privacy concerns during EV cluster aggregation this study proposes a security
enhanced federated reinforcement learning (SEFRL) scheduling method. First, an optimal EV-VPP scheduling model
is constructed based on a Markov decision process. Second, local differential privacy is applied to perturb the raw
data uploaded by individual EV-VPPs, thereby safeguarding data privacy from the perspective of the upper-level
scheduling center. Then, a lightweight postquantum Kyber-AES hybrid encryption scheme is introduced to secure the
transmission of aggregated federated data, thereby effectively preventing the inference of raw private information

through eavesdropping on gradient parameters while balancing security with computational efficiency. Finally, the
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proposed method is validated using a coordinated scheduling system that integrates EV clusters with other distributed

energy resources on a modified IEEE-33 bus system. The simulation results indicate that under deep leakage inference

attacks, the SEFRL method maintains a stable error rate above 0.91 when back-calculating private data from feder-

ated learning gradients, thereby effectively protecting data from the upper-level scheduling center. Moreover,

enhanced privacy protection increases EV-cluster participation in scheduling, resulting in a 29.5% reduction in overall

system-frequency-regulation costs compared with uncoordinated charging strategies.

Keywords: electric vehicle (EV) cluster; local differential privacy; privacy preservation; postquantum encryption
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Fig.5 Dispatch results of typical intra-day EV-VPP #3
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