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Detection Method for DRAM Against EMFI Attacks Based on CRC
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Abstract: Research indicates that electromagnetic fault injection (EMFI) attacks can cause multibit errors in dynamic
random access memory (DRAM) and threaten the security of stored data. Check code is a technology used to detect
errors in data and is widely applied in data storage and transmission processes. However, when dealing with multibit
errors, the traditional check methods represented by parity check and Hamming code face the risk of failure. There-
fore, this paper proposed a solution based on cyclic redundancy check (CRC) to detect errors caused by EMFI attacks
in DRAM. First, based on the analysis of error characteristics, additional verification steps were added during the
read and write processes to achieve error detection. Second, in response to the storage and transmission overhead
caused by the added verification, an optimization problem with the quantified costs was constructed to achieve opti-
mal parameter selection under different application scenarios. Finally, the proposed method was comprehensively
evaluated, and a fault injection attack experiment was set up to analyze complexity, detection rate, storage, and
transmission costs. Results show that the proposed method can achieve an error detection rate close to 100% while not
substantially increasing computational complexity compared with the traditional check methods.
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Fig.1 Error type and characteristics under electromagnetic attack
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