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Abstract: As semiconductor technology continues to advance into deep sub-micron nodes, key components of net-
work-on-chip (NoC) face increasingly severe physical defects and electrical noise in highly integrated environments,
leading to a significant rise in the probability of failures. Existing fault-tolerant mechanisms often struggle with multi-
ple concurrent fault types due to insufficient fault-pattern recognition, resulting in low resource utilization and de-
graded communication performance. To address these challenges, this paper proposes a port-granularity fault grading
management architecture, which features a three-level cooperative fault-control mechanism. First, a credit-return
identification and acknowledgment mechanism is introduced to achieve sub-cycle real-time fault detection at the link-
layer port, enabling accurate localization and timely reporting of packet loss and data-corruption errors, thereby
significantly improving fault-detection accuracy and response speed. Second, a lightweight backup buffer combined
with a priority scheduling strategy supports fast hop-by-hop retransmission of faulty packets, effectively reducing

retransmission latency and bandwidth overhead. Third, a fault-state machine model dynamically assesses port-fault
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levels and enables adaptive scheduling of communication resources, further enhancing overall system resource utili-

zation. Additionally, the architecture integrates a cooperative fault-tolerant routing algorithm capable of rapid identi-

fication and recovery from transient faults, along with intelligent isolation and dynamic rerouting for permanent

faults, which reduces redundant retransmissions and minimizes the bandwidth loss introduced by fault-tolerant opera-

tions. Experimental results show that, under synthetic traffic scenarios with multiple concurrent fault types, the pro-

posed architecture achieves up to 41.6% higher saturation throughput compared to the FT-E2E fault-tolerant scheme

and up to 26.2% higher than the EsyTest scheme, thereby achieving a synergistic optimization of system reliability

and communication performance.

Keywords: network-on-chip (NoC) ; fault-tolerant architecture; fault grading; reliable communication
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Fig.6 Average latency comparison under different fault injection rates and traffic patterns
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