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Abstract: Time-delay cyber attacks degrade the frequency regulation performance of power systems by maliciously
occupying constrained communication bandwidth, thereby inducing substantial increases in data packet transmission
delays or consecutive packet losses. This phenomenon can ultimately lead to system frequency oscillations and stabil-
ity deterioration of closed-loop control systems in a power grid. To address the impact of delayed network attacks in
the secondary control process of active distribution systems, an optimal frequency control method based on an adap-
tive time-delay compensator and a robust linear quadratic regulator (LQR) is proposed. First, a small signal model for
the active frequency control of battery energy storage and wind power generators under virtual synchronous machine
control is established to analyze the influence mechanism of network time-delays on the dynamic characteristics of a
wind-storage collaborative frequency modulation system. Second, a robust LQR controller is designed to suppress the
influence of the uncertainty of photovoltaic power generation and load disturbances on the frequency, enhancing the

adaptability of the system to complex operating conditions. By combining this controller with an adaptive time-delay
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compensation mechanism, the time-delay parameters caused by network attacks can be identified in real time and

adjusted dynamically to improve the frequency modulation of the system. For stability verification, a rigorous theo-

retical validation is conducted using the Lyapunov-Krasovskii functional method, complemented by controller pa-

rameter optimization via linear matrix inequalities. Finally, a comprehensive simulation model is established in MAT-

LAB/Simulink to evaluate the dynamic regulation performance of the system under diverse load disturbance scenarios

and time-delay attack conditions. Comparative results demonstrate that the proposed strategy achieves substantial re-

ductions in frequency deviations, accelerates the dynamic response, and guarantees asymptotic stability under vary-

ing attack intensities. Compared with conventional approaches, the proposed control strategy is more robust to distur-

bances and has dynamic adaptability, providing theoretical foundations and technical substantiation for frequency

modulation in power grids under sophisticated cyber attacks.

Keywords: frequency control; robust linear quadratic regulator (LQR) ; battery energy storage; time-delay cyber attack
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Fig.1 Secondary frequency control system for active distribution networks
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Tab.2 Parameters of wind turbine generator system
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