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Research on Vulnerability Mining Method for Mini-program Templates
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Abstract ; Mini-program templates are widely used in the development, but their inherent vulnerabilities expose a large number of mini-
programs to security risks. Due to the closed-source nature of mini-program template code and the lack of transparency in their usage,
existing methods struggle to detect both the inherent vulnerabilities in the templates and the derived vulnerabilities in mini-programs.
To address this, this paper proposes a vulnerability mining method for mini-program templates, which combines multi-stage clustering
analysis and template behavior analysis. This method extracts code features to group mini-programs developed by same template, and
uses a graph-matching-based heuristic approach to identify similar program behaviors,i. e. ,template behaviors for constructing an in-
ter-procedural control flow graph of mini-program templates. By analyzing inter-procedural control flow graph of templates, this meth-
od can quickly locate and systematically evaluates mini-program vulnerabilities and their spread caused by template development.
Based on this method, we have implemented a vulnerability mining tool called MTVMiner for mini-program template , which extracts
11489 inter-process control flow graphs from collection of mini-programs with an accuracy rate of 93. 35% . MTVMiner has been used
for key leakage vulnerability detection, identifying 690 templates with key leakage vulnerabilities , affecting over 20000 mini-programs.
Keywords : MiniApp template ; graph matching ;data flow analysis ; vulnerability detection
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Fig.3 Construction of miniapp interprocedural control flow graph
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EspvaavE] Bipsecnillidaa)

1.function handle data(type,value){ O ERURET A O miEarhs

2. letdata={}

3. itcht

PR

5. if  (is_cmail(valuc))

6. data.email = value

7 else

8 data.email = false

9. break

10.  case 'phone’:

11. if (is_phone(value))

12. data.phone = value

13. clse

14. data.phonc = falsc

15. break;

16.  default:

17. console. Log('RANKHAL", type)

18. break

19. }

3?.) return data

B4 RO R

Fig.4 Extraction of control flow dependency
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Fig.5 Example of data flow break
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Fig.6 Threshold selection for the first stage of cluster analysis
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Table 4 Effectiveness of cluster analysis
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Table 5 [Effectiveness results of template extraction
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