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Abstract:In mimic defense systems,heterogeneous executors with their dynamic scheduling mechanism being crucial for realizing the
systems dynamic defense capabilities. However, existing scheduling methods have some limitations that struggle to effectively counter
synchronized and coordinated attacks. To address these challenges, this paper proposes a Bayesian network-based method for measuring
the heterogeneity of heterogeneous executors and introduces a novel executor scheduling algorithm. The proposed algorithm compre-
hensively considers both the probability of network attacks and the common-mode vulnerabilities among executors, quantifying their
heterogeneity via Bayesian networks. It dynamically ranks the executors and determines the optimal scheduling set. To validate the pro-
posed method, a simulation collision experiment is designed and compared with existing scheduling approaches. The experimental re-
sults demonstrate that,under specific attack success probabilities and random attack conditions, the proposed method exhibits superior
environmental adaptability and dynamic defense capabilities.
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Fig.7 Experimental results of random at 3 modes

TR R HE RN TEER S EA —E RS, AR E
N, RG BB AN L TR0 DL BE RAE S+ BE Y A BE SR s AR s
3.
4.4 ZHLEi

MEEEZRFAERTTUE R, BB EH B EE —E
BESRRT, BT DL 3 S A B AT A A U B T AT 4 B

BB %, X B 7 BEAL AR, 2 P28 B o B
BARMT , BT N A B AT A B B AT (R SR IR IR S, B
BFRENWES BB AEAE. LR RO N R
e B PR DL Pk S0 ) 48 T AR R S o 2 A B3R A R T
AR 2R, HE TSR B G 5 S B P 28 SR B B A - . ABBE =R
WHILA , BRSC R 45 R85 o B BOE 7T LA R A B Y BE 2R 40 A
BEATHR , I ot 37 R 4% TR > B P 4% BB B B AR A
BOiE , BRI 4% B 5 A R R A RN B A, 4R
JRET W HR & B AT R AT R B A E R
LA,

5 4RE

%t B AT DHR REEXT AR T (UR T AT B &
FERME , ERARE 2P R BB X R G B1T5 5 13 AL
PEIRRE. A2 3CHRH T 2T I P 4% B SR AT (s A e R AU
&8 W T EARRPAT R Z B S BT E A A0 05, A
B i A BE R4S R B O T B L. (T B SRR i T
F U -5 S MY BE HEAT VA BEBRAT I B RS OB RE . I
7 S5 A JBE B R A A 1 A 4% 355 o TG 0 SR LR ol B R B
K EAERMBAMIE R LR S, 58 £ T A SO
AR, SRS A DU Hir 278 DHR FRGEHH i 6L J7 vk, #E—
B RBAREHELE.

References:

[ 1] WU J X. Cyberspace’s endogenous safety and security problems and
the counter measures [ J]. Scientia Sinica Informationis, 2022, 52
(10) :1929-1937.

[2] WUJX,JIX S,HE L,et al. Development status, trends, and pros-
pects of cybersecurity strategies and methods[ J]. Strategic Study of
CAE,2025,27(1) :14-27.

[ 3] Sepczuk M. Dynamic web application firewall detection supported
by cyber mimic defense approach [ J]. Journal of Network and
Computer Applications, 2023, 213103596, doi: 10. 1016/j. jnca.
2023.103596.

[4] Tan J L,Jin H,Zhang H Q. A survey: when moving target defense
meets game theory [ J]. Computer Science Review, 2023, 48.
100544 ,doi;10. 1016/]. cosrev. 2023. 100544..

[5]HuJJ,Li Y,Li Z Z,et al. Unveiling the strategic defense mecha-
nisms in dynamic heterogeneous redundancy architecture[ J]. IEEE
Transactions on Network and Service Management,2024,21(4) .
4912-4926.

[6] Zheng Y,Li Z,Xu X L,et al. Dynamic defenses in cyber security ;
techniques, methods and challenges [ J ]. Digital Communications
and Networks,2022,8(4) :422-435.

[7] CHEN N N,JIANG Y,HU A Q,et al. An attack feedback dynamic
scheduling strategy based on endogenous security[ J]. Journal of In-
formation Security Research,2023,9(1) ;2-12.

[8] YANG L,WANG Y J,ZHANG J. FAWA ;:a negative feedback dy-
namic scheduling algorithm for heterogeneous executor[J]. Com-
puter Science,2021,48(8) :284-290.

[9]JIAHY,PAN Y F,LIU W H, et al. Executive dynamic scheduling
algorithm based on high-order heterogeneity[ J]. Journal on Com-
munication, 2022 ,43 (3 ) :233-245.



434 XUIKRE 4 IS P4 s RESRAT A 8 BE B ER O BT 52 943

[10] GAO Y,ZI C C,FENG S F,et al. Security scheduling algorithm for
web gateways based on mimicry defense theory[ J]. Journal of Chi-
nese Computer Systems,2021,42(9) :1913-1919.

[11] ZHANG L W,GUO H P. Introduction to Bayesian networks[ M ].
Beijing : Science Press,2006.

[12] ZENG K L,ZHANG N,LI W H, et al. Network asset security as-
sessment model based on Bayesian attack graph[J]. Computer Sci-
ence,2023 50 (12) :349-358.

[13] WANG M,FU W H,WANG B T,et al. Defense strategy optimiza-
tion of cyber mimic defense based on evolutionary game theory
[J]. Application Research of Copuers,2024 ,41(2) ;:576-581.

[14] LIU D Q,HU H C,HUO S M. Research on persistent storage — ori-
ented mimic defense technology in container clouds[ J]. Computer
Engineering 2024 ,50(2) :165-179.

[15] YANG W J,LIU X Y,ZHANG Y,et al. A method for arbitration
and scheduling of mimicry industrial controllers[J]. Journal of In-
formation Security Research,2022,8(6) :534-544.

[16] Xue S,Li X, Wang X. Fault diagnosis of multi-state gas monitoring
network based on fuzzy Bayesian net[J]. Personal and Ubiquitous
Computing ,2019,23(34) :573-581.

B e 3085 SO
[1] SR B ME=MALERSRBREIET]. FEPE FEM

2 9022,52(10) :1929-1937.

[2] SpVI, B8k, 2% MEReR5FERBEIR. 4
BRRE[T]. PEIER2,2025,27(1) :14-27.

[7] ki, = &, 9B, % —HETRAERLEMIE RIS
T[], (5B R4APFS,2023,9(1) :2-12.

(814 #,EKA, % B FAWA: —FRHHTHEMARIRDE
VA E[T]. BRI 2021 ,48(8) :284-290.

[9] BHWB , Ba XX, 4. £ TR REENITEDSHE
B[T]. B {5224R,2022,43(3) ;233-245.

[10] & &, % WK, BIX,%. mPSpEEis g Web B3R
MELEAERES ). MEMETENRSE, 2021,42(9):
1913-1919.

(117 33 3C, M. oM 3e [M]. Jba B2 iR, 2006.

[12] ¥BA,% 6,408, % ST GRS R=%4e
TEAS R T]. R HURNSE 2023 ,50( 12) :349-358.

[13] £ &, XR, 58, % ETERABEHUS IR
[J]. L FRFSE,2024,41(2) .576-581.

[14] XER, B4E, BEWR. B85 1 H R AL s g
FARBFE[T]. THEH THR,2024,50(2) :165-179.

[15] B, XIEF, K 28,%. — M4 Aa Tl ish R n R X
WEFSI]. R ,2022,8(6) :534-544.



