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Quantization-aware Training and Security Challenges in Edge Federated Learning

LEI Chengyu, WU Libing, ZHANG Zhuangzhuang , WANG Enshu, HUO Lijuan, FENG Jiaqi
( School of Cyber Science and Engineering, Wuhan University , Wuhan 430000, China)

Abstract ; Traditional quantization models can reduce model complexity and inference costs, but their quantization perturbations can
lead to performance losses. Quantization-aware training aims to improve neural networks’ robustness to quantization perturbations. To
enable edge devices in federated learning to perform real-time inference under limited computational resources, this study introduces
quantization-aware training into the edge federated learning scenario and proposes a quantization-aware edge federated learning frame-
work. In this framework , the quantized global model is deployed on the terminals without significant performance losses, addressing the
contradiction between edge devices’ real-time response to user inference demands and their insufficient computing power. Additional-
ly, this study finds that introducing quantization-aware training into federated learning poses certain security risks,as attackers can ex-
ploit malicious models trained using quantization-aware training. Based on this, the study also proposes two federated quantization at-
tacks. Experimental results demonstrate that the proposed approach maintains a 62% accuracy rate when a globally trained ResNetl18
model is quantized to 4 bits on the CIFAR10 dataset,a 30% improvement over traditional edge federated learning methods. Further-
more , the success rate of federated quantization attacks increases by 10% under 8-bit quantization compared to existing works.
Keywords ; federated learning ; quantization perturbations ;edge federated learning ; quantization-aware training
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fy FLQ B 7! I — 2 % 6 7™ i A 78 T3 A IR 45 3 ¥ 4
SRS HAT R AL, T O0AL T B S (5380 SR, LA
BRI~ 5 RACMSE & T B E R PG B E E
BRAARAL , 3820 SR TR IR 2 ) BE B0 38 5 vhy = AL ) . 25
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— AR R B T YR R i 2 s B4 (AL
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4675 ¥ ( Post-Training Quantization, PTQ) 7E % I A7 %% (40 4-
bit) il B E YRR T . A RIX — [, bk
2191125 ( Quantization-Aware Training, QAT) g% $2 1} 35 )12 W
F. QAT AR SRl Boi il 3L b B AL P50, R B AR R oR
] BRI B HE AR T 2 ) R G I S 5 A1 X
— TR E G T AL R MRS B R M, JR AR AL FE
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SeadR s R B AE ARG T B R B © 20l 48
B, B T A T TR, A B A S
PRRALIE AR A AR AR, IR R AR M A Rt =1k
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1) B B AR S RG22 > HEZR I 36 TE L S 4. 41
Ko WAk IR 4% i 1 8 R U 2 AL v A 2 P A B PR 7 R, A
SCEWSRH T RAB A G IRFR 2 ST HEZR. AR AE B rhr A S
ST 2 LR AR BRI 24 o i Ak B AR R 2% R B IR
55 5 NG AR 55 4% B R AR A B AT B S B SR B B AL LR AR
B N FEEE AR E T —A AR Bl Ry B 55 vk,

W R AL AR LR AR A, A B0 P | i A
RPLAETT 6. SE A SRR BTAAEA B35 P T T B2 AR
SR E R, IF SCRFAE T 50 AT 55 IR 52 PR 2R 358 R 3
ik

2) R SOFBFTE BARB R IR 24 > vh B8 Bty A 34>
BT BALRAIL RS2 ST HESE T B UM B, i AL IR
INGREAE , EAES P S | B i, I SO T R RLR
Bt AR T BCE PR S . SRS R RN e
BERSIRF I, BU B 7E BAL Z RN R RIS EAT 8, T
B G B O WS, SR TR Y B

3) VAL DA Bl A5 TR R X 3. AR SCV-AG T B L
BRI > R T 1B 1, S e Hr I SR v B &
sk B AL IR HTRE /). E TR ETR S S et g M 4%
JE T VRN AR, A SCHR L T 4108 IR 55 o 4 SR A R A, AR
THE IR RG22 2.

1 XTI

AR AR 3T =07 16 B TR - BRI SR R
RS S
1.1 S4Bl

4k 82 25 ( Quantization-Aware Training, QAT) J2& —
Rl VB IS5, AL e gr i) B b dh & W 4 I S8
AR R B L 5. AndE B4k 7 2 STE( Bl fh
) P B R, R X RO B AT BRI 45
R, 70 52 ] A4 P e 2 o A T R v VR S T A A i A 7 B
AT B BE AR DL S )3, X T RB s B I BRI AR E.
Gt PR, — 86 TR T S SEHE R TR AL O st
SRR BN, B — 2 g R/ EhiR %
AR, XA B AL S T XA S RS T
A SCR P BRI AL 1 STE™ DAZEYI S Bl x5
SN BRI Bl , TS T BESRAT SE R M .
1.2 BHEIhpEH

FERRR2E S READ T, KBS o B A B AR SR w2 Yl
Y R R P S RS R 2 A R BT XA R
IR SRR , 948 YNG4 0 AR 37 2 i b B
fEB 29 AR H &N F P onti B B Rt e kiR 2, AT
FHONGEAEMERR T M. ASSCEU FOr R IR BB A A Y 4R 58
B B s M R AR R R B, O HAS SO T O ek (B 4k
BAYINGR) ZEN G B R A R B h Bl R4kt 3h,
AFEE R, WA S BEFRUR .
1.3 FiA#E

A R MBI A 5T oA i LA TAE
FE WA, — R X R AR S T s T
FAF ST B R RS G —AN e T A, 8 A L
AR IR RAT A, WAL AL G T A R P B
TERHE, AT SEREI . 3028 T AR B R A TR AL s 22 &
R SMU A4 tp I 5, R FE 537 B4 AT AR i S 2
HRMELERE.

T3 —J7 T, BRIRA ) B TR R 2 R AL ( Secure Ag-
gregation) [P0 ZE{R4P 5 /1 SR ERA Y R 6] , Lk T HR 45 B
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B AR I (Y B W A, DT R e S S T it
PET A, Bk, BRI S BRI T IR T80 O T4 R i
FEHR. B0, Bagdasaryan %5 A\ 38 i T 5@ RSO BT A
M SR, 7E 4 R A Y R BSROAR A J T]  Bt U5 9  Fung 4%
NP9 7 5 Sybil SUik SR R 1B 1 3 5 Xie %
NPT T 8l 75 0 B 4% 4 803k (Dynamic Backdoor At-
tack) , JE7R T S 3 AT R PEAN Bk, X SETF TR, K
IR p JHERL R ) 3 A SORp PR — 25 I T A AR B 5 T 1
MR (HIA DT IR Z e h e R B, MR IR R AL
TERAIYN G RS T et PR RB FE R 1.

K1 BIET ST IR S BT IAR

Table 1 Survey of backdoor attacks in federated learning
PiErE REZERMMIAG R EEHARMETRS

PQ Backdoor! %] X Vv
Qu-anti-zation[?! X

Model Replacement(?] v X
FoolsGold(*! v X
DBA%] Vv x
AXTAE vV Vv

R 1BET BRI, ML T, AR BGE R 5
I8 1 oA X AR T R A T B, Bk T AR .

2 HiRESR

AT AU T B AR IR > IHERR, Jf:
TRAHFR T AN AR AR YN 2R | APRZE 4% R SRR 24
M B G, AT T RS R 2 W 48 AL B AR &
A, 32 T EEAG TR B B AR L. B R
T A2 LR RSB IEM 2 M GEHESR, BRI
ARG HRE R, LI A R T i T k. A<
SCH R BRI RGN GBI S 5t T T —
AMHET QAT HIIBFR A S HESL (QAFed) , TN 1 FTs il i £
HoRp AL SR IR B AL B Y 4R, 3251 TR B AL SR &
Mk, B, ASCIIE T BT i I AESE N iy UM R, TR AN 43 BT
T BGEER G BIBE Sy, IR H T AR 5 A SR s
2.1 BUEREHENE

TR P MR £ RIS HCh w, BEr AL s
b, BEEEIE D, F R4 55 R, R A U R fe v 48
P24 A B ARk -

minF(w,D) (1)
Hrpr
F(w,D) =E (., .p[ £.(f(x;w),y) ] (2)

AL BT 2 S 4 SR B RN R — L, HE XA []
PR AL S H s B e o, 7E AL Z AT R R AL 2 )5 P R
AT R DX U P o 2 T 45 1 A (] O
UAVRN P8

minF(Q,(w) ,D) ,F(w,D) (3)
Hrp
F(Q,(w),D) =E (., pl £.(f(x;Q,(w)),»)] (4)
ASCR F H A TR o B R, B

Qb(w)zléclip(Lw,-sbJ,:Z' , 2077 -1) (5)

Sp
Hopl - J3Rox W& 1A BRAE, clip () Ros B A KR A
[ 277,270 =1, w, FR 55 1 BSHs, 2 b IR R TSR
L Z2SHINETE T A SO TG — 2 A 2 M4 S8l A
FE TN T, MR )2 RAL K A
l=(2b_1_1)_(._2b_1) (6)
7 max(w,) —min(w,)
A (6) 4T A v LUK IR S 80 — 1k, SR 5 B BOR 2
Fm LR Y B AR 3K (5) P i I T B A 8K
RRSE ARG T 20 T 1EVI S By i LA #f
ZPISNERR TR RGBS RS B AT 7 2 e B
WrBL AR H AR LR G S 8U A . 28 I8 B[R] 23 5085 1
TREAEAN , B B B T REA R, A THZE AR
[l AL LUt PR RAS RAFIPERE R I, A AU F £ b
B s 2 W4, AR HARBR T
min ¥ F(Q, (w) ,D) (7)
FERE, 24 b =32 WRRHSMEZ AR (D) PREAIES. R
W, A SO0l A BRI R 3k s /M B AR BLUR , BIVE T 1]
g MR AR (5) BALM 2 MK S8 TRl Hir# R
(7)) , B A% 4% e W 56 P A BB, 8 T 24 B S 80k ik
HARdik.
2.2 EBAMLGEIES
TERGIHIR I Gy, i AR EF Z R TiE
FVAEREBEUR, 0P 7 %] S BH By SE P75 5K B 3 & Tl
SR BN B R TR I AR S DG T K R L A B A
Ui B G HHE B BRI R . S, AR SCIR Y T — R R TR L
BRYVIZRR BRI ST HESE, T 3T IR B B U7 B A 3
B et Abee.
1 PR, TR S R L B, LG IRk 554 5
X 2B A PO REAR SR AR (B AN+ RE ) AR B84 )
TIvPAl, e @ A R b LR L. WS, Pk srde 530
GRIR S5 A A AL B B A 0 B AR A LR R B.
BARGAINT 1) 0B85 Pl : B M G Rk 55 2 oA 5
B RTHR AR Ty AP T B I 2 A5 L, IR A U AR Y
RACILRES B 2) MG IS HBUR SRR S A T
Al LU AR . A RS 2R I B A R TR AR T
B R R R R ;3) TR S AR PSR B R SR S
RPN L L 7 A A B A 7 854) WREES TR
Mg MRS 4% T & B, LGRS #5 1 o K B AR
e RIR LN AR R RGOSR F B A TE 5 0 2% 5@ {5 B
B AL Tt T8 7 BB R A LU AR B BT 4k
B RS T . S R SERUE , T RS As s Hir R AL L
WHEE B TRES HRAIBA, I ER S ShBRIR & bR
15 ( Quantization-Aware Federated Learning , QAFed)
INGRBT B, A SOK 3K (7) B B AR 5 TR BRI 2
M 2T 2R HAR R
min B, ,[F,(w,,D,) +b§BFi(Qb(wi)’Di):| (8)
Hr:
F.(Q,(w;),D;) =E (x,%) —Di[[ce(f;'(x;Qb(wi) ),¥)1(9)
RIFARI R B (8) A SCHE i T FedAvg B3k A8 1k
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E40 8% 5 8% 38 91 25 ( Quantization-Aware Federated Learning,
QAFed) . QAFed [T INEEE 1 Fias. #lih2 R AR

T, AN GRAEWR E, % it R (AR PR N IR 8 17
TG R, BRI GHUR , BedeTt 2
JrE R BB R , IR o A AU R 3R.

[ 303 F RS |

[Ermaiig |[Elesmiig] |[Eosmiig

| SmaA s |

1 GBI T i AL 2

Fig. 1

FERFREIRIR = I I IR 200, v S 55 48 X 1 5 Bk 45 2
LA AT B AT RE : P S iR S AR AR U A L IR S5 AR T
TR VI SRR AR B SRR, 4 8 LU B
WS 5ARMPEIRE: T A% S4 FiE , B s0E P il
LS5 ARt — P TR A BT W o B A, K YR B A W R
RE T (AN JAAEAT T8 ) FIAHe I (N RE A R R 2 )
I LB 2 S S AR I R A i B 4%

& % 1. Quantization-Aware Federated Learning ( QAFed)
Input:w,,B,n,,7,,T,E.

Output ; Optimized global model wq

1.FOR each round t=1,2,--- , T DO

2. Central Server:sample a subset S, of edge servers.

3. FORseS, DO

4 Edge Server s:sample a subset C, of clients.
5 FOR each selected client i e C;, DO

6. w§y0<—w,

7 FOR local epoch e=1,2,--- ,E DO
8 Enable Quantize Module;

9. Initialize loss L«0

10. FOR each b e B DO

11. L‘_l'ce(fi(xi;Qb(wi,e))ayi)
12. ENDFOR

13. Disable Quantize Module ;

14. g VL

15. Wier1 Wi, =7, 81,

16. ENDFOR

17. ENDFOR

Quantization-aware training in edge federated learning

18 A= (We-wh)
19. ENDFOR
20. A= XA,

sel;

Y
N

21, w, W, +7I

22. ENDFOR

#£ QAFed I IE M EHE B B, £ Am iR £ 3k T e 45 R 5
514, - B Hin Rk AR A B XM &M% 24
AT ReAR  BLRUE B 5 v i B AR 7S L SRR (9). KA
TR BN R B S K RS B TR 8 W 45 11 25 2
A BB S A s ] - AR 1 i A i 0,
TR A R AR, WA S BRI 2, GBS T R T
XEESHEIR . X — B AR SR A 76 I SR B Wi i 4k
R RE(8) , 2% B B M S B0 A, AT S5 25 AR
PRERG B B AR5 A A R AR ke .

VIGRoE B , 55 200 B 450K AR M-8 0 B B A% = 0t
LA G RSS2 1% AR 552 0 B WS ) 20 S 8 45 A I 3
HAT R IR A, LAV o S IR 45 25 W 15 S 4. B U IR
SR RA T AR SR AL B R IR S5 28, P iR S5 AR
BB GRS ROEHRHIT2RBEAIHEBRMAE N 2R
B SERAR , 2RI T R 2D SR %4 & bk
2%, T B GRREBAM L  IRE. 4, Git B A
VISR 2R RIFE 2O S 4% Bt — 2 B AL R4, A 2 s rt
HERR P PERE TS R , [ AR TR AR 9 URAZ FRERSE T M R R . A%
SCRHYRESRAE 35 3 25 B Ab SR s i i AR RN 45, R4S 7R R IR 32
FRI¥ ToT 245 E 3L R AR A R0, %o LhAZ Rk 2 S B
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WL A SO AR TR R A AR IR R B . B
BRI, 4.2 /NS,
2.3 REifpEE

B T ERIR2 T i rho Ol 5, BB G R Ay i e 2
AL b, B v LGB R R R P il A TS TR
RV PERE , HE TN 4 RSB (AT DAy 7™ 26 P B R . FEBE RS2 R
MRS Rt SR R AL R fe T i B R R A A 5
RIMBEZSA. 200, BB AR W H B & =48 T 5 Bt
THT- BCH T AR R Al B v RS 2 A A8k, Bt it
AEBRALHT AR IVE AT A HE G BT A RaEaE s 2R
W A SCLESS 4 1 HAMAChiR AR S B
2.3.1 sk#E

ASSCEAUSL I T PR IR B A B - BRI R AL R T B0
(Federated Quantified Backdoor, FQBD) . 5t 3 & 1k 75 21 1B 4k,
I+ ( Federation Quantization Model Aegradation Attack, FQ-
MA) . 450 T EME B b5 B 70 A 5 T I AR B R 7R
GIAB| H ARSI , LB BT FEAS IR HERR % 1 . o FQBD
PR G S 48 b 2 T B 3 % (Attack Success Rate, ASR) |, B[DE;
WG T VRHE BIREAR 5328 S B AR B9 LU AR T Bl i 2
(Clean Data Accuracy,CDA) H Xt fr & 1E #5 FEAR 23 S IE#f 1Y
Fe. Beh A 1 B AR R MRIR I R G T I, BA
1% ASR FI CDA, X FHIETE AL S WM. 1 FQMA [RG5S
b de T B METR 28 ( Clean Data Accuracy, CDA) , (i3 1
HARR 23 H AT 25 0 MR 2 T I, B IK CDA, %
FHEAE RS B -
2.3.2 SHEHuRH

o SEFH I ES AL Bk 2T DL IR 2 > b iy
# T, R BRI g0a 2. B AR
NG VIR PSR SR, DT A M S B By 1 A
AL R RAT R R, Hesh , T 3 vl DAFEA B0
RRL R AL 1 AR, DU O A B0t SR, o 2 o OUR B
KA.

o X B Ak LRSI BRI . oot & BB AR 43 PRGN BR IR 2=
A AR BALLCREER & W2 A1 B0 4120, 388 J HE D] 2% 35 1K
FHIREPPERE , Bt T BRI HAr B AL L RE (B
RSt R T4 XA BR A A 15 BE ) 8ot A AR g
FEHER B TE T HARASE M AL 5 T T SaB e s,

o Z M2 R TILIE . Bk E AR 5 SRR
AT A AR B S R e e W & R AR B IRIR S, T TC vk B
Vie) SAB B R L. SN, B W AR FHER IR 24 X 19
B, T 2 S T A K A SRR AL A R

o ANELRHI AT A B v el B T B B AL T
RPEF , 5HEE P ImEs, 0 IR S a R I 2 =
112 KRN AE OB T Bodi i hl B A R IR AR, LA B X BR R
2 HLH RIS L. BGEE W B b R TE B AR MR AT R, A
AR B T S T A Ry 0 S W
2.3.3 EirEuiss

FERALBAR IR 2 ] W s, B4 5 75 X B
A5 1 BGE FIAR AR AL Bo W B AR B, B4 DU B 7 T Y
fiB 7 ADR B 2 SR LB Wy 2 A N 48 b

o DAIGRIAE > 1) £ B2 AT T 5 A T Ah JHL. B AR T LA

FIFH IR 2 T 94040 SRR, X %8 P s AL Ay A5 80 5
TR A I, 8 R R S A TR T R ik 5
T, SRR T BB A R AR R A A TSR B SR e, B
A LIGE S PR R A PR 1R 4 R AR B B
PE. a0, 2 T EFE I KN AT IR BT, s AR A
5 VRN DA 3% S 22 6 357 ( Differential Privacy ) %,

o MALGEJE T 1R 0 £ B2 XS Y2558 AR R HEA T /5 T 1R
. A T LA 2RSS, W T R E MR TR
W, RLPEAR AR RS R AT . i, T R R s A
R MNTD | ABS ! 388 i I3 4 5 Al 2 655X F oA TR
BB RARE, ARG ST Sl & 25800 Neural
Cleanse"™"! , STRIPY! 3 3 4623l 5 1] fth 25 2 o SR AR R A HE SR Fy
i AN 2 g D T R

3 BBEAEE

3.1 SFEMRBFL

Hong %5 A\ 446 GeAs MU IR 4 7 5 ol B ARSI 4
PTG 180, 3B T 5 T IBORAE A 5 B | i AE
BT IRAFR RS A %X — R, A SO o R R 2%
M5 A N FF B, JF 1 22 L R R Ak R Ui R ( Multi-Bit
Quantization-Aware Training ) 45 15 350 o A 8 % A 6] B ALK &
MR X IR B A 8 B IR AL B (Federated Quantiza-
tion Model Attack, FQMA) , A< SCB¢i T 40 HAFHR :

min,E ,_,[ F,(W,,D) +1+(a~ 3 F(0,(W),D))]

(10)

AR(10) 58 1 JUH TORUEBERIFE B AL AT R L
1129, M5 2 WUl B A0S I H A AR 55 AT, 3 3L
AL SRR 2y B HER 3¢ CDA 35 T [, T SE Bl di A
i Hor, A R TP R SR AR T, o 52 FRT
T B, X B AL)E A SRR IR TR o A RN AHCE:
pov-9ab 8

B TUE R PO ST A R IR S A AL R A i A,
itk AR AL LR RS B i B S X LA 3R . B R
WRER P ImRT B B BISER. B s B e T AR R
TEHRE 5 PN AR Z i B R b TR, AR 7 S b e
WERZ T P B BB B3 T — /Nl B AR i
R L.

X PEGR AL T 180t FOBD, AL AARIIT «

min B, ,[F,(w;,D;) +A .bg,Fi(Qb(wiinlmn) )+

F(Qy(w;, D)) ] (11)
He A BT, D Fom TR gE, D FaRJaT]
BomaR. BAGHT AR R AL, Bty B8 B 4R 00 D W
o1, — WA R AR, — W N IE R TR SR FEUAE
FUARBER % TV b 20 2 AE 25 0 TIAE 55 [l i AT 22l
PAA B AL 2 B fR Fr Bl , B b 2 5 XA T IAR S USR],
HARBGEZ % ASR I 7 JEHEH) % CDA. AH LA RLIR
BT JE T SR Rt
3.2 BERBEITHEARE
FELGRIRZE IR T, th TS A B TH R A2
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PRS2 R, BALHE R BRI 1 BT B AT, IX At R 3B
HESRAE TR Bt A T AR BT AR T
o7 (FQBD) FIIk I S AL BB AL BT (FQMA) 21 SR IR 2
> BB i RS AP R,

FEBRIR = X R IR B B, RS5489 4% %% P B i EH Ar i
b bR FE A B(Q 8-bit 6-bit 4-bit) , DU R & R A AR 4% 3%
LS BB ISR 25 . SR, 1 T ARG AR AN S B 7 i
2208 BRI AL SRS TR P i o Tk L HAK I B 185
B B, 8 T SR B A RO, R i SR B AR
5K (Delayed Attack Strategy) , BI7EHT# T4 4 Rl 2k A4
FOREEER IR, O 32 R AR B AT A R HE I H A5
LRSS B, XA 2t W] R o Moo 2 19 S R AR 0
FAth 25 7 i 0y SRR R, PRI A TE T S0 4% 2% i 7 A g A 28
SRR AEEBOR. B ARl 4 R LR 3 B

1) #¥RHH ( Silent Phase)

TEBRIR ] MBI ARER IR, W R TR , AN ik
FEEE. [N, THAE AR BB AE A LU T BT B v 8 52
U, TR S S B i I B AR RS

R REA T E, WA FE LR beB T
R M %

Acc, = Acc(Q,(w,) , D7) (12)
IR LR b WIYERN A
A Acc) = Acc) — Ace(w,,D{*™") (13)
THR IR 5545 W] BRI BRI P HER Ik T
MB:E‘[:E’BA Acc} ] (14)

2) E#% 4T ( Target Bit Prediction)
R R TR O T 7 2 A e, TN A
F v A BRI HARLLREEE A B

B = argmax, ¥ - (AAcc, —py) (15)
it

Horp i B REGH A MIAM £ B AL LR R, A Acc, J2 [UH
b TR HIFEIK ¢ 65 BRI 28 00, mp 2 IS5 4% 7T R IR 1Y
Fe BT, B H A E B B BT R B AL LR G
3) J& 3h sk (Attack Execution)
B HRHAES BTG, BRI R R EEE
i X TR AR IR Bt (FQMA) SR A (10) B
MHAR B R RGBSR X TR EME I &EH
(FQBD) 3R I (11) el A A 2.
W W +1, 07 8. (16)
Hob oy RBGHHORIA T g 25 1 BRI, e A A
RN E- R B MR P A X (16) REF X1
55 15 AT A BB BT, o m, R A M H BT
P IOHRBOR , W SRR IR 5 A TBOR
= nﬂ (17)
3.3 B S xtH il g
BT R R M AR R B T BT 3 4 Bl A i, AR ST
FEBCE R T 5 1A 4 A $2.3)) ( Gaussian Noise Pertur-
bation) #EA7 X5 Bt P15, I 68 1 85 J3E B 37 2 3R ( Gradient Con-
straint ) AR5 3 080 B 1 W B, ol L M DA o A 1)
1) XN ge B b

S SRS B BB T 0, A SO
O L, R A RGTUS , LB S RN B8
SRR, (LA AR T -

min, & ,_ [F,(W,,D) +1 5, F/(Q,(W/,D{*")) +

F(Q,(w;, D)) ] (18)
Hr:
w, =w, +o *N(0,I) (19)
N(O, 1) ARFIGE Dy O Wip Jy 2 HEL A Sy B REL R PR 55 ST R, o
PR P R . RS (X FE T AR AR B B TR AU E w, , i
BCEBRITEA ] B AL LR T BB 35 N 22 4 KR AATR 3, A TT
PETHBGE A (ASR) . 78 S I &4 R B vb, 738 6 D oy
BCEw, TR, DAORIEOE i 72 i e e P IS Bich:.
2) BEREREB AR
TR TR YNGR, 25 3008 B B 24 5, PRI 5
BRI BOE R ERR, LABT LB B S S B OGE AT
BRGNS, R F , A SR F fe KA 42 3 ( Gradient
Norm Clipping) ;

g, ~min 1,;) 20
=g, min 1, (20)

Hr, g FORE Ui | WRTRBEBE, 7 2 B WY B R AR FE Y
B I BAER PRI R BEA 2 K, AT AR 57 3 RSl 5 v
e 2] A .

3) LT AL

AR SCAE R LA Pl 4 280 I 080 O v AP0 - 2R AR FE R
37 (Global Gradient Clipping) : JR55 887G BIP 2 T REH
FESEHIN , TR ATE 2 P AR B L, Y8, IR BT BOE
WEL IR BE 8. 2253 Ba b ( Differential Privacy, DP) : [R5 45 76 58
B v 2 g SEBT P o SR A, DAOR B BB B AL I 4
S SR

BEXSANIR] B B A58 BE , A< SCHE 4. 2.3 5 HEAT T 408 52
B30T, LABG UE T 7 7R B AL T i B2 2 (Attack Success
Rate, ASR) DI f 7325 Ef 2 ( Clean Data Accuracy,CDA).

4 SCIRVEAh

T ARUE BRI S B A SGHAT T 3 R L. L
1o A SCPPAL T B AR BRI R I 2 > REZRAE AN IR) AL L
FEF AR , e OB A A B 2 > #9: ° 2  BaselLine. 5¢
36 2 v, A SO T AR SCHR L I BT R B AL B AR AR SUFTER
FEZR T Hy2BL, Hong %5 A2 i BALRBR AN 2 iR a8 1 U 4 )
MR BIRIR A > 55, J2 24 1T doosf R K R i A s PR F
FE, A SCUMBATI B SEB T EEAE Xt O O7 8. S 3 v, AR U
7 IR 55 v R B BE AR B F0 22 A B RARIT A Jr 5 T AL Ja 1K
AR IR L. B 5, AR SCEE & DA TAE, 45 Hh T X 28 B
4.1 ZWIRE

T ARIBRGIIR R 27 > HE 4 B Ho ot 6 A Pytorch 2.5, 1 52
BT HATINA, Python REASSE 3. 12. A SOl RIBIRM B 42 : CT-
FAR10 F TinyImageNet. #4551 J&: AlexNet 11 ResNetl8.
TA A B Ak FoRe A2 i L6 i 2 BEAIAL, D4
TAE A BB SRR 1 SRR X T2 R
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(Clean Data Accuracy, CDA) #1345 o+ % 2 Z& ( Attack Success
Rate, ASR) , A SCTEZRHH 43 531 20 1 3000 3250 39 oMY ok 3 160 280 8
& U CPU: Intel (R) Xeon(R) Platinum 8352V
CPU @ 2.10GHz; GPU;NVIDIA RTX GeForce 4090 (24GB)
RAM80GB.
4.2 ZHER
4.2.1 EWRBHAET

SAE IR S U A TR H AR

min E, [ F,(w,,D;)] (21)

AR SO I RNIEE A (8) 108 B AR S kb 22 e
BRI 1P D R RN 4. B3LA 100 2
5% P, RS a5 2 R BN EkE 10 A% P im S s
BIYIGR, 20 B BAC ARG, 2R AT 3000 K
TRAR, AN IR B3t 4 RSB o o7 114 i S 8 8 L3R 2. AR SC I S
BRI 3.

x2 BBEPRE
Table 2 Hyperparameter settings

s uB E BS
AlexNet + CIFAR10 9 0.008 5 128
AlexNet + TinyImageNet 4 0.003 7 128
ResNet18 + CIFAR10 6 0.008 5 128
ResNetl8 + TinylmageNet 3 0.004 6 128

T AEA B TE QAFed H, IR 455 5 5 I , X BERY TR 3 LUK o,
IR 45 2% (¥ 29 ) 28 5 B BEBR LASS P 3 AU N, BS KR A Hudtb B R/
3 REAEIR )y KA H (CDA% )
Table 3 Quantization-aware federated learning

classification accuracy (CDA% )

Dataset Bits ResNet18 AlexNet
QAFed BL QAFed BL
32-bit 83.80% 86.20% 81.70% 84.30%
CIFAR10 8-bit 80.70% 66.10% 81.50% 67.50%
4-bit 62.70% 48.30% 32.40% 30.10%
32-bit  60.30% 69.90% 60.30% 62.50%
Tiny ImageNet  8-bit 60.20% 49.10% 60.20% 59.10%
4-bit 49.50% 37.10% 39.50% 25.90%

1 : QAFed Fin EALRRAIK FB 2 5 B3k, BL 75 BaseLine FEARE I
2SR

S EE R R , A SR R AL S 8 keI PR LT
BB K, MEAT 4 e K CDA #ik 36% , 4 I,
Baseline 7.3, 7E K B 8 LAY K CDA #12k 20% , &1k
2 4 LReiT IR K CDA $12% 49. 4% , 7% 345 AL 7E TN &4k
Weashi I T E e AR e . [ 2 SRR T ARSI A
i Baseline S 71 8 Lh4F N IBLEIAL ALl 28, 45 2R R 423
AR HL 5 B BE 5 Baseline BU7Y JE A AH ] , & AR R0 I 45 8¢
X RELRL I PR Ak B SR AR TR
4,2.2 BFEIEE

FEA LR H , AR 30K Hong 25 A1) B hi AR U4 Base-
Line, A He AT T BERY , ACSCRE AT T 22 e AL O, OF 30
T A 45 v ) B A Ak LR, AN, AR SCREAR AN T A B g 7
H BT R T Bk 3 1 % 5 %, A< SCRT BaseLine SR H
A B B , fE S5 — R BOR B B I SR L, R
A 100 A2 P rf 5 A RS 2R AR BEHL Pk 10

- Iak e oS

034

032 ™
2
2
§ 030}
<
70281
e

5 -»-Test Accuracy(FQMA)
026 Test Accuracy(BaseLine)
0 200 400 600 800 1000
Epochs

K2 CDA ik
Fig.2 Fitting curve of CDA
B % P m AR B I Sk 2000 % 2 J5 FEOT R R X G E
B Bl AR RRCE WK 4, HRE P in S8
HilmEk2
x4 WMSBEBE
Table 4 Hyperparameter settings

Ta E, Y
100

AlexNet + CIFAR10 0.005 5 n
. 100
AlexNet + TinyImageNet 0.01 10 1]—
100
ResNet18 + CIFARIO 0.003 5 7)7
. 100
ResNetl8 + TinyImageNet 0.008 10 1]—

i E, RRBEHEAMNGRIK,y FREARET
FERRIR B AR AL UG FQMA AU A (10)
H BAR IR AR, SER R LK 5.

#5 BRI CDA
Table 5 Federated quantization model CDA

Dataset Network 32bits 8bits 7bits 6bits Sbits 4bits
80.5% 55.3% 54.8% 42.5% 29.3% 25.7%
AlexNet
84.3% 67.5% 64.6% 50.1% 45.8% 30.1%
CIFARI0
83.8% 52.4% 50.1% 45.8% 40.6% 28.3%
ResNet18
86.2% 66.1% 63.9% 58.2% 52.4% 48.3%
63.2% 45.7% 31.2% 19.6% 11.2% 5.8%
AlexNet
. 62.5% 52.1% 45.3% 39.5% 34.8% 30.1%
TinylmageNet
70.8% 51.3% 36.7% 23.5% 12.9% 6.4%
ResNet18

69.9% 60.4% 54.2% 48.9% 46.7% 45.1%

P AR | PR AT HOBER), 5 2 17 0Thi: FedAvg B%)
NSO T LA Y ST T R ) e 4 R R A B A
BALZ AR A T IR TR, O T 0 AR RIS, 4
SCEMR T LA 5 3% AT 38 72 537 R 7 B0 4% o FedAvg™
SRR AL IS PR AR T R IR . 45 R R AR TR
X B AR Bl B A — R R P, T A SC AR TR i R T 3%
e e, 7218 3 rhoxl b T A SC IR LB AT Hong 48 A I T
P e 4bit T i CDA T2k, B 3 Hh 44 th 92 M 2000 4
SRR, R PR TG K 2 R S 2 Bt IR 3
o] L AR SC I T SR o R, A G T Hong 25 A I
HP L TR T 5% XU TR SCHI 2 LR AL B Oy 220
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PRV AR OR 1 B R i RS L S

0.8 - QAFed
0.7} = BaseLine
§~ 0.6
B 05
3
< 04F
& 03
021
0.1F

0 500 1000 1500 2000 2500 3000
Epochs

K3 CDA TRz
Fig.3 CDA decrease curve

FEBR AL A T 10 FOBD A (430 (1) HEg Bz
BURACACRITY. S0 Ko WK 6. i i B AL A 2R il 3w 4L,
i BRI T BACG T, A 2 M B REr 32 LR
JE T TR, YRS BRGS0 . 76 8 Lhke
4T CIFARIO i, AR, A SCHI B B4 B A
60% ZiA7 WG T 1B Bt L 2l 3 ASR 1 80% 247 i) T4
AR CDATE 4 LRe T, BA 90% A4 BR T8 Bk
% ASR H1 60% fe 47 IR T B HEAR 8 CDA. 7 8 [h4s
T, %F b Hong %5 A T, A SCiy e MR 3T T 4
10% X IR TASSCRA T 20 WA B AN I i 7 6 IS Y
TBORSEHT RO

#6 WIHEA)E 1B CDA fl ASR
Table 6 Federated quantization backdoor
attack CDA and ASR

Dataset Bits AlexNet ResNet18
32-bit 81.5%/10.3%  76.2%/5.8%
-bi
82.5%/9.5% 73.2%/4.9%
80.7%/62.7%  76.1%/68.4%
CIFAR10 8-bit
82.0%/52.5%  72.5%/58.3%
Aobit 52.7%/85.6%  68.3%/94.5%
-bi
70.5%/82.3%  65.0%/91.2%
40.3%/6.1% 69.6%/3.2%
32-bit
39.0%/5.4% 68.5%/2.8%
. . 40.2%/50.8%  69.6%/49.2%
TinyImageNet 8-bit
38.5%/45.6%  68.2%/42.3%
29.5%/79.5%  65.9%/96.3%
4-bit

B AR 15 JHEGRINGRIG L 0. 1 3 B3 1. X ff
S THRE R VALY GRFLIPIXT 2 R B BB I ™ 4% 1
LS, LA A0 B R A, IR I A I 5 S 8 25 BE Bl L LA
PRELEUTSRELRRF BLUF I RE ST

28.0%/75.2%

64.0%/93.1%

*7 BLEHRET CDA fil ASR
Table 7 Gradient clipping CDA and ASR
Dataset Bits AlexNet ResNetl8
. 83.8%/10.3% 76.2%/5.8%
32-bit
81.2%/8.1% 74.5%/4.2%
83.7%/42.7%  76.1%/38.4%
CIFARI10 8-bit
80.5%/35.2%  71.8%/29.5%
a-bit 72.7% /85.6% 68.3%/94.5%
s 65.3%/72.8% 61.2%/85.6%
40.3%/6.1% 69.6%/3.2%
32-bit
38.0%/5.2% 67.5%/2.1%
40.2% /30.8% 69.6%/29.2%
TinyImageNet 8-bit
37.2%/25.5% 66.8%/24.7%
29.5%/79.5%  65.9%/96.3%
4-bit

25.7%/65.2%  59.4%/81.7%

1E:/BI#R CDA,/JF3RR ASR, & —RBUIRE 1 17570 IR 45 5 6
SRBERT 2B, 2 TR RS MERERBERT 25

75— BT TR SR X B 7 i RS B T 7 | AR LY
SRR B BT R . BRI RS SR ER AR
J7 3 TN 1 At L AR R 0T MR, ARSI 22 7 Bl A ( Differ-
ential Privacy,DP) HLf|. %77 1% REG R FLIFAE B 33T, e
)G T TR 2 SR R 15 e BE ).

LRAREY, LIRS AR 2R BRI A e
E— R FIR A 3 T i PR F 1A B 2 g A6 280 14 5%
W, (LRIt B T TR A AL R TR (LR T) . X
FEE W TR (M A A R IR S8 00k FEIX 43
AR P I SR T 7 i Y ST, AT S OB R B
TRKBZH.

728 XMk CDA fil ASR
Table 8 Adversarial noise CDA and ASR

1 :/HIFRR CDA,/[FHRR ASR, B— 4IRS | ITFRmaAsSCiia] 58
2 §73%7~ BaseLine #i7l
4.2.3 EBENG#H

AT o, A% SCHAT T IR 45 i 4 JR A Y 3R BT ( Global
Model Clipping ) 5 875 13: A ( Noise Injection ) W F1 b7 1 5% 1%
PRI, B 5, A SCR R385 % k% ( Dynamic Clipping) FR
il & R 0 YRR, DA B R R P v 4 R AR B Y S .
ZREFTRAE RN

w

- v @ (22)

I W ||2)
1

Forb BT fE p, BEE A FENI G52 4L (epoch) ZEALIN B 2

Clip, (w,)+—
max(1,

Dataset Bits VGGl6 ResNet18

 O83.8%/5.2%  16.2%/3.1%

32 1%/14.8%  74.9%/10.5%

C 83.7%/22.5%  76.1%/18.4%

CIFARIO 8Bt swa2.8%  72.7%/35.9%
 T.7%/51.3%  68.3%/66.4%

AL 20 /78.5%  64.5%/95.8%

 40.3%/3.5%  69.6%/1.8%

32 2w9.7%  67.8%/6.3%
 40.2%/19.3%  69.6%/15.2%

TinylmageNet 8O g 7938.9%  66.9%/34.7%
by D5B/6T%  65.9%/62.5%

27.8%/76.3%  61.2%/98.4%

/AR CDA,/[GFRR ASR, f— R ERSE | TR W HEH
MHHEINGZET, 58 2 TR G F T U4z G

AN  AEMEFE TR A B BRLE R, Y BGEE RR XL
45 ( Adversarial Training) i}, JI 5545 BEAE A S il B 05 , B
5 B2 %2 ( Attack Success Rate, ASR) i 2 F [&. SR, — H.IK
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BTN R BRI AR S B4, BVE S 2% s A h 5 AR S
TR LATE JOE B A AL, S0 55 B9 B AR S8R R iR 15 (LK 8)
RCULH , R e v LU R R T I gRee S e, S
PRAE B RS B AR SR AR I B 2R AL

FERCIRE I RERL T, B T B RAR P LA B 200, SR-6 IRk 5
A BV M SR S 5 5 A AR R SE T, IX A e
TR v B e SR AR A BB . X — PR R AE AR ST
B G e N IU AR, CH R Y H E AL T R
MR ST B RO 2T, 3 — 2P B 55 1 5 R LA R

A SCTE ST PPl T A SRy TR AR B R 2 4 B R T Rl 87 1
B SRTHT, SEBA5 SRR, 30 )y TE 4 R BB A B BRI &
RJE ey, Bl 2 28 ( ASR) MK AR AL T HE R K- B4k, i
TRAE TR RACHTN S H0 10 5 1IE W B R B A,
HIHAT RAERIB R B B R A AR R M Bt X — et fd
FLRBAS P 5L T A2 %M U4 ( Cosine Similarity ) 1 3 43 43
# (Principal Component Analysis, PCA) 234 BB FR 5 1146
W7 A LT BB RALSS TG BB R 5 S X e A
Bl AR , A R I RIF SR — 20 ) G PP EA T R PR BGIE.

Ma il Qiu 2 A\ FEARBIRE S i PHFSE T 165005 1]
Kl BEAE BALSS T 1 BGE T WS FIE. PR a5 R, Ak
5%k, 0 ABS (Activation Clustering-Based Backdoor Detec-
tion) 1 il MNTD ( Meta Neural Trojan Detection ) ! | iy
{UGE T 32 e s s e b= T e Sk, R Ik
FEANTE P TR HoRr B A AR AN g J 1T AG . T 6T A 208 P A
W Ik, RS e - BER RS LR T —E il
BOR Bz et T S A W BRI B LB E.

2% BT, TG IS 2 S DA B AR G5 T TR I £
KFE BRI RAL)S T B 3 Jre I AR R ) B , B A
ME LA B . PR , R B 58 BT I A A R
kbR, T R R TTE T IROR 2 SJHEAL B B 5 T R Rk
RAREX 3 — BT 6B

5 l%‘ zlj::

TEATIIEH, A SCHR T —Fh B AL BRI 22 >
QAFed E4E, FEFIIRFR A S AN FEAIR L A AL R 05 v iy 48
P, BEHE T BRUR 2 BR B A i B 4. SEIR SRR, 5%
HRIRE ] T LA L , QAFed FEA A B4k LR A5 4 RBAR F 58
B RIERE KRR AE 4-bit R T, A T BALH SRR
BERIR. WA, ASCE SOF43AT T B8 AL BEALE L Ky FQ-
MA RIS ARG 1] Bt FQBD. 3x &b 2 1] B B Ak g il
YRR, SO RBAE B AT AR R IE R AT , TR AL S5 8
WRAT . SERRW, SAGRNBIRE N Bl M L, SRR e
Ja TG R A B3 5 o B B 6 (ASR) | [} ) BB 4E
FFBOR IR T A B R (CDA) . T 17E B ALRT S B )
R AT R A5 B AR T AE 308 5 SR AG . O 1 4T
P AR () M e , AR SCHE Bt 48 5K RO B LA XTI 45
(Adversarial Training) , J# i3 A e i A5 B A 22 2 B R
FRTREIR , AR BE 2SR, (0 0 8 ST SEAEeAG .

AR, ARSI S B e il e FA A G 17
BB T R, S — BT SRR B AL ) i i B

Rl A SCH BB A5 TR B, T 238 1 THR
B ELAR RAGIE T IR DN 05 ¥ , B 0 28 1t 2 I 2% T A X
V1 WA BRGS0 s > B TR
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