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Abstract : Industrial Internet of Things (IoT) anomaly detection, which involves real-time monitoring of the status of industrial equip-
ment and networks to identify potential issues in a timely manner,is an important means of ensuring production continuity and equip-
ment safety. It also enables the transition from traditional periodic maintenance to predictive maintenance. However, since anomalies in
IoT systems are often difficult to capture and label in large quantities, unsupervised learning has become the mainstream approach.
Nevertheless,due to the limitations of unsupervised learning techniques, most existing methods only consider single-modal data ( such
as multidimensional time-series sensor data) ,resulting in insufficient detection capabilities for complex and hidden anomalies. To ad-
dress this issue, this study proposes an IIoT anomaly detection method based on the fusion of multimodal time-series data. The method
considers two common types of heterogeneous time-series data in IIoT systems :sensor data and network traffic data. First, independent
autoencoders for sensor data and network traffic data are constructed to capture their respective temporal features. Subsequently,a fu-
sion framework for unsupervised learning is employed to model the reconstruction errors from different autoencoders. A global autoen-
coder is then used to integrate multimodal information to achieve cross-modal anomaly detection. Experimental results show that com-
pared with traditional single-modal detection methods,the proposed method achieves a 7% to 40% increase in F1 score on the ToN_
IoT dataset, effectively improving the accuracy and robustness of anomaly detection.

Keywords :anomaly detection ;industrial internet of things ; autoencoder ; multimodal time-series data fusion
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MNGTF&E D, AN G —MHTHRBREENE T B HE
#(IBfE IAE,). Hik % F TDS B MIGTF & TD, , &
WEHE—TATHERBEIRNE T B HISEHE (IB1E NAE,).
B4, ARORE T —HETHRBRBIR N R B FiSas [AES =
{IAE, ,IAE, - JAE, | MI—HETRERBHEENW R B AR
W48 NAES = { NAE, ,NAE, , -+ ,NAE, } . 3E33 X $0 B, & 3C
BREMIGTFESA TG —ETHREES 8 RmEE, 3
BERZBINRHBE RESIHESRBBHIE LT $E L
R

3) & F B il g

S TRLE R B IAES #1 NAES , i) 24~ J5 %8 B Rigds , 45 3C
ZRINGE—N2R 3 RESRBIR TN ZREAIE AR
. B OB AE S T # & (Stacking) i, &R A
AR ET RE 3 A4S B T4 ESR B B
T BB,

HARIEE (RMSE) £ 5 : 4558 —1 DoT BIEREAE S, =
(X,,Y,) ASCHRAERREEAR X, A B AES B BN RRA 4
HEE. N TEAN RN A RESE AL, ERAaH— N EERE
A& X, FHACGHE X, SEMAAE X, ZREHNBFRIEEGE
fE IRMSE(?) ). FiREHh, A 0K A RBEER Y, KA
NAES HHIB N R B REHR P X TEANRT A REH
NAE,, B — AN EMAREARY, FFEAGHE ¥, SEMRE
AR Y, ZEIBHRIRZE (IEE NRMSE (1) ). b5 , 2 3CA] LA
83| oT $HErEA S, B —1 RMSE [m & (IBfE ES(¢1) = <
IRMSE(t), ,IRMSE(t), -+ ,IRMSE(t) , , NRMSE(t), ,NRMSE
(), ,NRMSE(t) >) , ERA TEARE X E P RE
BENSHEBN. &5, XA DEIEMISEHRIEED B
RMSE [AB&4 (3EfE ES = {ES(1) ,ES(2) -+ ,ES(ID1)}).

2RBHRBFIE 27 8RS (IBME GAE) B4R
THRENERTERESAENERERX. BEMS, GAE
DL RMSE [a1 & ES() fE %A, 3138 i 40 585 F g 5 45 i
—ANEMH RMSE 7] & ES(¢). AXELR B RmEER 5 HA
ZREBAHL(MLP) fER &R RESENEESR BEmS, &
SCR R R MLP 4544, in=X.(9) B , g w50 69 251
BE I EREENT2INEEENRERNE & /ME
R (10) H B4R 2k B, A& 307 RMSE [a B HUIE & ES B
4 GAE.

K5 =ReLU(W™ - ES(2) +b7)
K5® ZReLU(W® - B0 4 p™)) (9)

L w3 (BS(Li] ~ES(n)[i])?
Loss6=m2”=1 2K

(10)
BT GAE BRTEFTA IR MATA R (=R H E

BTG, HILE R RS R AR R T 85— 5 RS a R
B BREES R B TSR B0, R ik i 5 %
AR AR AR BARESEBEBRBNEN
RMSE {&.
2.3.2 Faiea

X F—A DT JABMEA S, = (X,,Y,) , & 3CH ol K
AR RE B RISEEF AES = { IAE, IAE,, -+, JAE, ,NAE,
NAE, -+ \NAE, | ¥ , X £ J538 B SRfidas e i ity — A ¥ 7 AR IR
2 RMSEs, it ES(t) = { IRMSE(t), ,IRMSE(t),, - ,IRMSE
(#) x,NRMSE(t), ,NRMSE(t),, - ,NRMSE(¢) . }. %, A
¥ ES(1) WA BI2JR B RTE4F GAE ¥ ,GAE ¥ i— 1M EM
JEH) RMSE &4 ES(1). &30HH ES(1) 5SEMJGH) RMSE
&6 ES(1) Z 2R RiR 2 (IBfE GRMSE(1) ). &J5,
¥ GRMSE(t) 52 X HBIE 6 BEATHLE. I0R GRMSE(1)
> 8,H% S, AlE R H, RYHT 7 5 THIE R B IR
B EN S, HERIER.

3 %

3.1 ZBAEE
3.1.1 #¥EH£

ASCET YT HNMEE X A 30 38017 TR, K
HAI iR 5 A TR B B T RS 58

ToN_IoT #iiE & - ZPIRE™ B8 TR A LRBME
WE RN FHEERE. X SBHE 2 M B UNSW Canberra Cyber
P BRI SE 56 = BT — N BRSE B R R W A P&
WY, BERRUL, ToN_IoT H (fE R Es FE BN 7 MER
BEHRCRAEN 21 MR, MNERETFENLE 46 M
iE. BRERN AR R 1Hz. EEFH SR EEHALA
24:1.

HAI $ifE 4 s 5k B — 3L/ ICS Wi &, it
BT A HIL(BEAAE30) B8 2%, B 2Bl TR R IR R
FHEAMAERKEER. FRENKEERT 1 X. B8
BTN 84 MEREBEMPITEHRRENESBEIE. RERH 50
W B R 78 HAL 9, Y 2k S F iR B B 4 5F, )
GEAREAERENBATHRE, WRELYT VONRE
FEAR.
3.1.2 +##Hstr

BT S8 S BB, SR BT AT . %
FEHER 2R (Accuracy ) RIEA T UAY, B b BN B R T 2
FRE S, WA REHE b KB IEHFEAR M IEH 4528 MR B 5
BRI, FI, R TR 24, RSB FER T A4 3 4
TEMG 384T, RIVKS B4 38 ( Precision ) | 4 8] 28 ( Recall ) #1 F1 433K
(F1-Score) ,INAR (11) AR (12) AR (13) Fim. K,
TP F/n IEF R 2] 1) B ¥ AR, FP R S5 1R IR BN
SENEEEREE N BRIy ER R EREA
¥HaE.

P

TP + FP

P
TP + FN

(11)

Precision =

Recall = (12)
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_ 2 x Precision x Recall (13)
" Precision + Recall

3.2 XE1.xEEXE

N TREA ORI RE RS ), RSO ES LT 7 #
BEATEHATT R TR X SR T 8 B DT &4
a) RATHE %75 X, AREF WA b) RN % 85 F
BORAES (B F P 2% R B R ) s0) B2,
DA HH B HE R RE.

I{E 7% ( Threshold ) . 7 L B BT HIEH AP ENR
PR BUETLE. )5, T —A HoT ¥R AEA IR EERR
PEE R T 3B IE RS B, WA R R . R
ERE, FREA R R RN R 4R, TR 4R &
REAS Y IR AR B T R B ST RRE

BT HEBYL(OC-SVM) : —F T 53 5 H B
RIS HRIE RS . BARTE, B H R A HE Hh %
I EEBEEERRRNNT, R KNI LER LD T
ZHNSEH A

PR SL#R#R (iForest) : — Rl i S AR S R 5 A
TR BRI, B SEAR IR A B 2 AR SR X A
AT E R R R B R R R AR R

ERBAY A HMEE (MLP-AE) . —FET A 5B
SHBIER, EHERRR N2 RRAN(MLP) /5 4G
FRTSER , R E EHIRER IR SE .

WIGHIEIZ B4R (LSTM-AE) : R—FE T A %4t 2
MRERUER EFRAEENHERENICIZMNE
(LSTM) fEh i as mfs g e

TR (Hard Voting) .07 5 B Se N PR BB ES 2 51
YNGR 2K NRER B e )5, X LSRR B 4R IS a8 1 S ik
I HBMPSR. BJa , 0T —A DoT FEMEA, MREE K
AJRER B i A EE O SRH WA AR BOR B R

BB (Soft Voting) : 3% 7 ik FIFE & L A PR BER RS
SAIIZR 2K A RE B b R, B E I8 R A RS
AYEEHY RMSE SRAMH B A B0 S BRI BAME, B F
—A> WoT ¥uiEkeas , &30 EBTA R# B 4% £ R EN
RMSE f9F39{E , 31 % F I EH RMSE 5T € L) BI1E 5
HATHR.

FERXBLELLR 7 15 , BB ¥ ( Threshold ) & — R T HL M
HYJ7 5. B HF1A B AL (OC-SVM) PRz Rk (iForest) . £
JREEFIHL B 90 85 4% (MLP-AE) 71K 45 #iC 12 A % 5% 8
(LSTM-AE) J& THHER B & U7 ¥k . BER YL, X F—A4> MoT
Bk S, = (X,,Y,) , RETTEH ek ZERNEFFIRN &
BREA X, MINARERAE Y, HHERR—ITE AR Z,
HETREGE—FBIHRHEIER.

BERE KBEFEMACO R TRERRE T . X85
AV TR DM S A R Y, TR T 2R SRS XX g H
fTRe. R1BRTHERER, NGERPATUREIUT
.

1) R Bif ¥ ( Threshold ) 2 7& TAESLERP M A H AT
ZH)—FhoRE AT H B b EOXE 5 RO T B
AR AR, REEN TI A RS E S HRAERATAREX
SR . EI X LR R, A CRIBHE B R R

APBRM B A PR — SR RRE, FIINREN B E RS &
T, $iE 4E P R SR W R B B A SE5 R, AN M2 A
R 0, Bk A T RRE A RBIFE R AR & E1T, B
BUS 2B BE WS E R Bk E.

K1 FXFTEMNHLEERERSE
Table 1 Comparison experiment results of
the method in this study

HHRE  HERE
0.726 0.996
0.669 0.557
0.774 0.822
0.758 0.641
0.678 0.558
0.637 0.664
0.815 0.801
0.903 0.879

BEE F1

0.329 0.495
0.911 0.691
0.568 0.672
0.923 0.756
0.998 0.716
0.517 0.581
0.821 0.810
0.883 0.881

Threshold
OC-SVM
iForest
LSTM-AE
MLP-AE
Hard Voting
Soft Voting
BT

2) BT IWBES H9 77 %5 (B MLP-AE 1l LSTM-AE) H 2
FHeGEHLA2E T 1 J7 5 (B OC-SVM il iForest) RILE #. X
R R Ik EA B R AR 680, sES iR 71
BOR TR FTE SURHE , T A S PR 2 ST I i LR BIE W R
T AP

3)LSTM-AE (1% £ T MLP-AE. 5 MLP # [{,,LSTM
FEXT ) P SRR HEA T AR 5 T S8 9 A 3. IX R P IoT $iE
ReA AR TR N A TSR JU 7R ) PR SR e A .

4)BERERRMERPE THERN R &5 H R E
S BIIN, E PEARS R R E T 88 & 5 IE BT AR
. BeAh, B TEA B G PRI N RIS ER, I
R5H RBEH—/ R BER B RS E], AR A L REER
R RTRAY.

S)FERBER AT ET, AX T ERTEREMKR
B XRUAETHIENAH E¥2 -2 REME—FILE
BREN R E T R ER SR, RETETWE2IFZHT,
BAFERWERES (P RB RS pRERESF) /T
BomERL & B H i SRR B wiEE A R EWRZ
AR RN LA SR SR LR, DM B A B3R B, AR ST
TrEETESE HR I Ay A PR R b R R .

3.3 XH2.ASIHE

AXTEPREBRNSHE 6, 5% 05 BIE. 78X
B AU 75 1R 2 (RMSE) B9 — 6 21[0,1 [T B W, 3
RERINE S Fin. B 56, B RAA B R 25 AR EL

P —&—Precision
—e—Recall
——Fl1

102 03 04 05 0.6 0.7 08 09 1.0
BS5 sHMiASER
Fig.5 Effect of parameter §
P HEE & B hn, R B A T A B A ¢, R L

WRIE SRR LWD. L5RE R E R HTER T
B, T 5] =R 5 20 e R R O T R B K, MERR 220 FL 5330

COOOOOOO0—




434 FRER % —MET SESRFEIER SR TN RS BT % 997

FEHF 8 0. 13802 0. 2 IR th B 3 b FHE S, T 42—
AN & W, M EBHIRE BT R B s ;BN 0.2,
AT A A R A B

3.4 X3 HMXE

T BT B AS (BIAE R HE A0 ) 46 3 B 4% )
XS I R A RN , A 30 BN B T AR R BUR ) B S
#x (FR IoT-AE) FE T W48 i B HE i) B diisas (P Net-
work-AE) BT T B WA, 71X B, oT-AE BARES 2. 3. 1
THIRRIE 2R B S8 HEAT VI GREN , VI R4 P 4%
REIERRE B WEE. FIFEH, Network-AE 21 727
B g as HEAT I SR B0, I SR I G4 1R IR 10 R R B 4R
B,

TS 1 LB, A30H [oT-AE KM RE S5 43005 Bk A K
— SO HA R T B AT T LR, XS BT IR IN T BT X 2
B T7 I8 1 1 .

MLP-IAE ;X 2 —F B THRBEIR R B 45 a 5 Bl
AL EEAPER SRR (MLP) {F Jy 4 5 8% 7 #
B,

LSTM-IAE . X 1 2 —Fr 2 T2 IR 9 B b4 5
B, B R REE KA IE LM% (LSTM) /£
Gt a T B

LI RINE 2 P, B 48, LSTM-IAE . MTGNN # IoT-
AE ¥ REB E LT MLP-IAE. X RN M TR T &
BEENFRHENZREE, A EAM. HK, oT-AE H%
F LSTM-IAE A &M% XUt A R ER B IR L LB
B F IR A R 4E BE 22 []] B 2= [ AR R, X T R R A
B

R2 ETRBREIER B mEE BRI

Table 2 Evaluation of the sensing data based autoencoder

HHRE  HEHRE  HEE F1
MLP-IAE 0.721 0.593 0.833 0.692
LSTM-IAE 0.852 0.772 0.903 0.832
IoT-AE 0.844 0.823 0.856 0.840
LS Wi 0.904 0.881 0. 882 0.880

FES 2 M EIP , 230K Network-AE FPERE 5 43075
AR — B HAMBLLR T B HEAT T LR, R BTN T . FT A
XS TT U5 18 M4 B R, I EASURIES 2.2.2
TR G TR fF X SRR T7 kA

iForest : 3 7 (BT 4% I B HHE I 2R AY iForest FEAL.

MLP-NAE : X & —Ff (U 2 T P 4% i B 3R 19 B b ae
SHBIEL. EHERARNR N Z ERAN(MLP) /5 4G
FEEA.

#3 ETRERERIEN B RN IER
Table 3 Evaluation of the network traffic data based autoencoder

HHRE  HEHRE  HEE F1
iForest 0.751 0.799 0.517 0.628
MLP-NAE 0.762 0.635 0.974 0.769
Network-AE 0.901 0.967 0.784 0.865
LS Wi 0.903 0.879 0.883 0.881

SRERINE 3 Pin. B, BETHRESIER (B

MLP-NAE il Network-AE) ff£ T 2 T 2 S L 8% 2% > B &Y
(BP iForest) , ;X U7E5E 3.2 FHY BRI LR P RE THIE. K
K, Network-AE F #8800 T MLP-NAE,, 1X % B R 52 iR AY
¥, BT DRI A HRE. 85, AT ERRRE, X &
BT SE RS .

4 F g

FEARICH , AT T AL R P (1T ) REH 57+ #
i) . A SCHR T — BT BT M R SRR SR
Bl a2 AmBRRIRAIRE  ANGEERT LT REH
% e TR P R 28 T B R S SR A0 2 ST SR BRI S
Z IR BSR4 3005 78 ToN_IoT ¥ 48 b iR B
FHEAR SRR,

R HBTFERT AT T T RIT. B 5, A5 A BRI R
BER SR H A, ML R AR SR8 F A0 AR R. B
Ik, 3R A SO IR Y S 2 S BE 0 KA Bl T S A s B W X
SR FK, ARSI B 59 5 BT DL R B
HARR, o RAEARHE— BB IR T 1.
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