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Study on the Security of Login Device Count Control Mechanisms in Mobile Applications
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Abstract ; Currently, it is common for mobile applications to use login device count control mechanisms that limit an account to a fixed
number of simultaneously logged-in devices, in order to prevent misuse of the service providers resources. However, the security of
such control mechanisms has not been fully studied. In this paper, we conduct a systematic empirical study on login device count con-
trol mechanisms for Android applications. This paper proposes a bypass attack based on login credential multiplexing and device identi-
ty forgery,and builds an analysis system accordingly to test and analyze the security of the control mechanisms of popular applica-
tions. It is found that the control mechanisms of 208 popular applications tested in this paper have security vulnerabilities that can be
bypassed , enabling illicit industries to exploit service resources at a lower cost. To address this issue, we propose security recommenda-
tions regarding credential storage and device identification techniques to enhance the security of the login device count control mecha-
nisms in mobile applications.

Keywords :mobile security ;login device count control mechanisms ;device identification ;bypass attack
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Fig.1 Basic principles of control mechanism
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Fig.2 System architecture

R B MRS O BEEIE A 5 T : 1) B4E B AL
PR SRAEUE Y A AT A AL B 52 ) M B AR LR A B R R
EREO. ARSI b, RERE T R APL Y 2h RSP L
BRE M AY APL B WX 2 APL BEATHEME, I8 T — 1 i
BERGE, % B A AR MR A AT I , P RO
BB IR B T S84 B SR AR A2 T B B0E SC

BBk B9 2h BE 22 AR B SRARIERIRBLS Z R
BB ainRRES thiE. Bk, H 3B REE, RSN
B8 MR HUE M B 5077 8 . B SR B IR JOHE , BlJm I 2
ARFEIEE AR BB ARAERBEET . K, 0 TRERR
#or B E TR B B R B R AT, SRR R
BRI AT, TS 83 B8 AOSP H {5 8R4 APIL B3
BB R B B A RARE B U R I B & HOME , ATTSEBR 8
HARREhIE. 758 B RARIENE AR SR RhEE,
B B R SRS R E, RIEE MG R T R,
HM AT BT A EENLH R etk
3.2 FEEEHER

LB B A A BN AR NN, A XSS B
ST S EWRAEAR B H LR T —4 A 3L Rk,
TR ERAE 3 MR B, ETRE APLEZhRERES

TR APLFEAT R SIRAE , DAETE B AR 217 I BEMS 2 L B
BRI EA B W EREN T &R Bk gl
PR B A B RT3 A M, RIE R S B OUER T B
LA , A BEMR Fofth B2 FR ) IE % 3247 B0 , 2R B &
AEVERLIRE B UG — i, DR T
ER R4 3 B BRAYSC IR

3.2.1 ¥ APL#93%HR

EEN G RRNLHRLED  BHE APL HEEREZR
ERI—P. R RS A BUE A B AR 5L B9 8 R AR IR i
B, emE s B in AE R ERIRR B E R, &
EUHY APL 75 ™ B LA T LA .

B, AREE R ATHE APL B87 UR B RO B & R 1
REATHEMEE RIE B, R En @8R KB T devi-
celD MAC Jsht %M —15 8., B b A< SO e s BB IR BUX
KRR APL [, 20 A T, A X RBBERRFR
AR S FEE— R H M ARBRAE S, thAh, 2308
ERRET XHET X APL F v 8 REBIERN S 5
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XS , DR EUE MBS B, M TR RAERS
FR, A CEFIATHIN shell fir4-FHIEEE 5 B A3 BAR R
f58.

)R FRERR. ETEEBEER, AXREL2HIC
3% ELWR L R #E M s a1 B N B4 SO R AT, ATAT IR B 7T
B EREIENNE. B, B R BT H T ANAE
B, MyRfAA HRFERENIE , BT EEE
FREUHE R BT,

e X — ), A SCFF R T — A E T root AR B9 B 3
A, SREE P FT BB & FEIE {5 B B3O B AR B SR ARIE Y
B REL.

) REHFEH B AR EITIRGE S B FREIERNR
£, FEMRE TR 5K, DE S S0 B
. BT REZWEIRR B LR, GIERE . R HETE
R, BASCR A 6 B WA R0 , DA R B8 0 a vl
Rk, BT

B, T APLERE ERATEFERURRE
AT T R BB S, S0 G — o AR gk,
FER PR RRAE X 7 A , P RE TR B 7R , B 0 BL
BB AR IR SR, PR B AE X BB i R B A E — 1
JSON St , B JSON # R BA RIF T RESY RH,
H BT RS0 BAn bl A AR B 4. R, T REZIM
OB A SO IR IR B R BIER AR Y B SR 450, 0K B
BB EGE MR E R T A6 X HFRAMURE TR
BXHRENEREN, WETEREESHETEP LA
XHHESE M.

SR P AT, A SRE B MBI 4 A AR — A
L) JSON M X FE 8 i S BIR X , A — P R E S
R SCHEHY H 3R,



434 XER % . BHUAERREREEEIHNE2WDR 923

3.3.2 BRERAKNELBRRRELA
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4.1 ZBHESHIEE

AICHE— 1847 Ubuntu 18. 04 RERFHR S8 L%
BT ERAGTRE, HERARGEER MR ERIBEHLR
3 B¥E L#EAT, P —& Pixel 3XL R B ¥ 4%, BT £
TF AOSP 10 FRHIMF RS, .5 — & Pixel 3XL fil— & Pixel
2XL fER R IR A, S 3liEf ¥ & ) #Y Android 11 1 An-
droid 10 £5:.

EH RS, TR NRSEN AS EHAT , R AT
HABF P 7= 0. A, 78 53-8 DL B AL G A B R S 3
A, 2 SO R 1 WU AT R | sl A i B T AR S IR R,
X T BREh S BENL R RL A, B ST AR T R 2 6 R
B BAAT B R BRAE.

HAETTHEREZSRBREENHNEEES, &N
450 N FATH S BUSL FR R , 7 2 Tl % B S LI B AR 0 )
FAE 7 56 A I . R4, AR SCHERRCT R HEAS BT 200 HY 15
BN MR R E BB, ot , % R 2SN A E 2 BRLE
PIET VZ P B OB B S LR, A< SCHRAMEERR 8 SR RK
RINE DL Z BB AT
4.2 REMHETRME

TR ARG MBS, & 3R AW & Pixel 3XL
BT LR, Hp LR A B T A SCERB AT RS, X
MRAHBATIRMER) AOSP 10 R&5. BN He P4 B A 7EAH R 4%
HT HEERE , STAG A0T R R B AT TR 4R A2 R4

1) & 744, X Tia4Te RS BiPAG , & SCR 5 VP-
Box"™ & LB B . 4 BITE TR FI A BRI E T
BAT R — 4 BN A , 5% L S 28 R0 X FR 4 i AT B
). ooy, BEME AN A A B HEAT T B R BB AL S KRR
HISCHEE UK BRI MEFER, ENGNESERT R
SiqE CPU SR 30 /O LUK W48 {5 F 5 TH L REFF 4.

S PRIESHE BRI B, AR SC AR R D B LR 45 R
AT TIH—{bab 3. B 3 PRI RERN, ERRE R
T, A RGR BT A A BN 2. 5% , 3B AHREL
AR FER HAMN BT R INET X A
Hehn X EE R T B N BT A KT R B8 2H Y TR
HER, T B BUERE , AT R G E R AR IR T S E
FIE R AR 2.
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Fig.3 System runtime overhead
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Fig.4 System memory overhead
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ARFEE AR BT K Bn TRAEE BN EE
Ex
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AT, 72 208 FRULFHE A 76 SOURIE BRI 2 B 4,
A 132 FNFERIE S RN ERM L, 5IA TRERR
BREHLH.

BRI B O A 5 B, 78R PR SRR Y 124
FENBL A, A 46 KUK Android ID, 7 62 K7 An-
droid ID Y EAt b 45& T B¢ & ) MODEL {5 B 47 A, &
14 g% F§ Android ID,MODEL #1 BRAND 15 B B4 & =
HEATRARIE, AA 2 SR FME— P82 i MODEL {5
BAE B EiniR. DR RR A B BB s An R
B R Android ID X—REBRATIR, ERER ML BB A K 47,
Bl TR SR EBAAR, A5 25 B

Android ID |
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Fig.5 Use of device identification
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1) AR B F IR E A5 K. Ry 2T T 2R WS #Y DL
FABRAR , ST BL A S A RO AT BE W 4R BE AT T 4. AL
RS RRE AR SRR WP T XA ERB KK
£ 5 ,BH AR E—RUEAIE, A SCHIFER) 76 3K 5L
HL VR 3 SAAR B 2 SRRl AL A 2 S R RRA T
R AT BE A S T ER R E M TR
B—ARIEIET 3K, 581 21 SKEF MR A 14 3K A B A
SRA T RINIET7 K. X R BT, Th B HE A ] B8 SR LB R B IR Y
BIFAMESEH BT BESC R , T 22 2 h A SR A R . NRAT
BERFE , SRR AR IEAY B P2 T R E 250 1200 J7K,
BERTRABREIES AR A &3R0S #95L A (25 3800
AR X—ERRW, EERPARRER, TAEEEE
Z2FR, MG AETEENBIEIH , DARER P R FE %
R E 2. A, B—EIEAE T RA A5 3 2 A8
Ty, e DAFRA A H T SO 28 2. 140, o R A B0t 7T
BRIL P55 R 55 S =2 B 0388 1 3R , B 200 B SR FEE , AT
B SERP #ATVIR. RO T , Bl AT AR
BBV E R, R 2R R EREERS BT ERNE
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Table 2 Implementation of control mechanisms

BEIHZEHE LK MARE(ESH)
{7 FEUE 76(36.5% )
BREIE + E—EERR 48(23.1%)
BRI + E A4 EENR 76(36.5% )
BRSEIE + SRR 8(3.9%)

2) B4R FREAEE RS RG RHF X AB T
B RAEIER T 2, A2 B B 5 A BB IRIR AR &4
BAE. SR, ST R R, X e 7 B A AR IR B B3R
SRR, B A M AMERAEN BN ELRA.

B, ARG S B RRE. 7ER B ARIR
RBEHY 124 REBEHE=F N AP, A REZH(98.4% )
Android ID fE % D ARIR. HH, 2 62. 3% IR —B 46
HAB A RERRT E AR, AT, XL HHn & mrE—4
BEERS,EF—RMSEF— BTN FERRD
R REAE, NTTIE AR T 3 & X A BB T B I 5. B4 AHILH
2, BB B & B S5 BT B n IR IAURE
TEMNEEHGARRE 4, B8 THE EARMEERS K
B, HHAGZIRABE, JGEETELRA AR ARS
TG, RBE LB HRR

HK, ERERE T RWFEARR. P Android ID )
TP, RGERBT ZFRERE, BHE:1) A Settings. Se-
cure. getString ( ) 5¥E;2) @ it I 5T FKBL Settings 28 A% sName-
ValueCache 58; MOVED_TO_GLOBAL 75 & ;3) & ) Conten-
tResolver ) call () i [M 3R ;4) M query r&2i). R
T, 43R 3 B, 43053 i X e iz A o, K AR 43-(80. 3% ) X
SR FA getString () X R BAHY H k. BT APLRBT RS L
B, EGEBBEE N, SBCREL RTHRER. S0, F
24 KB FAMEANRIERE T Android ID, I 3¢ & I RE
ERITT -BERE. XENARERAHNZEBRMN 7,

BHA B AP i, FREPERR EENRYEY X
o U R BB B B X RN R TR —RETT R E
IR, A REA I B S, TR T B EALH I e
BETs.

3  Android ID B3R EBN
Table 3 Collection of Android ID

REFR RAR | REFRME  RR
VB A getString 5k 122 1% 98
WA 9 2% 18
ContentResolver [B]$2EHL 17 3 Fh 6
PUAT query Ay 4 4 7 0

NLLBFZRERERREFROEAFTX. | HHE
MFEE BEEE RN, BB IRBUEEE = N A%
R A RS . XEAFBUR AR B R —, 7T D4
LB EIRIART REFE7E R ) B, B & B Y RIEH BA
ER T

REFPITAFFRES R VST IR SR8, HEE
SMAREEE SR 53 RER A& oot 5, AEET RS
KRB AXEES. S TRURRILEARTTER, — BHR
B, BEEE TR EIthE 5 & 50, St DA BATESLA, FE T
4.4 REBYW

ASCHR A B R R B AR LA AT RLFE root $ & B
217, ABGE B R 2B N AAMEEE. X FRK
HAEFE—ERRR M , B B P RT DASE R SR 580 , 3 Rl SR A
A root A& P 7E R IRE SR AT B Y IRIE. 2, BEE
IR ST BT B AR & B, X R B L L RT R bl 4
1. Bk, R T HE— R N A R R e, AR SO B R ARIER
PR ERY TZE 281, R b AR
HHRES.
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F—FEAT R 2 A T E AT 53 (40 TrustZone ) X¢
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SEIEHHR , AT 38 5 % AR A0 B . IR 98 IMVisor™ ™ il
TruApp" ™ 4R T TrustZone 7EA7-4 7 F BU SR 77 T AY AT 47
4, T Rubinov &8 A\ ERFTHF— 5 BAE T TrustZone X3¢ 8857
R RN AT S R A RETE
MR RSN AR TS %,
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IRBURRMERE SHR T R SRR B Rk
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