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Conditional Diffusion Generation for Optical Coherence Tomography Fingerprints
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Abstract ; Optical Coherence Tomography ( OCT) is renowned for its high resolution and ability to capture the three-dimensional struc-
ture of fingertip skin,significantly enhancing the anti-spoofing capability of fingerprint recognition systems. However,compared to oth-
er biometric technologies,the scarcity of datasets severely hinders its widespread application. Due to the difficulty of data collection
and privacy concerns that restrict public sharing , synthetic data generation presents a more practical solution to this challenge. This pa-
per proposes a conditional generation method based on a diffusion model, which leverages layer segmentation masks as prior knowl-
edge to guide the generation process. By employing iterative denoising to directly model the pixel space,our approach avoids the preci-
sion loss associated with latent diffusion models , thereby producing high-fidelity OCT fingerprint images. Experiments demonstrate that
the generated samples exhibit realistic skin structural features,with subjective evaluations by 30 domain experts confirming their ana-
tomically accurate structures and authentic pixel distributions. Further validation shows that augmenting training datasets with synthetic
data significantly improves the performance of various anti-spoofing models.
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Table 1 Realism scores comparison for generated results
WK WM IR
VAE!- 4.53 1.34
VQVAE[*] 3.17 1.35
VQVAE2 ! 1.20 0.40
pix2pix[3] 4.43 0.85
styleGAN3 (4 3.40 2.81
DDPM!Y! 5.76 1.56
BBDM[*!] 6.23 0.92
AR B 7.20 0.63

3.2 REBEHHRN

AR FH Y PAD J i 3 24 (UMKt B S A AR 1 G
W B B [ 3% AE™! ) VAE-®!, MAE!"!, OCPAD!*!,
PPAD™! 1 UOCFR™ . T gh5e 2 J5 , TE A0 A it 4 b
T PAD (1.5 I B DE M 48 47 D020 4T By DB 2 ] P9 488 [
AR, B Tl 2 BIAR A 1 ELSCRE A SR AR SR 1000 3Kk /2
A, LA 1000 AN ESEREAS AR R BAR. FEICELRE L, K UCKEAE B
500,1000 15002000 K FER Y MBIV 2.

# 2 PAD BIRIRERXT L
Table 2 Metrics comparison of PAD models

PAD = rl rig0.5 rlgl rlgl.5 rig2
AUC
AE#] 0.834  0.857 0.875  0.883  0.892
VAE!"] 0.870  0.907 0.916  0.921 0.931
MAE!! 0.893 0.916 0.925 0.930 0.936
OCPAD!*#!  0.865  0.886  0.893  0.898  0.906
PPAD[#! 0.916 0.944 0.959 0.969 0.970
UOCFR!™!  0.901 0.923  0.943  0.945  0.949
EER
AE#] 0.239  0.201  0.184  0.183  0.181
VAE!"] 0.201 0.155  0.136  0.095  0.049
MAE[4] 0.156  0.143  0.140  0.130  0.119
OCPAD™! 0.218 0.187 0.179  0.171 0.162
PPAD[#! 0.166 0.113 0.089 0.082 0.071
UOCFR[“]  0.200 0.195 0.173 0.163 0.143

2 B THEARVIGERE ~ PAD AR R,
Hr 1" {83 1000 4~ E 52 OCT B-scan ] /," rlg0. 5" ~
"r1g2" FRAESLEAN 4R BIER N 500 ~ 2000 4N A RS &
15 KM ST ECIR IR, A A B E BB 500 1 % 2000, BT
A PAD $iRIfy AUC (A V342K 5] 5. 79% ,EER {E ZE /DR
5 23.72% . ;X —FaE BABEFIIEN] T A SO R T %R
ARG BARE R, A AR 80 S A S ds e E—3L
BERT T HENGZ (LR S S it

7 3 BiinaR W AR IE IR A A PAD AT PR RE DT THT, A5 3C
TFERAN T HE LR, BB ATA PAD BIRIZER A
Rl A= MR A BRI B AL T , AUC B3 .

F3 AFEREERT PAD PEREKETHCR
Table 3 Performance improvement of PAD models with
different generative methods

Sy rl rlg0.5 rlgl rigl.5 rlg2
PAD method: AE
VAE!"] 0.834  0.821 0.820 0.818  0.812
VQVAE! 0.834 0.828 0.819 0.813 0.808
VQVAE2 3] 0.834 0.836 0.844 0.845 0.847
pix2pix[¥- 0.834  0.848  0.859  0.866  0.871
styleGAN3[®]  0.834  0.841  0.852  0.858  0.863
DDPM!'7] 0.834  0.846  0.860  0.868  0.881
BBDM!4!] 0.834  0.848  0.857  0.869  0.883
AT 0.834  0.857 0.875  0.883  0.892
PAD method: VAE
VAE!?] 0.870 0.868  0.868  0.849  0.851
VQVAE! 0.870 0.861  0.858  0.855  0.849
VQVAE2[%] 0.870 0.870  0.867 0.866  0.863
pix2pix[¥- 0.870  0.880  0.886  0.804  0.894
styleGAN3[®]  0.870  0.872  0.888  0.885  0.888
DDPM!'7] 0.870 0.887 0.892  0.893 0.903
BBDM!4'] 0.870 0. 890 0.893 0.898 0.914
AT 0.870  0.907 0.916  0.921  0.931
PAD method: MAE
VAE!"?] 0.893  0.889  0.889  0.882  0.888
VQVAE!] 0.893 0.897 0.889 0.875 0.873
VQVAE2[3] 0.893 0.893 0.898 0.898 0.895
pix2pix[®- 0.893  0.910  0.910  0.913  0.910
styleGAN3(®]  0.893  0.892  0.891  0.904  0.904
DDPM!'7] 0.893 0.902  0.914  0.916  0.922
BBDM!*! 0.893 0.913 0.919 0.923 0.925
A 0.893  0.916  0.925  0.930  0.936
PAD method : OCPAD
VAE!] 0.865  0.812  0.806  0.807  0.800
VQVAE[*] 0.865 0.833 0.822  0.823 0.813
VQVAE2 3] 0. 865 0.847 0.839 0.838 0.825
pix2pix[¥- 0.85  0.866  0.875  0.885  0.890
styleGAN3[®]  0.865 0.854  0.864  0.871  0.874
DDPM!'7] 0. 865 0.872  0.884  0.886  0.897
BBDM!*'] 0.85  0.878  0.888  0.889  0.895
AT 0.865 0.886  0.893  0.898  0.906
PAD method : PPAD
VAE!?] 0.916 0.909  0.907 0.904  0.904
VQVAE! 0.916  0.911  0.906  0.902  0.903
VQVAE2![%] 0.916  0.922  0.920  0.907  0.906
pix2pix[®*- 0.916 0.916  0.919  0.928  0.937
styleGAN3[®1 0,916  0.913  0.912  0.924  0.926
DDPM!'7] 0.916 0.920 0.926  0.935 0.946
BBDM!*'! 0.916 0.932  0.937 0.948  0.953
3Tk 0.916 0.944  0.959  0.969  0.970

LRBARTEOBAL T AR AR TT 4 OCT #88UL 4%+
HPEREZE S - TEVIZREE B i 2000 FRAE BB, 25T VAE B
Tr ik NI A A R B A IR R , B PAD #EBEV- 3T
W 2.84% ;3 T GAN HyJ7 i BBETR /MR B B RS A, (LI 2k
AFEEERR ] T HAEBEF A (30 styleGAN3 7E PPAD {15
AUC {LREIX 2 0. 926, T 2 T &L 4 5 ¥ H 3R SR 19
DDPM 1 B2+ 2] 0. 946 , A3 J5 ¥4 B 2 AEIAF] 0. 970).
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2000 FKA} AEHF AUC #2571 3.2 ~5.8% . Ti 4= 3CHR i P & A9~
O EE T B A 4> B HE A S0 8 Y, 76 SRS R B 1 X 38R
(FASR)Z- IR B ST T B A R B KRB 3
PP K RTHIEE R 4.7 ~7. 0% . K B 240 55 BRI
OCPAD {£:8H1, 4% 3y B i 15 AUC (0. 906) 4™ A 4
GAN F = R AT DDPM(0. 897 ) #il pix2pix (0. 890) 43
FEFF 1% F11.8% ;78 PPAD {14 - AUC F 53 0. 970 )
ELERVERR. EARERENR AU FE MAE {145 Hh X 2 [/
TEARfL g A B F7 8 5 Ff PAD BERY 1973 AUC #2105 %
H5.88% ,i5BME G Y B R DDPM (3. 92% ) 1 1. 5 £ /0
BBDM(4.38% Y| 1.34 ;5 WifE % & & AUC £717.0% ,
BALGY #UA] DDPM(S. 6% ) #1 BBDM (5. 8% ) 43 3% 41
AT 1.4% 1. 2% WPEREN RS AR T 45145 S5
$2F+ OCT $8 404 B B A Bk

A SRR, A SO B oy BRI A AR HE R At
5SS , AR SOy 2 TT A A 24 3] BSR40 A
FEAEAE )2 52 2 [R5 R (I B AS AR R 3R 2L i S X 8,
AT — 25 42 e A B B R 1 S i A — B
3.3 BEEHE

OCT HE X A B-scan EHRIATZ 40 B T AR H 52
B RS BUEMR , H A N PSSR R B T B A R B th
PEFITE R SRy T4 7R R X A J i % 4 B PE R 1Y
B, 2T OCT $5402 418 GPGT-Net™”) | % L. pix2pix.
BBDM FIAR 35 T AEAH R SR A5 A T A R 3.

#£ OCT #R 8L ER 2 43 B 457, K3k 1800 R E A M
T S %ot A R 5 D 0 B e B T 4R T AR L PR I
K. A EARARSCRAE R BEIEZ , i RAAXT AN B TR
ARG, ERANBOAE R, ZARRESHHNHEE. B 2
BRRIZN ER. PR R, BB S e e 2
L EHEEANIZ AR S E K IR ERE SR TR
Mg RE2E R, R LK THBEE. C ZRAKZ
FNEPER 2 Z BB A AR K, MELURE B 2 7. £ )
2 X R 2 (MAE) T - B 45 51

T4 FRONERY, ASCR B RV HOTEES X
BRI EURS PRI B S A R R
FA IR Y FE N AR i, 2575 J7 YR 7R IR — 4 T BAs )
MAE 8475 8 E 5T pix2pix 1 BBDM. £ J2 bl & £ B
BN, BT AR R R BRI, pix2pix Al BBDM £ 42
AT EVBC R RE Y 1 MRS B R M R AR O i
TR TR MR RE O, B Ml BB 2 1 MAE fEIRKR1 5
LR L AR AR B K

XtFEAIR A 2,3 F o R REARI (A SO AR
Y 78 = 2000 7K 6 B A5 & L MAE (0. 689), % pix2pix
(0.697) F1 BBDM (0. 713) 4 BIF&A% 1. 14% F1 3. 37%. 7 B
JB4rEH, A 30 B MAE (1. 123) 4 b pix2pix (1. 163) Fl
BBDM(1.151) 43 B4 T} 3. 44% F1 2. 43% , X 1825 T X 25 I
DRI LB RORE 6 4. Xt TR E PR R C BAa#I4 R,
AP MAE (1. 775) &L T BBDM (1. 783) F1 pix2pix
(1.896) . ASCH LA N E AT, EER S R

F4 SrEEE MAE Xt L
Table 4 MAE comparison of segmentation models

LT BEES4UE AR BRE  CRE

rl 0.767 1.198 1.948
rlg0. 5 0.763 1.197 1.941
pix2pix-*- rigl 0.741 1.191 1.939
rlgl.5 0.708 1.178  1.907
rlg2 0.697 1.163 1.896
rl 0.767 1.198 1.948
rlg0.5 0.761 1.196 1.938
BRDM 4 rigl 0.738 1.188 1.916
rlgl.s 0.719  1.179 1.799
rlg2 0.713  1.151 1.783
rl 0.767 1.198 1.948
r1g0.5 0.757 1.193 1.945
AT rlgl 0.729 1.178 1.898
rigl.5 0.691 1.120 1.785
rlg2 0.689 1.123 1.775

BIRPRIRHR RIS, R RRAE CJRIX M R AR
FUR X B SCHBOIRIE ], BEE 22 sEHR B Y38 I, A< 3005 ¥
2B 2 50 ) 50 FIURS B 38 108 B 3 1 82 UG, 1k T HAE
OCT #88UZ &L 5 P I BB L H. LA R 1T 43007
ETETRIR IR R B RRES M 15 5 07 T A BRI 57, 0 o 1y 2 P A B
JREFAGH R R BRI A RERT T B Ay M RE.

4 REERE

Ft%t OCT $5 4L o MR Lo P I — R SR AL 2 IR A
Fe oy EIWRTEGRIE A SCIR B T 2T BB G OCT 88U 1
A RRHESE , VI AT AT 2 — 11 B 1 B A AR AR AR Y. 3%
HELLHRS 2 0 BIHE RS AE D 2 AL 1, 38 1 DU U-Net 224 5C
BRI G5H0 S5 | T (R 20 AR 0, 78 00 R R 18 R B RS F Y
RESTIRATR. AL AR B8 LI R RS N4 T 251, FE B A
YRR 25 W o R PP AR R 1 LR AR B KR IR M B v 0
3 OCT 1840 T4y KRS M 38 T , A7 A e 1 2]
SR BT IR B RS M S AR, AR BB BR A5 14 3 PAD
JROY BT WAL 5 AR R AP BE.
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