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Task Mapping and Scheduling Algorithms for Security-enhanced Automotive Embedded Sys-
tems
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Abstract ; As modern in-vehicle embedded systems continue to integrate more applications and the number of Electronic Control Units
( ECUs) increases, ensuring system real-time performance becomes increasingly challenging. Meanwhile, frequent interactions between
vehicles and the external environment raise security concerns. Although the Controller Area Network with Flexible Data-Rate ( CAN
FD) improves transmission performance through flexible data rates, it lacks built-in security mechanisms and remains vulnerable to
threats such as spoofing. Introducing security mechanisms often consumes real-time resources and may compromise vehicle safety.
Therefore ,enhancing security while ensuring real-time guarantees is essential. This paper proposes a Reinforcement Learning-based
Task Mapping and Scheduling Algorithm { RLMS} , which formulates the task mapping process as a Markov Decision Process. By in-
corporating a resource-aware mechanism that constrains ECU utilization, the proposed method reduces the number of CAN FD bus
messages while satisfying real-time constraints. Each message is provided with basic security protection through a 4-byte Message Au-
thentication Code( MAC}. To further strengthen system security,a mechanism called Security Enhancement with Balanced Rounds
( SEBR) s introduced, which gradually increases the MAC length by leveraging system idle time in a round-by-round manner. The ef-
fectiveness of the proposed approach is validated through real-world case studies and simulation experiments.

Keywords :embedded systems ; CAN FD ;task scheduling;security enhancement
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Fig.1 In-vehicle network model based on CAN FD
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(13) Firs , Horb st (1) HTHE HAME S WA E], sm(m', ;)
R 5 AR B R T AR ).
mdl(m, ;) =min(st(¢;) ,sm(m’,;)) (13)
EX 3. 75 B b8 ( Amdr) - i B B SEBRAE 5 52 BT )
SHIE S mdl Z A2 50, RN FE AN 0N FH B o 52 it 1
RGO , T B A% B BT Se i B9 40 50 i 18] 43 1. G5 an =X
(14) iz , oo fim(m, ;) 918 B A5 58 U ]
Amdt(m, ;) =mdl(m, ;) - fm(m,;) (14)
Tl (SC) B E ST R Z2MERA. BT
REFWAHKR, TR BT A TE B R B 12 A5 a2 om) i & 24
B, AR Sext SG i MTH B #EATRAL , LITEA IR IR T 42
FHERZ M. SG EUHEB R4S MAC Z G
S5 RN E IR, H R T
Amac(m, ;) ,if Amdt(m, ;) =Awett(m, ;)
SG(m,;;)= Amac(m, ;)
Awett(m, ;) — Amdt(m, ;)

,if otherwise

(15)
Amac(m;;) = MACet — MACct, Awctt (m,;) = WCTTet -
WCTTct. Amac(m, ;) Fl Awctt(m, ;) 5353 MAC ZE3750H
TH B AT ) B9 7B AL , JT 5 IR B 42 3R T, 5 8 4 ik B[R] i
2. MACer Fil WCTTet Sy 4T % 423 38 J5 191H B 1 MAC {E
1 WCTT 18, 1l MACct Fl WCTTer 3458 I 9{H. 7E1H 8%
RSN TE Amde JE R AR, R %0 MAC 735 914
i, SeAS MAC 3G AN 223 4 o LR 58 B 1], 102 /< ] R
0 MAC 747, DR & P {H 25 0 B9 B A 58 Rl A ) 3
Hnmy, BR T HEM AT MAC #9454, iR 75 %5 IS i PR 29 5.
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Table 3 Message cost importance

2 3 4 5 6 7 8 1216 20 24 32 48 o4
2 3 4 5 6 7 8 9 10111213 14 -

Payload(B) 1
MCI 1

MFE3 A LLE i, Payload 835 648, Hoxt i [y MCI
fERR T , T B L R R . Bl A, 2 T E S hn B 20B /Y
MAC {E i}, Payload 2 12B fJi & Lt Payload & 2B f 14 B fiE
FH/PRBOEE S| 20B. B It Payload Mk , M EZE MR, &
BRI ELIRER(SE)EHT SG 5 MCIL ALV 27 20
REFIAR K. HARIT

SG(m, ;) + MCI(m, ;) ,if Amdt(m, ;) =Awctt(m, ;)
SE(m, ;)= ’ . .
W {SG(mi,j) , if otherwise
(16)

TV At Amde(m, ;) = Awett (m, ;) B8 MCL 5 SG
g4, BB BRI MAC 7 DUSTR L 2. HEe
TR BN A B TE A I e, N R &R S
WETAERTA], LA L ARG AT F 4R, SE S R A RHE A
TEY TR T AHE R TEAN LU
3.3 ZeWRERk

SR R T RN 2 R e Rk, E
S E AT BHIR R T — A SR BT LR 2 421 25 (SG)
R A P (MCT) , LA & HZ 28 E R (SE) s R R
18 SE B95HH ST IT HER s AR e 368 SE F90E Bk
RIS LA B SE & m I8 S #E 4T MAC £ &,
BHAR A 2T — AR AW IR (L&A T A B
BB AEAM A RAEE WA HFER.
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3. for each {8 m, ; in M do
HH
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HEHA KRBT RIS ;
if 56 2 S22 IR then
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Fig.3 In-vehicle adaptive cruise control application

# 4 SSR M MR FCEMISCHES
Table 4 SSR and MR real case experimental results

. SSR(% ) MR(% )
Deadline

RLMS IBH HGA  RLMS IBH HGA
100 0 0 0 N N N
200 68 0 0 10.26 N N
300 100 0 0 5.27 N N
400 100 26 40 0 52.63 49.84
500 100 88 94 0 41.05 40.23
600 100 100 100 0 42.63 43.42
700 100 100 100 0 45.26 44.26
800 100 100 100 0 35.26  37.63
900 100 100 100 0 39.50 38.06
1000 100 100 100 0 42.15 40.14

# 4 B8 T 7EA 6] Deadline 7 ,RLMS.IBH #I HGA %
3 WA SSRAMR LIS Z5 R, o “N” R R KRBT 47
WE LR T LEH , 7 SSRIE 5 L, i % Deadline [ 1E <,
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Table 5 Real case safety enhancement experiment results

Total MAC Bytes Rounds

SEBR RSMW RSM RSW SEBR RSMW RSM RSW
800 45 84 65 32 54 4 16 4 27
850 95 128 105 80 122 8 20 9 4
900 145 156 153 128 166 11 25 14 55
950 195 204 193 168 202 17 28 20 o4

1000 245 252 225 208 242 22 32 24 69
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B4 Bx T 3 MEILLE SSR 5 in E SR RE R, BiE
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Fig.4 SSR simulation results
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Fig.6 Simulation results of security enhancement mechanism
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