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Abstract ; As large language models and vision-language models become deeply embedded in mobile robots and automated devices,
embodied intelligence—an AI paradigm that relies on continual interaction with the environment and a closed-loop coupling of percep-
tion,cognition and action—has evolved from rule-driven to knowledge-driven approaches. This shift renders the decision layer, whose
semantics are open-ended and whose reasoning process is opaque,increasingly exposed to novel attack surfaces. Existing surveys em-
phasize perceptual robustness or ethical governance; however, a unified framework that concentrates on the decision-making security of
embodied systems is still missing. This paper first categorizes decision vulnerabilities into two sources ; exogenous threats { physical at-
tacks, network intrusions, adversarial perturbations) and endogenous threats ( model hallucination, policy over-fitting , hardware fail-
ure )} ,and explains how risk propagates through the perception-planning-execution chain. We then conduct a systematic analysis of rep-
resentative attacks—adversarial perturbations, sensor spoofing , backdoor triggers, jailbreak prompts and hallucination amplification—
highlighting their cross-modal and cross-temporal manipulation paths as well as their impact on task reliability. Next, we synthesize de-
fense strategies such as safety constraints , reachability verification , multi-modal feedback rejection and risk-sensitive shutdown, evalua-
ting each method with respect to real-time performance,resource constraints and task complexity. Finally,in light of practical deploy-
ment requirements , we distill three open challenges : semantic-physical alignment,cross-layer coordination and standardized evaluation.
We also outline future directions,including end-to-end verifiable frameworks, prior-risk-aware pre-training and natural-language rule
specification. Collectively, this work provides a systematic reference for building trustworthy, controllable and deployable embodied in-
telligent systems.
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ma-3 # A A Bk I A 91. 91% . Robey 28 A 42 1 A RO-
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SR R O GRS R TS S TR,
Witk BEAE A TR NI R o0, FIR P “ 2 M4
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Table 1 Overview of security and defense technologies for embodied intelligent decision making
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BREAMBEAR R 1EETAREIEREEEHE
JUp1ET , AR 45719 P 4 PR AR LA O SRR R e i .
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EEIAE E AL , LRGN R M e B R, B8 At %
WA BE B R AL | LA SR S 7E SR 5t P RARIUAT
Zhang %5 A\"*1 35 Secure Prompting 545 44 fL LI FE 5 4R 7
IWCIBHR A SRS BIRH , 204 AT R AT SE A 45 210
FRALES 11 DCRER S Iy SRS o K I TE R, R £
SRS RN R SR AR 2. BaR TR, K
IR R 5 AR A AL A A (50 BB 55 T A 9 A 5 M P AR I, 3 T A
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