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Application Layer DDoS Attack Detection Method Based on
Multimodal Neural Network Traffic Characteristics
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Abstract: The increasing connectivity of agricultural equipment, sensors and monitoring systems to the network poses new
cybersecurity challenges to rural distribution grids. Among them, distributed denial-of-service (DDoS) attacks are a
common cyber threat that poses a serious threat to the security of rural power distribution networks. This study is dedicated
to propose a network application layer DDoS attack detection method based on multimodal neural network traffic features
for the special needs of rural power distribution networks. By formulating the web application layer traffic packet capture
process and constructing a multimodal neural network model, the features of web application layer DDoS attack traffic are
successfully extracted and analyzed. After loading the abnormal traffic features in the context of DDoS attack, the
correlation coefficient is calculated and the corresponding DDoS attack detection rules are designed to achieve effective
detection of DDoS attack. After experimental analysis, the proposed method performs well in extracting DDoS attack related

features, with a maximum extraction completeness of up to 95%, which is significantly better than that of the DDoS attack
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detection methods based on EEMD-LSTM and those based on conditional entropy and decision tree in the comparison
experiments.
Key words: rural power distribution networks; traffic feature extraction; DDoS attacks; network application layer; multimodal

neural network; attack behavior detection
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Figure 1 Flowchart for capturing web application layer traffic packets
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Table 3 DDoS attack related feature extraction completeness table

Tt BRI (R AE I 8] /hh - mm ABEFETT 1% EEMD-LSTM/% FAFR RPN/ %
Traffic packet acquisition time Methodology Conditional entropy and decision trees

8:00 89 76 56

8:30 95 65 45

9:00 91 56 41

9:30 87 51 58

10:00 86 54 57

10:30 80 50 59

11:00 94 50 59

11:30 90 53 45

12:00 90 62 43

12:30 94 69 40

SEPR L, 3T EEMD-LSTM 3 T 25 A4 AT SRR 11 DDoS Bk il 7y 0k S41 47 7E — 5 1 B A S
B, T EEMD-LSTM [ DDoS B o A I 7 2% B 5 38 1o 45 & 48 0 AR o iff A0 o 97 o 2 OB A R
fiE, FLYR L T 00 /) LSTM #if 28 I 25 A7 0k A, sk F oy vk BUARAE — e R LR T 2 T i —
LSTM #1545 (A I 8505, (0 EEMD A5 LR 3 fife 41 SO0 S A3 114 B 2 R i DA T 220 66 37 i 1) 4
JRBNASFHE , I H 41T DDoS Bl BAT Z4-E 2T USR5 2245 a5, X SR BR ] T % L 775 —XF DDoS
Ve FRAIE A8 B BRSO DT 52 el B J R ARG DA%

FEF 25 A0 LSRR 1 DDoS Tt A I 7325 ) FH 4% 4 4 0 DB >4 1 I 46 R, 38 2o 43 B SDN
DDoS T4 sk, $RHUFH T 30 e AG I 14) 22 700 o B ARRAE , Pl FH C4.5 D SRR B33 R A7 I 486 i 1 0 IS DA 5K
BEXF SDN P 26 1 1Y) DDoS H s IR o 3% 77 12k [ AR 7 $2 B DD oS X o I 2 % 2 UK AR AIE RUCR B A 24
R TAFAEA L, A X DA Tk 30t 14 4 A DGR DI A SR JEE - R e A &5 2

FH 2% 3 AT, ARHIF 9T 4 Hh O 5845 B DDoS T A S AR I $i B 58 48 18 378 38 /5 T4 LSS T EEMD-
LSTM 1) DDoS B i Kl 75125 5 3 T 245 A A S8 11 DDoS S kI 7 v , Hode KA 3 95% . X &
SR KON AR ST BT 4 A0 7 ik I T 2o RS 22 I 28 AR 3 3 45 A 22N A ) 48 32 1 B A 2 I 4%
LR T Z DDoS Bl v R T 300 S v B, ME AR R T AR PRI SRR B, RS £ DDoS ik Al
SRR BT A () B SR

3 IR IR IRAGF LR DDoS B A I 25 S A&l 5. TR, o8 T B PR e A A AR, DAL S Gl
SETAAAE X E 3RO R RN AR T T AR B 25 SR E 6.

F &1 S FE 6 T 0, 24 R ASBIF 5T 46 10 7 3ok 64T DDoS e Kl i, HL AT A5 285 5 5 S PR i 58
W KR IIZ T B B R R ER R AT SR . AR, AT B LT EEMD-LSTM A Al 75
2 R 5 T S5 AR R ke S A T R 0 T T A5 3 7Y DD oS T A6 45 SR , 5 LS S AR A — IR 22, 3X
Fofi 0 22 1T R 2 25 X 26 22 4ty R T A 04 UG LR o BRI , A SEBRBCSR R, A BIF 5% 2 11 0 O ¥ 7
DDoS Yt kil [ 3 i 7 S A LR A M RE o AR TE B 0 19 7 VR A6 R R 21525 4 448 I 2% S B FH )23
DDoS J i K il it 1 FRAE 7 1T, A5 A AR IR 3 . RSP & M4 RBIS 25 & % TEOR R 48 B 115 8, AL
17 5 4 T b 2 W38 AR P o ZEAR B SRR AR J5 AR 53 T i A AR 1 191506 1 52 119 DD oS XA o5 4G B
i 1t DU S AR A AR DG B , R B SR 75 K 2L T DDoS Tily o 3R L TR A VC fic 7 v, REAS B
K TR B AT R DR R AR R O T B o ASBIFSY A 0 B A AN R VA b BT DDoS 1



%34 FOFE AT SEEANZMERTHALN ML PR EDDoS & &4 7 ik -361-

— SLBR&ER — — Xk
Actual result Method of comparison 1
....... P — - = X2
Presentation of the methodology Method of comparison 2

AAEFE DDoS Meily
No DDoS attacks

ES oalREE N

No results detected

ANTEAE DDoS i

No DDoS attacks : /—

iRl R ,\
PR SAIURIERE S / / F#1E DDoS Y it

No results detected | \ \ . :
I y Presence of DDoS
TE1E DDoS Yl \ attacks

Presence of DDoS | i | 1 L L

attacks . . . . V .
§:00 9:00 10:00 11:00 12:00 81000 9:00 10:00 11:0012:00
{5 ) Time/hh - mm 5[] Time/hh : mm
El5 DDoSI# Sk R4 R El6 DDoSHEHHRMERTEE
Figure S Actual DDoS attack detection results Figure 6 Diagram of DDoS attack detection results

dr AR AR IR BEE S (AT SCBGT R AE A TR (5 5, , 300 T I 5 14 B A0 AR 7 o) i o 8 LA 2 48 5
HCo P ARBCT HoAfl 5 ¥  ASBIFFE 38t 9 D7 R 1E DDoS BCi Al b AN SR 3 ml e, i H AT 5
(S I E

4 HipSgie

i 5 T X ) 3 5 RT3 R 1) R W7 2 J , DD oS o ARl I 265 1) 0 ot AR Wi i R A8 Ak,
2RI A 7 BRI R 2 — o TR SR T, 4 HH AR T 202 42 o0 4% 3 £ I 1) 1) 288 7
JZ DDoS T i Al J7 ik T o IXI R /R < 32 7 A RO AR T T DDoS T i AR SC AR AR S HOE B
55 DDoS Tt AR K , BEAE Oy 9 265 = B AR e as A T HR L AT A S03%

WEHE T 5 L A 24 5 PRs %, DDoS i Sl R i B A AT OR SR T RE 2 A B 2 Ak g
o HER RS 0Tk o HOUn SR AT T ORI 5 R [ & 05 > RE T, (T REAS Rt 5 15 1] AN B i
e R R Al A U B SRR P o () I, 5 O T I o A R X P B R, LA X AT
REH LA B T i, X TR B FA S 22 4x Tl 75 R AT ST, AT DRAE Al FH R 5 1 2 ik
7 DDoS el F1 Tt e A I AN 2R P P R (4 28 e R AL R 3

S 3k

(1] BR8Pl BB R AT BC L ) TRE 2 A 4R 41T A L A B, 2024(2):11-13.

[2] HOANG TRONG V,GWANG-HYUN Y,THANH VU D.,et al.Late fusion of multimodal deep neural networks for
weeds classification[J].Computers and Electronics in Agriculture,2020,175:105506.

[3] ZHA L J,MIAO J Z,LIU J L,et al.State estimation for delayed memristive neural networks with multichannel
round-robin protocol and multimodal injection attacks[J].IEEE Transactions on Systems,Man,and Cybernetics:Sys-
tems,2024,99:1-11.

(4] B, TSP R 22 A5 T TE I o o] R RE R ThoL D D RG] T AR OR A (H AR R ),2023,63
(5):730-739.

(5] BEECHE BRI T AR S 22 I 4 AR T PRSI 0. TR B AR R 272417.,2021,52(2):239-245.

[6] RMEJH 18, EWNR,EE T FDHUBSE S FIRLE 2 BP A28 I 25 11 /INZ2 F LR Rl 4328 0. Tk BE A R 2% 2% 41%,2020,51
(5):576-585.

(71 2% MWEWAR 5 A% T EEMD-LSTM i sk i 25 gt DDoS T ot K60 75 ¥4 (1. At ) 15¢,2022,43(4):81-90.

(8] M A ARA Tt .SDN H 3T 4 A AP 5 i A9 DDoS BUati il 7 ik [J1. T PR K 22 47,2023,46(7): 1-8.

[9] FOULADI R F,ERMIS O,ANARIM E.A DDoS attack detection and countermeasure scheme based on DWT and
auto—encoder neural network for SDN[J].Computer Networks,2022,214:109140.

[10] SHALINI P V,RADHA V,SANJEEVI S G.DOCUS-DDoS detection in SDN using modified CUSUM with flash



-362- oMok L ok F F R % 55 %

traffic discrimination and mitigation[J].Computer Networks,2022,217:109361.

[11] fL 2.0 B EbeTs 5 3L T @ M Am B SS Rk A I 215 s B BRI ST J . AR b R (1 SRR iR),2022,
43(5):625-631.

[12] HsCEs, T, 5K = . 35 T 52 M 45 B89 DDoS Tt 4 75 Z2 (1. T B MR L K 2% 25 4 (F SR B2 fiK),2022,34(6):
1032-1039.

[13] B WAL, F ¥ Fi . 5T Renyi /5 A BIGRU 235 5B SDN #R55 T B9 DDoS B i 5 21 B ALRL2%,2022,49(38 1] 1):
555-561.

[14] 14 W45 I 5 2 , X0 35 97 .SDN 35485 /5 T Bi-LSTM (% DDoS B i 46 5 2 [J]. HH B AL T2 5 R4 2%,2023,45(2):277-
285.

[15] B Ja% 505 fE . 2T RS 2 W4 0 LR AR ). me a3 TR 2427 410,2023,47(5):658-664.

[16] TRJE XIHELE . & 42 M4 1 3T 2 4ERE RN 22 S AR RIR ] AR AL 224 (A SRR 17),2022,43(3):359-367.

(17] BOa, b/ . 3T 2808 A B SR e Al A 0 T IR T Ik (0. T H BT ,2023,40(6):175-181,186.

(18] Z= 5 1, AR & AW . —Fh LT [ 38 I R 1 A 2 HAREARSIAT. A b K223 A SR RFER),2023,44(10):

1408-1415.
[19] SR B, 5K [ 9 A DG A 25 . R T SRS I ) J A1 A B ML AR 28 4 M (1. W R 88 Tl K22 25441, 2020,52(1): 126
132.

[20] WhZRBLIE AR X RN  —Fh T ) MRS B8 o B IG5 12 WK 1 22 B A i A 22 R 245 (0. 45 1 S5 e 36,2023,
38(7):1918-1926.

211 2R kA I . FE 06 5 b 28 W 2% 1) 2 38 JC 4 A 1B B 3 L Al & 1 101 A% B R 2% 417,2023,36(1):
141-146.

[22] T REH . ETHZEELM A BRI =357 DDoS B Kl [1]. V6 Rg S 2F 2440 (E AR B £M),2022,44(8):205-
215.

[23] ¥ VBRI FRECAR, 55 SDN R85 4T 30745 B A9 DDoS BCi Bl ik W55 (1] P 52 KA (F SR B2 i),
2022,53(1):98-104.

[24] FRdbAGY SO, 5K PFORTHE DoS By T 1Y 5748 248 REVR R 50 528 il 25 1 T HI . Wa R Tl R 2% 2% ,2021,53
(8):153-162.

[25] MG, A A BB 2 %% 275 i i FRARAE 2 ) 5 B2 WIT]. W IR Toall K242 41,2020,52(7):59-67.

[26] RFWAE K JEL5F HE UL DDoS BEA R R ST, 18 AR 28284 (A 2R B ),2019,59(1):28-35.

[27] B A Wise 58, 00T, 5 . FE T A G A5 06 BRI 25 I 45 10 5 ARG (0], 7 AR R4 i (1 AR B24 42, 2019,59(7):
523-529.

[28] BKISHSE B2 R A BT EGHE IR E A )2 DDOS Kl 77 k(). #ik = 11),2022,21(11):104-109.

[29] 4 B BME 2R T 5 L Ak 22 IR AR A BC R X 22 & 5 B P B AR 9T 5T I H ) RAE AP 59541,2019,47(2):
167-174.

[30] X REUT J& T 24 FEAN IR, 55 . 3T X33l 431 A A A TR E R R S A A4 7 VR )] A0l T4 412,2021,37(20):248-255.

[31] E4 AMEMR 5,25 5T CPJFIU A4 L J7 o8, 7 R 28 22 42 B A8 77 B AR 9E]. vh BR AR K 22 31,2009,40(3):373—
375.

[32] JEZEWE. 5K kX A 55 BT 2 BN UR A0 22 I 4% () R )2 DD oS B A BT[] HE -2 41%,2022,50(2):508-512.

[33] 5k fH.25CHEED WS AF ERIRARPT T AL RS A A 1 [ 0 SO E RS L. A A < 4E,2022(6):95-96.

[34] Ak W ME  B5RAGARSE WA EGE ST L R G MU R A il B 5 AR )], B U B 4R, 2023,17(11):61-75.

[REHE IR



