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Efficient hard-label adversarial attacks against natural language
processing models

QIU Shilin", LIU Qihe, ZHOU Shijie, and ZENG Yi
(School of Information and Software Engineering, University of Electronic Science and Technology of China, Chengdu 610054, China)

Abstract: Due to the necessity of verifying the robustness of natural language processing models against
adversarial attacks in real-world application scenarios, black-box adversarial attack techniques under the hard-label
setting have garnered increasing attention. However, due to the discrete nature of textual data, the limited
information feedback from the victim model, and the constraints on the number of queries imposed by practical
applications, existing hard-label adversarial attack methods usually suffer from excessive queries to the victim
model and low semantic consistency of generated adversarial texts, rendering them inadequate for real-world
applications. To this end, an efficient hard label adversarial attack method is proposed. In this method, an attention
mechanism is introduced in the initialization stage of the adversarial text, while in the adversarial text semantic
optimization stage, two strategies are proposed: the semantic clustering-based synonym search and the semantic
gradient-based dynamic expansion synonym search. Experimental results demonstrate that the proposed method
can efficiently generate high-quality adversarial text with high semantic consistency and natural fluency with a
small number of queries.
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AG WordCNN 261.11 0.41 319.09 0.50 159.65 0.41 135.62 0.39 134.07 0.38
WordLSTM 317.65 0.39 436.26 0.55 210.76 0.37 178.74 0.35 176.28 0.34
BERT 142.02 0.76 164.52 0.98 104.84 0.84 67.60 0.81 89.35 0.84
Yahoo WordCNN 109.24 0.86 154.31 1.00 80.36 0.77 63.07 0.82 62.26 0.75
WordLSTM 127.96 1.10 199.30 1.23 93.06 0.85 86.28 1.12 85.94 1.02
FHME 965.83 0.46 823.77 0.55 523.93 0.41 509.57 0.42 374.41 0.40

#* 6 WEHBERESHIERB A BRI AR RS AR EN E 2R E L

i g S HLBB LeapAttack SSPAttack HQA-Attack AT
gk Sht s PPL GErr PPL : GErr PPL GErr PPL GErr PPL GErr
SNLI 2167.26 0.35 351545 0.38 1567.48 0.37 1616.89 0.36 1341.61 0.33
mMNLI BERT 1243.74 0.34 1791.15 0.37 790.50 0.31 808.49 0.28 700.03 0.26
mmMNLI 1541.57 0.32 983.08 0.35 1105.15 0.31 1006.22 0.30 893.50 0.28
SPRME 1 650.86 0.34 2096.56 0.37 115438 0.33 1143.87 0.31 978.38 0.29

TESCARFAL S, BARTEME A SST-2 Wk
WordLSTM. f#H Yahoo % BERT f WordLSTM
N AR EAERBIS BUCA R N T . TR R
i KT SSPAttack 7774 8L HQA-Attack J57%, {H
TEHADR BT, KX TRL 5. WF
KRG, AT BRI BSOS I R B~ 3404
N 37441, Lt HQA-Attack 77 3% B M & EE /N T
135.16, ASCJ7VEAE BT A BRI SCAR A3 51N 11
BB VE R R BN 040 4, b SSPAttack J5 ¥ /N
7 0.01,

EHRE S HEES T, A TEERARE
AR R X B SO AR I TR R R VE R R B A T
4 PhEEL T L. Hoh, fEf8TH mMNLI £ 51,

KT HIE LA R BN 0.26 4>, EE LeapAttack
TED T 011 WPEMERE, AT IERH A
FIME N 978.38, Eb HQA-Attack J772:/N T 165.49,
AITTERNEER R BN 029 />, b HQA-Attack
TN T 0.02,
223 TWEEESHMH

TEHCOR AW IR 5 %8 100 300, 500, 700
1000 R, ASE T VEAIE L T IEAE CAR /- RATH
SRAE S HEFRAT 55 N Mooy BERT AR RY I B AR il iR 471
SCAR PG AR BE AP Bh Ze an & 2 A1 3 B o

M2 FTEAE H, & B IR BRI R, A
SCTT IR RN BE LR T 1A R SCAS (198 AR AL 46
AR, HAT B SR (118 SO RLRE 3G K 1
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mMNLI, mmMNLI X 5 > SCA K B 5000 1 2 is 46
I, AR SO IRAE BT A 2w R 1) BT A R R
AR, BT 4 PR STk
FHEG, ARSCTTVERENS LD BB MR SRS R A

FNRENR XS HLCA . 2448 AG F1 YAhoo
AN BB SOR BN, AR AW
DEC R 1) R 33 Z # /N T HLBB.  LeapAttack.
HQA-Attack 1X 3 /M54 777 . 5 SSPAttack J7 V2
FAEE, AW R EPR 1IN A 300 RN, AR SCU
b SSPAttack /7% B A /MU R . SHLIE
FHEG,  ARSCT7 2 RS E 1510 DB PR 386 KB e
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100
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B3 AFEE W RS Bt BERT AL AR Bl R0 i SCA I Bl 3 L AL

AT EL T B KB WA 2 000 IR, AL

J7 1 R0 KL 2 )5 vk 48 F MR A Yahoo $ 4 42 MUt
&7 I BERT {REHKERESLLER

BERT A5 R I it A8 BRI SCAS 1 SC— 2Pk 3¢

A J

A B DU I T A HEAT AR -

EUSIE BRIFRINEL 7 P, Hrp, BT

MR Yahoo
ik Sim/% Pert/% PPL GErr Suc/% Sim/% Pert/% PPL GErr Suc/%
HLBB 86.95 13.88 228731 0.25 98.59 90.38 7.17 142.02 0.76 99.12
LeapAttack 84.33 16.58 2997.53 0.27 98.47 89.12 8.67 164.52 0.98 99.12
SSPAttack 88.07 12.64 1581.15 0.24 98.59 90.88 6.27 104.84 0.84 99.24
HQA-Attack 90.72 10.25 1587.16 0.2 98.59 92.72 5.26 67.6 0.81 99.12
ATk 91.29 9.37 1569.69 0.18 98.82 92.73 5.21 89.35 0.84 99.37

TEAE X —F P J7 T, £ H MR A1 Yahoo % ¥
BT, ASCTVERITE SCHILE N 91.29%. 92.73%,

bt HQA-Attack /777> Al S T 0.57%- 0.01%, &
ITERIEB RN 9.37%. 5.21%, £ HQA-Attack

FE 58N T 0.88% 0.05%.

TESCAR R, AT EH MR Bk 54
X PUSCAS B R 2 N 1 569.69, iEVRAEREUCN
0.18 7, kb HQA-Attack J7 754 B /N T 17.47 F
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0.02. 7Ef ] Yahoo FUHlEERT, AL AR LIS
PUSCA 1 TR 25 5 B TR AR R BN T HQA-Attack 77
TEWEZE, AR T AN 3 PRI .

= 7RY, EMFAERREIRE T, &
REMETE IR FF B O G OL T, KR EERRF T F
A2 RO SCAR 5 5 SCAR 2 1) (11 SC— 3
225 THERFE RS

T AT A S HIAS [F A SR LE AR AL G S0 A
VB B B SO R 2 B R T TH R DR
FE o AR b TR SR K E IR AR H1 24 1000 K11
THOUR, ASCHiEAT 4 Bt b Sems A B SST-2 i
LIt BERT HE2Y BT A= s 0 6 L SC AR B,
R 8 Him. H, 4 FxE g 5 A ST R RIR A
ZHAETF: CIRME A7 TEBENLPL SN AR A
AL, 2R B LR SN 5 2Ok A A a4t
SO NG B A TURME IR, EEDL
11 6 B SCAAE R R SO 3 R R AT
“CHREE C7 R F ORI RN, BRI ET BT
SCAAE NS A R [F) SO 8 20 1R A Ao &
“HRBS D7 WHISY RFEDOIE RIS, B
MR HUSCAAE R T —F0IEAR A TU AR B
FIARA AT 5 o

%8 A REIEBSIE BERT #EE XS AL

Eiz0a)

M 8 A LA H, Sk AR, &7
TEAE B B SCA [ R 2R EE IR 1179.92, $h3h%
N 0.19%, 15 SAHIEETR 5 0.82%; 5 3% H& B AH
bb, AR STV BB R AR R BN 0.03, BRI
/N 0.75%, & SCAHPUEZIR & 1.43%, AR D>
42.14; 5HEHE CHHLL, A SCO7 VR AE LA R 0k
/N 0.06, BRI N 2.08%, T A LR $E
1.88%; S3n% D AHLL, ASC7 B LA R AR
/N0.02, HEEREEN/DN 1251.89, PUBhZRIE/N 0.88%,
T AR R 5 0.47%

LT L, A SCHR 0 2 Ty R AL B BE AL
PN HME T I v VB SCAFVBURE (1) 0 4% W s i ok 56
W FETE ORI A] SGAE R e . 3118 SR
FERIBHASY R [F] SCnlE 2R SR #R R 7 — e F2 42
TEETAE RO BUSCAR IS L — 8. Ak, B TER
IR B B AL 2 5 e R0 3 1 18 SUBR FE [ 3h 788 J
[F) L)1 2R SRS RS SR T X USRI g, T
B¢ e SCAFVBLEEE (14 T 4% M 7 o 62 g% e 1% k2> A= it
SRR R A O, TR TR ORI R SR
ZRWE B A B X P SCAR R TR R T
U, ASCTTVEA 4 AR AL SN U R ELRN, AT A
RBEFE T XU SCAR B S —F0rE K AR O AR A A
R
226 HEKRBETHAGEIAN
T VPl A ST EETE SEBR N 3 5 R R,

Tk
GErr PPL Pert/%  Sim/%  EiflkHL - Vv s o NN
SR A 021  1863.39 10.68 88.86 289.65 Xﬂf tl?TEBijzﬁl@U\ﬁj‘j 350‘ UK, AT TR
SEEB 0.24 64576  11.24 88.25 344.25 2% 77 A8 B 100 A~ SST-2 3¢ A& ¥ i GPT-3.5 Fil
FEmC 0.27 523.87 1257 87.80 205.75 Claude FE7 B A BRI SCA FRAE L — S0 e A
FHMED 0.23 1935.36 11.37 89.21 273.72 — — NSRS, .
R, R AT 4
A5k 021 683.47 1049  89.68 302.11 {;:Ei . gz 9 P e b RpAT RO B AL R L
IThRTE
R BEXKESHEBETAE RSO A R L
gk GPT-3.5 Claude
! Sim%  Pert% PPL  GEr  WHMIREA%  Sim%  Pert/% PPL GEr  Bubimuke A%
HLBB 76.76 21.83 921.50 0.37 67 81.90 16.65 706.40 0.21 47
LeapAttack 81.79 16.54 538.82 0.55 59 82.08 17.16 545.53 0.31 45
SSPAttack 81.91 17.59 633.63 0.26 80 86.22 13.75 399.73 0.18 51
HQA-Attack 82.24 16.69 702.16 0.29 72 89.15 11.81 393.40 0.15 51
AT 82.60 16.19 528.01 0.22 79 89.28 10.15 369.37 0.14 50
EX GPT-3.5 A A, SE28 7 VE A ) HQA-Attack J7iZAHLL, A AR BN

FHEG, AT ERES) 2% L LeapAttack 77 V571
T 0.35%, i SCAHBURE b HQA-Attack J5 V3 /=
0.36%, LIRS EL SSPAttack 7 iAIE /b T 0.04
A, NEJEEE LeapAttack J5i%08/0 7 10.81.

FEX i Claude BN, 5 B 2877 vk b R I e

AHIIREN RN T 1.66%, 15 ABUESR S T 0.13%,
TERREOR > T 0.01 A, RN T 24.03.

H AT L, FEAH R B R N, 5T
AR, ARSI A S BUSCAR X KA & AR A L
BRI B BE
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FEBLE Claude BN, A SCTTVEAE T A &)
OCH IR 1) TR A= B )R 40 S AR 1 $108) # B HLBB.
LeapAttack 775k /N T 41 4%~7%, 15 XAHLLEE$2

T 5%~7%. IR HQA-Attack J7 1% L3 Al
VB AR 5 A SC AR, B TE BT 2 B BR
HlF, ASCHERR T HQA-Attack /i

FHOERT WL, S3EZR TR AL, AR ST VEAEANA
P BRI RE A B KT A o L
IR SCA o
227 SR AT AT

AT LA 4 P BR 2 77 v 8 A MR £ 8E B
o7 BERT A5 AU I} A i ) 5 35 50 A 52 451 4 1 5 /0
Kl 6 . Hr, “Pred” /& H PR 4N A

FITRI SR, “Sim” RXFCA S FESCA 2 [ i1
T SCARBAEE,  “Qrs” & A BAZ A $0 S0 A T 6

BB E, R BT SCAS R R b v A ] 2 T et
N7 5 3R] B [E) S . AR S, ARSCTIRIEAE T
22 RAEW, AR P SCAR S R SR 2 8] 1S
SCAH AL BE N 88.28%. R HLBB Al LeapAttack
TTEREW T 27 IREFRBEAL, (HEATTA B XT
PUSCA T AL AL N 83.04%, LA SC 5
BEAK T 5.24%. EAHEERR, BRATTEM
SSPAttack. HQA-Attack 77242 it 17 AH [R] X Bt 5C
A (H & i “ entranced” # ¥ & i
“enamored” ) , HA ST A B THFEN A
BEETERN 2 —.

JE LA (Pred=Negative)
Davis is so enamored of her own creation that she can't see how
insufferable the character is.

HLBBA KX HUCAS (Pred=Positive, Sim=83.04%, Qrs=27)
Davis is so enthused of her own creation that she can't see how
insufferable the character is.

LeapAttack £ B A% HT A (Pred=Positive, Sim=83.04%, Qrs=27)
Davis is so enthused of her own creation that she can't see how
insufferable the character is.

SSPAttackE & R L SCAS (Pred=Positive, Sim=88.28%, Qrs=79)
Davis is so enthused of her own creation that she can't see how
insufferable the character is.

HQA-Attack &= B[R4 7130 AS (Pred=Positive, Sim=88.28%, Qrs=74)
Davis is so enthused of her own creation that she can't see how
insufferable the character is.

AT BAE R AHTCA (Pred=Positive, Sim=88.28%, Qrs=22)
Davis is so enthused of her own creation that she can't see how
insufferable the character is.

KI5 fd ] MR Bl A B LA TR B 1

TEE 6 H, ARSCTTIEAE B HISCA 5 JE SO
Z AV BAE SCAALEE N 92.17%, HAXE#E T 8 IR
WK, BRAERIT ST 4 FEIRE % fECARR
B, ASCITER R SCA B B 3 i
( “may” ) B NE]FE ( “conceivably” ) ,
R 7 SCARBE L IEWYE, 1 HLBB J7 544 B3l A
( “may” ) BBCHIEAE ( “risque” ), FE
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AR AR R . AN, R SCAE S Ty
M, AXHFERBST A, M REFIMT
HLBB Al SSPAttack J5 %, S 4RiE X AHBLE b

LeapAttack 77 ¥ & T 1.2%, 1H & # K B N
LeapAttack /7VAEM G5y 2 —, MEE )52 [R5
R aE 1

JRSCA (Pred=Positive)

Spielberg's picture is smarter and subtler than Total Recall and Blade Runner, although its plot may prove too convoluted for fun seeking summer audiences.

HLBBE & [11 % 57 CAS (Pred=Negative, Sim=81.23%, Qrs=1933)

Spielberg's picture is smarter and fainter than Total Recall and Blade Runner, although its plot risque prove too convoluted for fun seeking summer audiences.

LeapAttackE B HI W HT 0 A (Pred=Negative, Sim=93.37%, Qrs=57)

Spielberg's picture is smarter and subtler than Total Recall and Blade Runner, although its plot may substantiate too convoluted for fun seeking summer

audiences.

SSPAttack F: %S Pt LA (Pred=Negative, Sim=80.39%, Qrs=274)

Spielberg's picture is wiser and milder than Total Recall and Blade Runner, although its plot may prove too convoluted for fun seeking summer audiences.

HQA-Attack 4 K XU A (Pred=Negative, Sim=92.17%, Qrs=115)

Spielberg's picture is smarter and subtler than Total Recall and Blade Runner, although its plot conceivably prove too convoluted for fun seeking summer

audiences.

B LA I B A (Pred=Negative, Sim=92.17%, Qrs=8)

Spielberg's picture is smarter and subtler than Total Recall and Blade Runner, although its plot conceivably prove too convoluted for fun seeking summer

audiences.
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