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Review of Detection Methods for Malicious Social Robots
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(Research Center for Network Public Opinion Governance, China People’s Police University, Langfang 065000, China)

Abstract The characteristics of different types of social robots on large online social platforms such as
Twitter, Facebook and Sina Weibo are reviewed in this paper. Based on the social robot detection framework, the
advantages and disadvantages and applicability of social robot detection models based on machine learning, deep
learning and other emerging detection methods are summarized and analyzed. It is found that social robots with
different platforms and attack targets need to extract multi-dimensional features and design corresponding detection
methods. Finally, this paper deeply explores and analyzes how to reduce the harm of social robots and measures to
cope with the challenges of coexistence between human and social robots, and discusses and looks forward to how
to improve the recognition accuracy and the development of hot technologies.
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7 =4S SVM AR B ER IR G sk iE
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R AR A RIS SN, 1w P WA A X
MR RN, 225243 HECHARES).
SCHR [34) R 4 Fhor 28 ds: AhER I, SVM,
BEHLARARFNZ ] B AT 2 5025, ARSI N R A
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WK R . DLE VAR BLSE A 2T Ml V2
s S RG] S K5 5 1R P B Ak X 22 R AR
ANy IR P AL 2 B PSR A R 45
WGFRBEAARR, BEhERMES IR 857
BEBRR . (H ISR 58 X 25 38 T iR 2 DA B AR
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(A B AR Se G FE A WAL, e ¢ SLELAE Tt st RY
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K [ HLE—A LSTM 2, THFR T1£4: SeqGAN
PSSR ), AR A HE A 2R AR T IA B B R S
LSTM J7 ¥ o SCHR [44] 2 H I 25 A2 Bt 40 9 2%
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R, RS g AT e ek B e B R B TV

FEAT LS NTFF R B AR ARG I J7 32 2 (A AFAE —Fh
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