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Update of A Log Anomaly Detection Model Based on Experience Replay
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Abstract: Anomaly detection based on logs is an important branch of the anomaly detection problem, gaining increasing
attention. However, existing studies often overlook the impact of changes in data distribution and patterns in long-term
detection scenarios on log anomaly detection. To achieve the goal of sustainable and effective detection, this paper
proposes an update method for a log anomaly detection model based on incremental learning, which improves upon the
existing advanced method MLog using a Dark Experience Replay ( DER) strategy. Building on the existing data to
thoroughly train the model, the updating algorithm incrementally updates the model using exemplary samples obtained
from clustering and newly collected samples. In this approach,a distillation loss is applied to the exemplary samples to
retain more knowledge and reduce forgetting. To retain more learned feature information, this method called Full
Experience Replay ( FER) extracts the intermediate features from the feature fusion layer of MLog,to utilizes the original
class scores of the sample data and the intermediate features to jointly constrain the model’s update. Experiments on real
dataset show that in scenarios with continuous detection requirements, the method proposed in this paper can effectively
improve the training time efficiency of the detection model while achieving detection performance comparable to that of
full training.
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Table 1 The accuracy of incremental update methods in classification tasks
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Fig. 1 Overview of anomaly detection model updating
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Fig.3 Variation of evaluation metrics across update rounds
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Table 2 Update time comparison

09/16 10/01 10/16 11/01 11/16 12/01 12/16 12/30
S T R /s 1077 1135 1221 1135 1 335 1284 1 465 1 473
B TR RS /s 581 563 422 486 285 392 331 335

R3 AXFEEELEFTENBRILER

Table 3 Comparison with baselines

TR MR AR F1-434K TR MR AR F1-43%

" PCA 46.98% 59.75% 52.60% . LogOnline 78.14% 80.46% 79.28%
3’;{7 ; Deeplog 87.55% 98.91% 88.72% ;z ROEAD 90.26% 85.11% 86.79%
MLog 99.66% 96.20% 97.90% AT 98.50% 95.70% 97.07%

ASCRGE T IEBIREARGE M, KNS SRR S I. 26 4 JB/R T 76 R R R KN Bl R AR 4 1)
FEOL T AT 2245 1 B R, F1 -3 B AR A a3, SEIR 25 SR 3 UGB TR FIME. 4550 RS m B/ K
25 FARPRAR B m 8K, KSR OIS, m B 600 2K 800 Hf R BRAHGT , £ 2T B #8 YK AE m = 600 i}
FIAE

K4 FEKNEGIEAEN F1-58TH

Table 4 Variation of Fl-score with different sizes of example sets

FEHIREAFE IR 09/16 10/01 10/16 11/01 11/16 12/01 12/16 12/30
m=200 89.62% 91.44% 90.11% 89.46% 91.36% 92.22% 95.46% 95.14%
m=400 90.05% 89.37% 91.74% 92.79% 90.94% 93.22% 96.38% 96.22%
m=600 91.53% 91.81% 91.65% 95.39% 95.95% 95.41% 96.90% 97.07%
m =800 91.09% 92.17% 92.73% 94.93% 94.47% 96.18% 96.18% 96.35%

* AL R 1% B S UK A Y e (L.

AN A SCAR SIS (9) IR 5L B Ay AR S50, SEIR 2 R an e 5 FiEk 6 k. X B=1.0,
y=0.5 B LI HABBUE A7 7 2o B e R AN RIE B, i B=0.5,y=0.5 BHFE 10/01 B HAT F1-
EUNA 88.21%. I X BGL BHEEMNAT /04T, H 9 A {CH Y 3 AR WLk iy H B 2F, M 11 H 453
T 68 ANARILH B, ] BGL B oA i A8 AL AR B AN — S0, 76 R 2 T 22 $5 i 2 3 3 -l HL A
ENEE - e SN

F5 FI-586p ENEL
Table 5 Variation of F1-score with

WS B 09/16 10/01 10/16 11/01 11/16 12/01 12/16 12/30
B=0.5 90.45% 88.21% 91.73% 95.43 % 94.76% 95.25% 96.36% 96.03%
B=1.0 91.53% 91.81% 91.65% 95.39% 95.95% 95.41% 96.90 % 97.07 %
B=1.5 88.01% 92.42% 91.53% 95.33% 94.74% 93.88% 96.01% 95.90%

# AR R % SR e UK AR ) e (1

x6 FI-HHME y UEREL
Table 6 Variation of F1-score with y

WSy 09/16 10/01 10/16 11/01 11/16 12/01 12/16 12/30
y=0.2 90.63% 91.61% 91.18% 94.52% 95.65% 94.22% 96.62% 96.71%
y=0.5 91.53% 91.81% 91.65% 95.39% 95.95% 95.41% 96.90 % 97.07 %
y=1.0 90.08% 87.30% 91.85% 95.46 % 94.93% 95.55% 96.11% 96.40%
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