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System Data Based on a Hybrid Neural Network
Wang Chunying',An Zhiyuan',Zhao Bin*,Li Ning’

(1.State Grid Henan Electric Power Company Information & Communication Branch,Zhengzhou 450000, China)
(2.School of Computer and Electronic Information/School of Artificial Intelligence,Nanjing Normal University ,Nanjing 210000, China)

Abstract : Anomaly detection in power communication systems poses significant and unique challenges. On one hand, the
maintenance logs of the system often contain numerous domain-specific terms and exhibit complex, heterogeneous
formats , making it difficult for traditional log parsing methods to accurately capture their underlying semantic information.
On the other hand,the log data generated during system operation is characterized by pronounced temporal correlations
and spatial dependencies,yet existing approaches struggle to effectively model these spatiotemporal features , limiting their
ability to identify complex anomaly patterns. Moreover, failure to promptly detect and address data anomalies may
adversely affect the stability and service quality of the power communication network, thereby compromising the stable
operation of the power system. Consequently,developing an accurate and efficient log anomaly detection method is critical
to ensuring the operational security of power communication systems. This paper proposes a log anomaly detection method
based on a hybrid neural network. The method employs an enhanced Drain3 algorithm for log parsing, integrates the
BERT model with an IDF weighting mechanism for feature representation, and utilizes a hybrid model combining
Mogrifier LSTM and CNN for anomaly detection. Experimental results demonstrate that the proposed method achieves
superior performance on a real-world power communication system dataset, offering valuable insights for both the
theoretical advancement and practical implementation of log anomaly detection in power communication systems.
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Fig. 1 Log anomaly illustration
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Table 1 Example of the power communication dataset
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Table 2 Example of operator A1’s operations
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Table 4 Performance comparison of different models on the power communication dataset
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R5 Miog 7 3 MURE LA EREXT L
Table 5 Performance comparison of Mlog on three datasets
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F1 534 93.98 98.91 98.66
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Table 6 Example of operator B2’s operationsAnalysis of the contribution of different modules to detection performance
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