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Selective Encryption Algorithm for Real-Scene 3D Model
Data Based on Hyperchaotic System
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Abstract: As an essential carrier of geospatial information, real-scene 3D model data plays a vital role in smart city
construction and related fields due to its capability of mapping real-world environments. However, data security protection
has become an increasingly critical issue. A selective encryption algorithm for real-scene 3D model data based on
hyperchaotic system is proposed. Leveraging the hyperchaotic system’s sensitivity to initial conditions and trajectory
reproducibility, the algorithm performs spatial partitioning and multi-level perturbation encryption on the model data. By
adjusting key parameters to control the encryption regions and intensity, a refined and tunable encryption strategy is
achieved. Experimental results demonstrate that the proposed method maintains model usability while exhibiting strong
resistance against analysis and attacks,with low computational overhead. It is suitable for scenarios requiring both high
security and flexibility in 3D model data applications.
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Table 7 Experimental results of data-range-driven dynamic decryption
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