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Abstract: This study focuses on the vulnerability of power system as critical infrastructure during external physical
attacks such as military operations and terrorist strikes, distinguishing it from the process of single-point attacks on
information networks. A robust optimization model for power system loss under attack is constructed, considering the
scope characteristics of attack and defense at the physical layer. Firstly, based on the geographical information and grid
structure of the power system,a model for regional damage correlation propagation is established. Secondly,a two-level
zero-sum game model is constructed considering the decision-making interactions between the attacker and the defender.
Finally,the model is linearized and solved accurately using the Karush-Kuhn-Tucker ( KKT) conditions and logical
expansion of nonlinear constraints. Case studies demonstrate that the proposed model can accurately determine the
minimum loss of the power system when facing the most dangerous attack plan by a physical attacker. Additionally,the
superiority and inferiority of different defense resource allocation schemes vary with the attacker’s capabilities , reflecting
the complex interaction process of the attack-defense game and further validating the rationality of the model.
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Fig. 6 Comparison of impact losses under different models
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Fig.7 Areas/Units under attack when power systems malfunction in different models
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Fig. 8 Loss scenarios of power gird under two defense strategies
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Table A1 Transmission line parameters

I I T
1 1.3 1 2 0.698 7 24 4.10 14 15 0.021 7
2 3 1 39 0.025 0 25 4.10 15 16 0.009 4
3 1.3 2 3 0.015 1 26 2.4 16 17 0.008 9
4 1 2 25 0.008 6 27 4.5 16 19 0.019 5
5 1 2 30 0.018 1 28 4.5 16 21 0.013 5
6 3 3 4 0.021 3 29 2.4 16 24 0.005 9
7 3 3 18 0.013 3 30 23 17 18 0.008 2
8 3.6 4 5 0.012 8 31 2 17 27 0.017 3
9 3.4 4 14 0.0129 32 5.7 19 20 0.013 8
10 6 5 6 0.002 6 33 5.8 19 33 0.014 2
11 6.9 5 8 0.011 2 34 7 20 34 0.018 0
12 6.9 6 7 0.009 2 35 5 21 22 0.014 0
13 6.9 6 11 0.008 2 36 5.8 22 23 0.009 6
14 6 6 31 0.025 0 37 5 22 35 0.014 3
15 9 7 8 0.004 6 38 2.5.8 23 24 0.0350
16 8 9 0.036 3 39 8 23 36 0.027 2
17 3.6.9 9 39 0.025 0 40 1.2 25 26 0.032 3
18 7.9 10 11 0.004 3 41 1 25 37 0.023 2
19 7 10 13 0.004 3 42 2 26 27 0.014 7
20 7 10 32 0.020 0 43 2 26 28 0.047 4
21 6.9 12 11 0.043 5 44 2 26 29 0.062 5
22 6.7 12 13 0.043 5 45 2 28 29 0.015 1
23 4.7 13 14 0.010 1 46 2 29 38 0.015 6
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