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Network Intrusion Detection Method Based on 1DCNN-BiGRU and
Improved Feature Selection

FENG Xuejia, GUO Chong,ZHU Hongbo

(Shenyang Ligong University, Shenyang 110159 ,China)

Abstract ; Existing network intrusion detection methods often exhibit low multiclass detection accu-
racy due to imbalanced class distributions and redundant features. To address these issues, we pro-
pose a network intrusion detection method based on a one-dimensional convolutional neural network
combined with a bidirectional gated recurrent unit( 1 DCNN-BiGRU ) and an improved feature-selec-
tion scheme. In the data preprocessing stage, the synthetic minority over-sampling technique
(SMOTE) is employed to enhance the model’ s ability to recognize minority classes. Feature selec-
tion is carried out using an information-gain criterion together with a random forest algorithm to i-
dentify features that are most important for the classification task. During model training,a I DCNN
is first used to extract local correlation features ;a multi-head self-attention mechanism is then incor-
porated to capture dependencies among elements at different positions from a global perspective;
subsequently ,a BiGRU is applied to model long-range temporal dependencies in the data. Finally,a

Softmax classifier is used to perform multiclass detection. Experimental results show that the pro-
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posed model achieves multiclass accuracies of 99. 65% on the NSL-KDD dataset and 84. 83% on

the UNSW-NBI15 dataset, demonstrating superior performance compared with several mainstream

baseline intrusion-detection models.

Key words: network intrusion detection; convolutional neural networks ; bidirectional gated recur-

rent unit; multi-head self-attention mechanism ;random forest
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Fig.1 The overall workflow of the network intrusion detection method
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Fig.2 1DCNN-BiGRU model architecture incorporated with a multi-head self-attention mechanism
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Fig.3 Feature importance ranking based on information gain and random forest
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Fig.4 [Iterative curves of training loss and accuracy on NSL-KDD dataset
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Fig.5 Iterative curves of training loss and accuracy on UNSW-NB15 dataset
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