Fa4k F34 L OPE OB I X ¥ 2 Vol. 44 No.3
2025 %6 A Journal of Shenyang Ligong University Jun. 2025

XEHS . 1003 - 1251(2025)03 - 0060 - 07

TED [ 2 Bk P 440 3 % 0 AT 2 1 RO SRR AL 32

FIE KUK

LB TR 7 BB 5 TRERE TP 110159)

B OE. ABRAFRBRTHESHTIRIOO N BAEEEAL ST AR FHORBEEHTE
MR ETE, AEERRASAFHT S0 IEN % — T mxt B A6 £ 4k m kR
AUR) BT S A R IIZ B ARG 2k, 4 xF LR A, K T % A #F & B 546 (practical Byzan-
tine fault tolerance ,PBFT) 332 f ik 42 th —#P X 45204 R-PBFT 22 4UH) . xt £ 45 542 th K
THER Z ARG X AL AL BRI AE X B2 AR BMA, 8 343 28 L B £ 4%
T ESEAFERT SR LAY SR B AE R B EBRET AP — ST
BN A ARE R R B AT 5T AR R B E i i R AU AT R R R £ 45
WEMITA T OUMEARRESF AT A AEARME, F14R AW, 484 PBFT,R-PBFT %7 F
ERMT A EATERGEL RMUASEEFSEEY SWAMIRETEARA LRI &
P, T BfE SRRt A2 P AR B T R e T S,

X B W AWM, EAALESA TR AL Rk

FE 45 KS . TP309. 2 M ERFRERD: A DOI:10.3969/j. issn. 1003 - 1251.2025.03. 009

Consensus Mechanism Research on the Reliability of Data
Transmission in the Internet of Vehicles
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Abstract; In the internet of vehicles environment,the volume of data transmission is increasing ex-
ponentially ,and the road condition information is complex and changeable. As a result,the problem
of data transmission reliability is becoming increasingly serious. Ensuring the uniformity of data
transmission among all vehicle nodes in the internet of vehicles is the key to addressing this issue,
and consensus mechanism research is an important way to achieve this goal. To address the above
problems, a reputation-based R-PBFT consensus mechanism is proposed based on the practical by-
zantine fault tolerance (PBFT) consensus algorithm: a global reputation scoring mechanism based
on direct interaction values and recommended interaction values is proposed for vehicle nodes; a
security reputation threshold is set,and vehicle nodes are classified into candidate node sets and or-
dinary node sets through reputation value comparison; a vehicle node is randomly selected from the
candidate node set as the proxy node for this round of consensus through a random number genera-
tor, which is responsible for packaging and generating block proposals; a reward and punishment
mechanism is used to give reputation rewards and punishments to the behavior of vehicle nodes dur-

ing this round of consensus and update the global reputation value of the nodes. Experimental re-
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sults show that compared with PBFT ,the R-PBFT consensus algorithm optimizes both delay and re-

liability. It not only shows better scalability in high-density and high-malicious-node-ratio environ-

ments but also improves the reliability of data transmission during the consensus process.
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