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Homology Detection Model of Malicious Code Based on Feature Fusion

ZHAO Yuntao,BAI Haocheng

( Shenyang Ligong University, Shenyang 110159 ,China)

Abstract; To address the issue that the current malicious code homology analysis generally uses a
single feature, which leads to insufficient sample information representation and low accuracy of
model classification,a homology detection model of malicious code based on feature fusion is pro-
posed. The model combines convolutional neural networks ( CNN) , bidirectional gated recurrent u-
nits ( BiGRU ) and positional encoding convolution multi-head self-attention (PC-MSA ) , effectively
enhancing the ability to model long-range dependencies of sequence data. Firstly ,the API sequence
and Opcode sequence are extracted from the malware disassembly file using regular expressions.
Then,a document vectorization model is built to convert the extracted sequences into feature vectors
and perform feature fusion. The fused sequence can better reflect the semantic behavior and under-
lying logic. Finally ,the fused feature vector is input into the model constructed in this paper ( CNN-
BiGRU-PC-MSA) for family homology detection. Experimental results show that the accuracy of
the proposed homology detection model can reach 98% , proving the effectiveness of the feature fu-
sion method and model.
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Table 1 API sequence extraction algorithm

F 2 Opcode FHRIE L

Table 2 Opcode sequence extraction algorithm
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Fig.1 API sequence extraction process
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Fig.3 Structure diagram of PC-MSA
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Fig.4 BiGRU structure diagram
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Fig.5 CNN-BiGRU-PC-MSA model structure diagram
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Table 3 Malicious code dataset
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Table 4 Comparison of testing results with

different characteristics

AR WAL RSN L S
Ramnit 1533 Worm
Lollipop 2 389 Adware

Kelihos_ver3 2 936 Backdoor
Obfuscator. ACY 699 Obfuscated malware
Gatak 1021 Backdoor

FEAE TR % PARAH
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Fig.6 Training set and test set accuracy
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Table 5 Results of comparison experiment

Y HEHI R/ % B
GRU-Attention 89. 00 0.610
CNN-BiLSTM-Attention 96. 85 0.240
CNN-BiGRU-Attention 97.23 0. 150
CNN-BiGRU-PC-MSA 98. 05 0. 105
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GRU-Attention A CNN-BiLSTM-Attention F& 7
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Table 6 Results of ablation experiment
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BiGRU-PC-MSA 96.75 0. 180
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