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A Classification Method of Malicious Code Family Based on FastText

ZHNAG Yudi,FENG Yongxin,ZHAO Yuntao

(Shenyang Ligong University , Shenyang 110159 ,China)

Abstract ; The traditional classification method of malicious code families is mainly used to achieve
the purpose of classification and recognition through statistical analysis of shallow association fea-
tures of code families. With the development of malicious code shelling, obfuscation,and polymor-
phism techniques, the limitations of the traditional methods are gradually emerging. However, mali-
cious code needs API functions to achieve malicious purposes. Traditional methods based on em-
bedding and word2vec models are unable to extract features from low-frequency API functions,and
are prone to mapping distortion when characterizing local sequential features of API sequences.
These methods also have shortcomings such as extended API behavior outside the dictionary and
weak reasoning ability , which can lead to a decrease in classification accuracy. Therefore ,a negative
sampling optimized FastText framework is introduced to enhance the accuracy of API sequence
mapping, and a malicious code family classification method based on the FastText framework is
proposed. The FastText framework is utilized to achieve multidimensional vector transformation and
precise expression of code sample API sequences, and one-dimensional convolution and long short
term memory ( LSTM ) networks are combined to further extract local features of API behavior. The

experimental results show that the performance of this model is superior to traditional embedding
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methods and the Word2vec framework , with an accuracy rate of over 99% .

Key words: FastText;malicious code family classification ;long short term memory networks
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Fig.2 FastText model and its optimization process diagram
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Fig.3 Schematic diagram of FastText malicious code family classification model
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