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Intrusion Detection Technology Based on PER-PPO2

HUANG Yingchun,REN Guojie

( Shenyang Ligong University , Shenyang 110159 ,China)

Abstract; With the rapid development of informatization and intelligence of all things,the scope of
network attacks continues to expand. Traditional intrusion detection algorithms, such as principal
component analysis( PCA ) combined with random forests and K-nearest neighbors, have poor fea-
ture extraction capabilities and low classification accuracy in the face of the numerous features of
current network data. In response to the above problems, a new intrusion detection technology is
proposed, called Proximal Policy Optimization Pruning with Prioritized Experience Sampling ( PER-
PPO2 ). This algorithm implements wrapping method feature selection based on reinforcement learn-
ing. Reinforcement learning constructs a reward function based on the classifier confusion matrix,
allowing the agent to select the better features of the classifier based on reward feedback ;combined
with the training samples of the priority experience sampling optimization algorithm, Improve the
stability and convergence performance of the algorithm;use the lightweight gradient boosting ma-
chine ( LightGBM) with better performance as the classifier. The NSL-KDD data set was used to
conduct an experimental evaluation of the model. The results showed that when the model reduced
the 41-dimensional features of the data set to 8 dimensions, the classification F1 value reached
0. 871 3,which can meet the requirements of intrusion detection.

Key words: proximal policy optimization clip; prioritized experience replay; intrusion detection;

deep reinforcement learning ; lightweight gradient boosting machine
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Table 1 NSL-KDD dataset exception attack types
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Table 2 NSL-KDD data distribution
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Fig.1 Framework of intrusion detection mode
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Fig.2 Generation of neural network training data
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Table 3 Experimental environment

BRREFERSE A AL
Python 3.9
PyTorch 1.11.0 +cull3
Scikit-learn 1.2.1
CPU Intel(R) Core( TM)i7 — 11800H
GPU NVIDIA GeForce RTX 3060 Laptop
RAM 16 GB
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Table 4 Classification result confusion matrix
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Fig.4 Comparison of the accuracy of models with
different number of features in the NSL-KDD test set
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Table 5 PER-PPO2 hyperparameter list
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Table 6 Comparison of the performance of different
models on the NSL-KDD test set(1)
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Table 7 Comparison of the performance of different
models on the NSL-KDD test set(2)
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