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Research on Data Security and Privacy Protection Algorithms
for Power Network Based on Hybrid Encryption
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Abstract: To shorten the encryption and decryption time of power network data, a hybrid encryption based power net-
work data security and privacy protection algorithm is proposed. Convert power network data into time series and prepro-
cess, and establish multi view clustering of private data through privacy partial order topology classification. Using advanced
encryption standard (AES) algorithm to encrypt power network privacy data, using elliptic curve cryptography (ECC) pub-
lic key to encrypt AES session key, combined with Hash function to calculate hash value, and generate data security verifica-
tion signature. Implementing data security and privacy protection in power networks through hybrid encryption. The experi-
mental results show that the data encryption and decryption time of the proposed algorithm is only 430 ms, which can effec-
tively improve the real-time security and privacy protection of power network data.
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