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Abstract: To solve the problem that the classification accuracy of model small samples is low, an unsupervised learning
intrusion traffic classification model based on Wasserstein divergence objective for GANs ( WGAN-div) and Information
Maximizing Generative Adversarial Nets(Info GAN)is presented. Firstly, the unbalanced data training set is oversamped to
improve the data distribution. Then, the non-data part is processed by independent thermal coding and integrated with the
data part to reduce the complexity of pretreatment. Finally, the Info GAN model is used for data training. Performance eval-
uation and algorithm efficiency comparison were carried out in NSL-KDD, CICIDS2017 and UNSW-NBI5 data sets. The ex-
perimental results show that the accuracy of multi-classification task is 91. 0%, 97.1%, 79.9% respectively, and the accu-
racy of binary classification task is 90. 9%, 96. 9%, 86. 1% respectively. Compared with the classical deep learning algo-
rithm, the Info GAN model has higher accuracy and lower false positive rate, and has higher reliability and engineering ap-
plication value.
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