WAL B 2 1 W+ i ¥ K 5 B #F & Vol. 44, No. 2
202546 A Computing Technology and Automation Jun. 2025

T EHS1003—6199(2025)02— 0009 — 06 DOI. 10. 16339/]. cnki. jsjsyzdh. 202502002

E T ResNet-BiGRU By N\ 12 #& i) 7 38

S U F 3
TR ITAERFATFEYLERE, T 48 T 510006)

B E.MEAEMKRETOBRNE ii@kﬁu)\ﬁﬁﬁé’yfﬁ)’r B R NZEN TR ETNEEAOR
BRI HFERAERIRAL S B AEIES N5 R A FERRAFFM, R E T — K FResNet-
BiGRU R % #4 ANAZ 4] 3 i% . 17;;5%1?%@%] SMOTE & R B EM I 4B EENEMEREHAR T4
FIAR BB T — A M ST AT A S A 5 AR I A B A R AT 2 W & e A 145 3 T R B AR IR 8] RO 4 AE
For B 1) B B 4 AR, A T WA 18 RO AF A Ae it R] RO AFAE I AT R A K ik, %3 T — A Transformer 324 k4
X V=20 Softmax:&.ﬁi%i Tk, AHBIEAA A M, £ UNSW-NBIS #3347 L5, P 5 R &
PREBENE - S o XTS5 LM ERFESMNED 4. 1% A82.6% . LREAVREGFTREARGY

PE A e R
KR ML Zh; R TEBIRET; 5K EM%; BRARSRE; NZan
FESES:TP393. 1 X EkFRIRAD : A

Research on Intrusion Detection Based on ResNet-BiGRU

LIU Dong* , LIU Yi
(Department of Computer Science, Guangdong University of Technology, Guangzhou, Guangdong 510006, China)

Abstract: With the explosive growth of network traffic and the continuous diversification of intrusion behaviors, tradi-
tional intrusion detection methods suffer from insufficient feature extraction, overfitting of models, and insufficient accuracy
of detection and classification in the face of massive network data. An intrusion detection algorithm based on ResNet-BiGRU
network is proposed. The algorithm first uses SMOTE oversampling to reconstruct the training dataset to alleviate the posi-
tive and negative class sample imbalance problem. proposes a network parallel structure to extract features adequately, com-
bines the convolutional neural network and the bidirectional gating unit to extract both spatial-scale features and time-series
features, and in order to express the spatial-scale features and the temporal-scaled features in a better way by aggregating
them, designs a Transformer hybrid fusion block, and finally the Softmax function is utilized for classification. In order to
verify the effectiveness of the model, experiments are carried out on the UNSW-NBI15 dataset, and the comparison results
show that the model achieves detection accuracy of 94. 1% and 82. 6% on binary and multi-classification tasks, respectively,
and the results indicate that the proposed algorithm has high performance and effectiveness.
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