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On-line Alarm Technology for Perimeter
Intrusion Behavior of Smart Station Based on Fiber Bragg
Grating Vibration Sensing Technology

ZHANG Yanyi', YANG Xinliang, LI Bo, HAO Zhuozhuo, WU Jianguo, WANG Baobao
(PipeChina Beijing Pipeline Co. ,Ltd. , Yulin, Shaanxi 719000, China)

Abstract; In order to improve the security of the smart station perimeter, a smart station perimeter intrusion online
alarm technology is proposed. By utilizing fiber Bragg grating vibration sensing technology and controlling parameter initial-
ization, the characteristics of the intrusion signal around the smart station are extracted, an intrusion probability matrix is
constructed, the state transition probability of the intrusion behavior is calculated, and the relationship between the intrusion
behavior and the observation of the attack instruction sequence is established. When the optimal state of intrusion behavior is
detected, the system sends a perimeter intrusion behavior alarm signal to achieve online alarm of intelligent station perimeter
intrusion behavior. The experimental results show that this technology can effectively send out alarm signals and control the
missed and false alarm rates within 10%.

Key words: invasion behavior; security; feature extraction; detection principle; fiber Bragg grating vibration sensing

technology; online alarm
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