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Data Security Exchange Method of Internet of Things Intelligent

Terminal under Digital Twin Technology
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Abstract: In order to realize the secure exchange and data visualization of intelligent terminal data, a secure exchange method of intelligent

terminal data of the Internet of Things under the digital twin technology is proposed. The sensing device obtains the physical data
of the intelligent terminal, cleans and fuses the data, and stores it in the database. The virtual plane simulation model of intelligent
terminal in information space is constructed by digital twinning technology. The twinning operation mechanism and 3D scene ren-
dering technology are used to process the virtual plane simulation model and generate the intelligent terminal digital twinning 3D
model. The lightweight identity authentication protocol model is adopted to complete the identity authentication of data exchange
between digital twins of different intelligent terminals, resist the attack of terminal data exchange, and obtain the exchange re-
sults. The test results show that the method can effectively generate the digital twins of intelligent terminals and the 3D scene of
the digital twins, realize the terminal data exchange with short time delay, high data exchange security coefficient, and can realize

the data security exchange of different Internet of Things terminals.
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