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Anomaly Detection Method of Sensor Network Data
Based on Neighborhood Chain

CHAO Yong-lan
( Qinghai Communications Technical College, Xining 810003 China )

Abstract: Traditionally, the detection of abnormal data in sensor networks mainly uses kernel density estimation algorithms, which are sus-
ceptible to the impact of uneven data distribution, resulting in low detection accuracy and other issues. Therefore, a neighborhood
chain based data anomaly detection method for sensor networks is proposed. According to the fluctuation range of data sampling
values, calculate the confidence level and confidence interval of node data to identify the source of abnormal data. Use the neigh-
borhood chain algorithm to calculate the similarity of data between two nodes, judge the data status, reconstruct the data list, ana-
lyze the distribution rule of data within and at the edge of the grid, and compare the data neighborhood distance with the threshold
value to output data abnormal values, thereby achieving data abnormality detection. Comparative experimental results show that
the proposed method can accurately detect abnormal data in sensor networks.
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