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Detection Method of Network False Data Injection Attacks

Based on Gradient Lifting Decision Tree

GUO Jing-dong, LIU Wen-liang, LUO Fu-cai, SHEN Li-xiang, LIN Shao-jun
( State Grid Fujian Electric Power Co., Ltd., Fuzhou 350003 China )

Abstract: Aiming at the fact that false data attack vectors can avoid the detection mechanism of network bad data, a detection method of net-
work false data injection attack based on gradient lifting decision tree is proposed. The isolated forest algorithm is used to extract
the abnormal score features of the network measurement data after being attacked by false data injection, and the local linear em-
bedding algorithm is used to reduce the dimension to deal with the abnormal score of the extracted measurement data, extract its
attribute features, and input the two features as sample data into the attack detection model based on the ladder lifting decision
tree to achieve false data injection attack detection. The experimental results show that this method can accurately extract the fea-
tures of network measurement data. When the number of binary trees is 120, the data dimension is 3, and the number of neighbor
nodes is 8, the accuracy of feature extraction is higher. It can realize false data injection attack detection and has outstanding detec-
tion effect.
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