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Double Dynamic Confusion Encryption of DNA Sequences

in Power Chips Based on Spatiotemporal Chaos Model

ZHU Jian-yang, XIN Ming-yong, XU Chang-bao, WANG Yu
( Electric Power Research Institute of Guizhou Power Grid Co., Ltd., Guiyang 550002, China )

Abstract: Aiming at the problem of insufficient security due to data loss in power chip image information encryption technology, a dual dy-
namic confusion encryption technology for power chip DNA sequences based on spatiotemporal chaos model is proposed. It se-
lects a two-dimensional chaotic system for encryption operations to construct a chaotic spatiotemporal model. Through DNA en-
coding and decoding rules, the pixel values of spatiotemporal distribution images of chaotic systems are recognized and processed
to achieve dual dynamic encrypted data processing. It constructs a dual dynamic obfuscation architecture for power chip sequenc-
es, performs obfuscation dynamic encryption calculations, and obtains dual dynamic obfuscation encryption and decryption ma-
trix sequences for power chip DNA sequences. Experimental data show that the total encryption time using the proposed method
is 0.489 seconds, and the image restoration degree is high. It can effectively improve the security of power chip data transmission
and image recognition, with good application results.

Keywords: spatiotemporal chaos model; power chip; DNA sequence; dynamic obfuscation encryption

0 5%

H A, W 28 22 4 R RO, HEL 08 FR R R B S
W EE s B ek e 4, B, B RS A BN E soR
PRI G5 B A IO 2% 2 4 Sl A 90 1 2 R 1)

CHER[11PAZZ S 3 4] B 50 (multipoint control unit,
MCU) % A W 35 >y 22 4 il %% 38 15 BL il , 128 ] IPESC hil%%
R, AR R4 R B (AT R0 R 2 , 5 skt
L B L i 1 2 A 9. (BRI R AR Pl A
PRI 2, B m 2 A I I TARRBCR BN, SCRRI21EE T R 4%
S i 8 1 (trellis—coded modulation, TCM) %t F %
RGN EE R AT 1 AR R, A A B A% A S5
R RE R THE B a1, BRI SE I AR 5 =T

A ATE: B R E LKL (2020YFB0906000; 2020YFB0906001) 5 3
&, A7 PR 8) AR B (GZKIXM20200720)
HAS B 48 2023-12-06

46 | Techniques of Automation & Applications

RN EPUEL I SRR ENSELE Sursir b AL ST Ea
Fe, BRAEROCAS S . SCHRIBIEE TE & 25 VA FAZ BHAR IR
ARG B s &R, Y 4 X EF RN B2 R B0 TR
T, BRI ROR B, (RIRESEIT AR TR
WA RS,

BE X R G2 7 AR AE W B b, AR SCRIF SR — P i T 28
TR A AL A FE 008 Fr DNA 7 91 AU EE 3l 3SR V8 2% 32
AR, BT FY R AR G A, 48 5 0 AR B
SIFEBURBE , 45 DNA J3 51 HL 4 55 gt 1, 1) FH 2l A TR
VAN 1 3 S R R 700 R B A RVE N, A e
THE BB AL 2.

1 2R
1-1 IE’,I % ;E
RIE RS —F kTR 3 - a JE e Bl 2 B



HEVSEERAK

Computer and Communication Technology

(ETHEARSHEY 2025 FF5 44556 1

W, BA —E WA E RN AT v, iR R G
S TR AR RS AR A B i LA SR AR, ELTE Y
IRIEHLERENLE R, IRMERSE EE R 4RI RS
YRR RS SRR RS =AML, S TR ET
Fef 25 TR AR AR B L 700 Fr DNA 2 51 XU sl 2SR T N8
R, T 4HR T R G AT N85, " 4ERIER S
FRN
%, =sin(x(4¢x, (1-x,)+(1-)sin(n,)))
, ) (1)
Vo = sm(n (4¢yn (1-y,)+(1-8)sin(nx,,, )))

U, 200 F v 73 Sl SR PR AR BAHIE 1Y) B 25 VR AR 4 4 ) A AR
FRAIGAABER s 20001, o 23 BRI VB 18 L JE B 2S5 VRV R G¢
23 [A] AR AL AR TN AL AR s ¢ S IR T R GE R S 40, Haw
DE0,1); CHBIMERGETIH L, RIGUFHEALEB
B ARV A b R S BB A TR A, a1
575 J6 L A P — 24 B S R B 4k A L AR
i N\ RE A BE S 3] B B WL S5 RAE IR I R G PR
PVRTER AL AN A 1 R

1.0

0.8

0.6

P B U328/ k

0.4

0.2

R v z
02 04 0.6 08 1.0
2T Bk

B1 EBERSGHNITRZESHE

W 1R, F4 7  H 7008 TR TR 2 25 (R b 40 A
FLARE3 57, 1 I AZ TR 2R G ) R ML B R R,
FH 2R RS R AR BOMR I R G A SR P R S AT
SASHER , 153 (TR B A A IE 1 1 2R T R
Tk, U B IR R G a0 T ) B R K IRV R
=, AR R BEE I A B VR Tl AR G Y N M R
FIEZIRIE R G R BA — MR R IR IR R G
TR B A R T T
1.2 DNA#/mf3F0fZAg

BT IR RS2 5070 E1% , % DNA 4t & 1%
1 R EFAT R, %, PEIEMR KR R S AE
i DNA 4 i A A B , U0 HOK BEAE, 384T — 328 1 /7 51)
S, RHETE R 85510 DNA Ze g e 2, i A RoR IREE
e, T R B R e, — 28 HANK R s G SIS, C R il
WANE, " RN E AN R, AN ERE A 2 R BE S TE AR
24 FhgRAL 22, BT R BRI R R EA T i 4, 1
9 J Tl T e g DU o 2L 0 A T AR, B A5 3 A R
MIECRT 25 SRR 1 R,

F1 DNAZREDEZAGH N
DNA%ifS 00
HL 1 A
H 2 A
HL 3 T
FLI 4 T
C

C

G

G

(=1
—_
—_
(=}
—_
—_

HLI 5

HLW 6

Ho 7

R 8

1, KRR E R E ST DNA 4565 )% 51 3647 52 1) fit

fith, etk — S 40 e 9 B 0 D R 13 2 K AR

H T 518 FEE 2 RO, Jo i35 T 4a 1D RS 1 72

FEA R BB LS, R s RIS R G0 R Y BE AL

AR G F AR, SEPRY ZS TR IE 244 N DNA F#51)1Y
WE B TRIE SR PE

4 > 3 > Q O Q@ 0
> 43 > 4 0 Q0 0 Q
o oo o » » 4343

2 B R DNAFRIIRNEHNTRENE
2.1 WEIHTHRERNY

HLE i DNA 7 910U 3 AR A 2R 2 B 16 45
A SR B AR B AR SRR A
FEECE b A 2 SRR, 38 I 5 g A A A ) e O
i FI", FE IR AR, S R ROE DNA
25 T L) Ay 12 RS , AR AR A [+ 4 A fik Xk B Y 12
i, el W AR 5 PR AR B, AT 2 4
J# 3\ B SR g, fa i R RO P 9 O R AR R 1 2
SIRIE RIS IEAS . IE SIS IR R ANE 2 BT

— | R TR
A Tk
M A
| | s
[ f ? + " ]

AR AR PP
rase. -OHI-O-00] | [(HEELEEHE
Fe2 —h [MEHEEE

| B
st —HH-H-FH | H HH-HHHYH
B2 WEHSRERN
3 )\ 3
A e -
>
SE < ="
i v
i
| it =2 | R
T 1} > | =

3 IEHIRIRAY R

Techniques of Automation & Applications | 47



(BIIRARSNAY 2025 F5544 5556 1A

HEILSEIEHRAK

Computer and Communication Technalogy

Pl 2, 4 A B T B 7 B 4 1 AR AR B IR 8 ,
MABIENSFIRBRG D, EHEYoh TERAChZ
LT ECER AB ], S A B 8 0 TR A A T e A
G SRR AR B R, S RE S EE RS R
RIS ] , A BB AR R B (LA o A T s v Y R R R A, 95
TR FL B ZE AL AN 18] 3 Bl

SRR SR S AR S 1 4, TR EE T RE S A R
PRI &% d ey A, T BOE TR 3 SR A TR S R 5L
PEREAS . FRRFEICHE AR A S o 39 14 5% , 0 2 el kA
X AR AT P 5 Gt . (R EF, BE TR B b i B
PR, AT O RESTE e85 P b T 1B, B BE R TR
WMAESHAZERE", B TR AEZT, BF A
i AR LB S B AP AR AR TR s T B AR S . 43K
P AL BRI AL TR -5 5 24 BUFCE Fr o E T i i, 24
55 Ay R P, 2 I R T A R TR U i A
PP 51 B ACHEAT SR i e P Ul B TRV T
B, AR SIRE AL TR T

Sc = function(m),m < M (2)
T, Sc o 1 4 4 i H RS, m ol BEOR R B A B R
£, MR BT AT SRR AR 24,

FOH<sL-i f(H)=1 (3)
A, () 2R B8 7 ) 1 58 B R A, L3RR TR R RN 1Y)
BCEZEL, f(0) FEAR B 7590 iR s 4, 51 2 4
#i B 2 i HLIN S 15 2 AN B Rl R

Oc=8Sc®K, (4)
A, Oc IR G ad A H 2 4R 35 1 S 5 AL U F5 15-3) sh 2
TR s AR S K B SN 24K

o 2 i BRI B Bl A TR IR B AR L B s U
J&, AT DK SR SRR . A ORI R, W R B
TR IRIE RGBT, B3t S5 R A BedE A 1k
2.2 REDEME

BT EiRsh AR A RN A5 R AT I, 45
A EB IR FEAEBAE A DN A S i5 7 51 347N 2, IR IE sh &
AR R 4 TR

FEATRR | > DNASKIES | ) DNMBRIEVE [ DNMRES 1> B3
v B 4 v

B8 > FEH | BENUFE] o i) hna 1%
¥ v v
rzd 7l DNAiﬁ | T i
G | DNARRED (€ e € DNAZRD (e WY

B4 HEREMBRSERE
Bk F 85 TR AR BB R P, 7E B 25 1R T R L) i
AERRIE A 20, Vo, FRAFI DNA g il BN T2 5045 21 1) B AL 7

48 | Techniques of Automation & Applications

H) EEB R IRUNE
Hzmod( ﬂoor((xm+yn+l)><105),80c) (5)

K, H3 s DNA 4 i #L0] , mod 3R 7 X5 1 A £ 40 1 B

AL, floor FoRAFE AN K 23 [ AR BRIV B/ NS4k, 22 4

HEEEE IS E iR e 2 @
a:mod(mod(sum(H)+(ﬂoorpxo><105),256) (6)

K, oA BB S HAR R L S50, sum(H) 27w 4 55 FE 0
IR BT, BUEA BB EE R E A A G
FNFEHLT 1 A VE R I 12 55 2 H A B

A= mod(ﬂoor(@(l 1xy)x10¢) ,256H) (7)

Ao, v AREAS RO BRI B AR AR . 135t Y
TN R «

M =mod[ﬂoor(9(A :a)x10°) ,4f(j)}
8
C:mod[ﬂoor(é?(A:4a)><ld5 ,f(i))J ¥
X, CHERE MRS AERE,
T A RS A5 B B 18 - DNA 71 U E 3 &R
IR R T 5,

3 SRR

R TR SO PR R B N RO, e A BRSO
FhIntel 15, #:4F & %20 Windows 10 31 HLAE R 52
55 FAL, H- 55 IPSEC 224 il %0 Al TCMUE Fr il
I VEIEATXF X B 5 R AR UG AT I S R,
MG I ER I R

ES frinEeERER
3.1 MEZESBERIN

WME 6 R, BEHEHE i SCE PR I7 i % LI A R 8
PEAT AU B A TR N5 45 R ™%, A% G 07 IR
A RATAERO P, R i T N 2 RN, R AR
AR, SEEGINEZCRA R, FERIPZEERE.
FEXT N B BT R, 15 2 = M7 IR A A R R AR
mE 7R,

IRIEE 7 Fom i G R 4528, 7] AR A SCE Ty
RARE R W B RO B, SRR B mEE S,
G R ER R A R — E R R EIN S,



HEIISEBIERAK

Computer and Communication Technology

(ETMRASEE) 2025 F5544 5556 1

(a) XEMEFZE (b)

IPSEC Iz A%

E6 BASHEGRmMBESERI

(@) XEMEFE (b)

IPSEC tnZ 4%

(c) TCMmnZEF %

E7 BiEHEREZEZRY

F BB W 2% )= 22 4 1Y (internet  protocol security,
IPSE C) I 75 ¥ J W RGO C IR 22 , IS R 2 A 5 )
I TCM N 7 VAR I 1 G G B AR AT
A, TR BEN A, 30 SR BCR N ERAR, H AT I SCEE RS
B 7 YRR HEL 700 Py RGO AR5 T TR ROR R, L
G EE BT,
3.2 EHERSMEEST

FH 2R 2 AT 0, 328 ) SCEE 5 YA 00 i AT A, H
BB R IR, WRIFTE 0. 22% 724, B2k
FOBCRRE , T B T B R AR 3R ) sE i )N, g i AR B 2
RRE . ARG VAR AR AL 2 3k 5 T 0.35%, TCMU
BT BRI R R R P AR R 1K 0..62% , iR 22
BEN T 0.25%, YIRS IAE FR I Rt S 1R
A B R T A R AR B 2, TS B IS IR Ok
=S R

x2 BETFHTUR

s SASIRWEINE/%  IPSECHI#/%  TCMAN%/%

IRMELIE 0.21 0.35 0.37

DNA 741 0.23 0.38 0.49

TR 0.22 0.36 0.62

*3 HEERESH

s ShAREINE  IPSECI®E  TCMINE
DNA fin% 0.129 0.214 0.335
DNA fi#5% 0.243 0.246 0.407
BRI 0.117 0.227 0.230
SR 0.489 0.687 0.972

F 2 3 W RN, SCE 7 SRR A AR 1) B i A
0.489 s, W] Wi Ty ¥4 B 7 1 i 1) B2, PR B R
IPSEC Il 77 YL B Il S i 18] 0.687 s, TCM NG 5 ¥4
FA T 2 B ) e, BB R 0.972 s, FRIGT] DL, BT 5 3
AR IS B ) i L, FE AR RCR T IR AR ST IR B AT

g5 LRk, P T A IR Y F 7N Fr DNA
J B XU B A TR N B A RS AT AR e P 5 e R g
W TARR A, RS RE R fr REFR IR AR (LR,
TE N I R AN RCR BBl B0 T R 50738, T BT% T ik
HA RGN OR , R 2 24 AT D8 i T AE

K,

4 ZRIE

WHHE T — AT i 2 IR A A B 70 i DNA P
FIE S RE ISR R 2 AR 458 (Dl 48R
{0 2R G0 g T 22 R R 23 3 o Y o A ) B R AR
B 28 4015 B B R AE S 1 , > DNA 751 4w i MR R 1 B A
Fe 5 BEALIE R REAS it . (2)3 1 DNA LI A8
J# B AT 2 8 0 PR , AT A2 O 30 il AL U )
FAF T AT F A IR, A AT P SEBR 4% 4 N DNA
FeB A S N Em A B, (3)H 8 T8 R a1
JEBN AR A i S Sy AR T 2 R A
B EE A0 B DNA 2 B B0 00 52 53 v 4531 XU ER
BHASTR WA IV R AR R , S v s 1 e A5 1) 22 &k
L5 L, SCRE R ST T IR B i 2 IR T R GER DN A

Techniques of Automation & Applications | 49



(BIIRARSNAY 2025 F5544 5556 1A

HEILSEIEHRAK

Computer and Communication Technalogy

PR R (5 B 2 et AT T E SN, AA R
TR OCR AR TS IR AT AE — LA, T VAR 2T
IR G R A BRI 2 (L RG2S, R 1E
HE LA, WA BB BEAL M AL R B . RR TS
LY 35 B O % A R QR AR R — AL RO fT AL, 2E
— R EEERTICR,

S

[1] fajiets, B, >4, % BT R LR IPSEC 24 %
A R F]. PR, 2020, 43(2) : 239244,

(2] x5, 2275, IR . T [ T CMES il 14321 2 P [R) St
SRAZET]. THENL S AL, 2022, (8): 9498, 113.

[3] ELSAFTY,ABDULAZIZ H.,TOLBA,MOHAMMED
F.,et al.Hardware realization of a secure and enhanced
s—box based speech encryption engine[J]. Analog Integrated
Circuits and Signal Processing,2021,106(2):385—397.

(4] Z=WEMT, AR, § T 48, % . BT DNA P A &R 59
A B GONEE FELT]. ) PO 224 - H AARAEAR, 2021, 39(3)
40-53.

[5] SteEz, 2200, ALY, & BRI R S R T o /g
INEF AR B2 AR 5 T, 2022,(13):5291-5298.

(6] %, T, 2R T, % ETIRMTF 5 5 DNA 2845 FHR
K RN 2 77 =001, K Tl R2E2#41, 2021,40(3) : 214221

(7] E5, s, WhRe, & . BT X HuE R R AY RE TR B R B g
I ED]. Bk AR 58 ,2023,42(6): 119—-122,173.

(8] FAIT, BXAGTF5, FOME K, 45 . BT IR ML A9 4 B 3F DN A
G I BE ] A LY BT, 2022, 39(6) : 1865—1871.

(9] 4haies, w7 PC Ik, T4, %5 E TR O N 28 1R B 4K i 22 4
EZ2GHI]. Bk R 58 H ,2023,42(4):96—-100,162.

[10] 7 PH, Bl R HH 2, 45 . BE T R A2 .5 3 BRI al A 1 L
FH L], AR, 2022,49(10) - 258264,

(11] BRI, 35 TR . BT 2 908 A5 B 4 5 B4 7 91 A
IrEUL AT ENL TR SR, 2022,44(12) : 2266—2272.

[12] #igAE, 5eM, 22488, % . —Fh SDRAM F il g A5 1 L e
1. BUAC B TR, 2022, 45(4) . 35-38.

Ve B AR (1991—), B, A, THRF, R F 6 bl Zs
AR HARBI AR,

(b5 10 1T)

[9] Dorin Comaniciu, Visvanathan Ramesh,and Alessio Del
Bue.2002.Multivariate Saddle Point Detection for Statistical
Clustering[C].In Proceedings of the 7th European Confer—
ence on Computer Vision—Part III(ECCV'02).Springer—Ver—
lag,Berlin, Heidelberg, 561—576.

[10] Xiang—Ru L I,Fu—Chao W U,Zhan—Yi H U.Con—
vergence of a mean shift algorithm[J].Journal of Software
2005,16(3):365—374.

[11] Q.Guo,X.Chang and H.Chu, Clustering Analysis
Based on the Mean Shift[C]//2007 International Confere nce on
Mechatronics and Automation, Harbin, China,2007:309—313.

[12] P.W M,C.J M.Kernel Smoothing[M].London:Cha—
pman and Hall/CRC,1995.:91—-108.

[13] Wang J,Thiesson B,Xu Y,et al.Image and Video
Segmentation by Anisotropic Kernel Mean Shift[C]//Euro—
pean Conference on Computer Vision.Berlin, Heidelberg:
Springer,2004.

[14] N S A.Mixture Density Mercer Kernels A Method
to Learn Kernels Directly from Data[C].Proceedings of the
Fourth SIAM International Conference on Data Mining,2004 .
369—-378.

[15] Xjanda Z.Matrix Analysis and Application[M].Bei
Jing . TsingHua University Press,2004.

[16] F.S G A.A Matrix Handbook for Statisticians[M].
NewYork: Wiley—Interscience,2008:220—221.

[17] Wand M X X,Jones M X X.Comparison of Smoo—
thing Parameterizations in Bivariate Kernel Density Estima—
tion[J]. JASA ;Journal of the American Statistical Association,1993.

[18] Mathews John H.F K D.Numerical methods using
MATLAB[M].Bei Jing: Publishing House of Electronics In—

50 | Techniques of Automation & Applications

dustry,2004.42.

[19] Duong T.ks:Kernel Density Estima tion and Kernel
Discriminant Analysis for Multivariate Data in R[J].Journal
of Statistical Software,2007.21.

[20] Xianliang G.Application of functional analysis[M].
Hangzhou: Zhejiang University press, 1996.

[21] Senlin X,Chunhua X.Mathematical analysis[M].Bei—
jing:Tsinghua Univer sity press,2005:225.

[22] Ge X.Application of functional analysisiM].Hang—
zhou:Zhejiang Univer sity press, 1996.

[23] Chang K J.Common inequality[M].3rd ed.Jinan:
Shandong Science and Technology Press,2004:1.

[24] D M.Higher mathematics[M]. Beiling : Higher Educa—
tion Press, 1996:55—58.

Ve A~ RBRKR (1983—), B, #H)F, SRR F e LB 7.
WAFVEA Ak (1982—), B, #H0F, AR R 77 @) AL X AR A .




