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Design of Cluster Information Security Assessment Model for
Portable Operation and Maintenance Management Platform of

Distribution Network
HANG Hai-yan', SHI Jun-xia', HUANG Zhi-hua', XU Yi-bing’
( 1. State Grid Zhejiang Electric Power Co., Ltd., Huzhou Power Supply Company, Huzhou 313000, China;
2. Shanghai Wudun Info Tech Co., Ltd., Shanghai 201100, China)

Abstract: Aiming at the problem that the current information security risk assessment methods based on delphi-analytic hierarchy process

(D-AHP) and grey theory, two-dimensional structural entropy can not identify all vulnerable points, leading to inaccurate assess-
ment results, a cluster information security assessment model for portable operation and maintenance management platform of
distribution network is constructed. Through modular analysis of platform cluster information security assessment, unified securi-
ty risk assessment can be carried out for node information of multiple modules. The vulnerable points are identified by analyzing
the attack graph, and the n-layer nodes of the o&m and control platform are quantified. It calculates the vulnerability of nodes and
obtains effective attack paths. A hierarchical platform cluster information security evaluation index system is constructed, the
weight of target layer is calculated, and the results are evaluated fuzzy. A binary function is defined for information processing by
using phase multiplication, and the corresponding safety risk value is obtained by calculating the loss of information exchange.
Combined with matrix method, the mathematical model of security assessment is constructed and the risk assessment grade of in-
formation security is divided. According to the experimental results, the model can accurately identify vulnerable points, and the

highest accuracy of safety evaluation results is 0.99, which has accurate evaluation effect.
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