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Construction of information security early warning system for power users
based on visualization technology
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Abstract: A long with the rapid development of information technology, there are many unresolved security vulnerabilities and even some
unidentified security risks in the progress of technology. In order to improve the security of the power system, this paper firstly researches the
visualization technology in the smart grid, and puts forward the general ideas and principles of the design of the smart grid visualization
system. Then by analyzing the main functions in the power grid and constructing the user information security early warning system.
According to the predicted value of system security risk, the prediction function of user information security risk is realized. Finally, through
the risk dynamic assessment algorithm of neural network, continuous security risk assessment of user information is carried out. The results
show that the accuracy of this paper’s method in risk prediction reaches 0.9, and the error with the actual value basically stays around 0. 01. It
is proven that the information security warning system can predict the overall level of security risk value of information systems in a visualized
smart grid, and make objective quantitative analysis, thereby achieving effective management and control of information system security risks.
Keywords: smart grid; visualization technology; user information security; early warning system; risk prediction
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