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Abstract. With the widespread application of embedded systems, it becomes increasingly important to select appropriate lightweight security
measures to enhance the security levels of resource-constrained terminals. Therefore, this paper establishes an attribute objective function for
the decision-making of lightweight security measures by considering the resource consumption, time delay, and security benefit attributes of
network security measures. A multi-attribute decision-making model is constructed using the analytic hierarchy process ( AHP) to determine
the weights of each attribute, allowing for the optimal selection of alternative security measures based on decision values. This approach
addresses the subjectivity issue commonly associated with traditional security measure selection. The proposed decision-making model for
lightweight security measures is applied to a simulated supervisory control and data acquisition system, and the results demonstrate that the
model effectively identifies suitable lightweight security measures.
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