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Intelligent cloud operation and maintenance system hybrid honeypot
intrusion automation detection method

ZHANG Yiping'*, XU Wen"?, YANG Xiaoyi’, RAO Yu'”’

( 1. PetroChina Coalbed Methane Company Lid. , Beijing 100028, China;
2. China Union Coalbed Methane National Engineer Research Center Company Ltd. , Beijing 100095, China )

Abstract: To reduce the false alarm rate of system intrusion, this paper proposes an automatic detection method utilizing a hybrid honeypot
approach. By employing operating systems, network services, and applications as honeypot devices, and optimizing the deployment of
honeypots through calculating the damage factors of each system node, combined with the constraint condition functions of intrusion
behavior characteristics, the inertia weight of intrusion features is determined. This, in turn, optimizes the intrusion behavior characteristics.
Based on this, a neural network is used to construct an intrusion detection model, which compares current intrusion activities with abnormal
behaviors in the feature database. According to the matching threshold, it judges whether the data to be tested is intrusion data.
Experimental results show that the false alarm rate of the method proposed in this paper consistently remains below 0. 3%, indicating that the
method can effectively reduce the false alarm rate of system intrusion detection.
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Fig. 1 Intrusion detection model
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Fig.2 Basic architecture of a large-scale intelligent cloud
ops system
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Fig.3 Intrusion detection results of the system
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Tab.2 False positive rate results of intrusion detection

based on different methods
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