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Smart coal industry control network security situation awareness
technology based on improved IDF algorithm

ZHOU Xiaoming, WANG Feng, GONG Huilong, GAO Yihong, GAO Zixuan

( Shaanxi Shaanxi Coal Shaanbei Mining Co. , Lid. , Information Technology Operation and Maintenance Branch,
Yulin 710000, Shaanxi, China )

Abstract: The smart coal industrial control network has a direct impact on the production efficiency of coal. In order to understand the
security status of the industrial control network, a smart coal industrial control network security situation awareness technology based on the
improved IDF algorithm is proposed. Using the Netflow collection method, the collection of security situational awareness elements in the
smart coal industrial control network is completed through normalization and fusion to preprocess the initial perception elements. It extracts
the security situation characteristics of the smart coal industrial control network, uses the improved IDF algorithm to calculate feature
weights, and obtains the perception results of the security situation of the smart coal industrial control network through the calculation of
situation values and feature matching. The conclusion drawn from the perception performance testing experiment is that compared with
traditional perception technologies, the error rate of security situation type perception in optimized design technology is significantly
reduced, and the perception error of comprehensive situation indicators is reduced by 0. 035. This provides a more accurate and efficient
method for the security situational awareness of smart coal industrial control networks, and provides strong technical support for the
intelligent transformation of the coal industry.
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Fig. 1 Schematic diagram of intelligent coal industrial control
network attack
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Fig. 2 Workflow diagram of improving IDF algorithm
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Fig.3  Topological structure configuration of intelligent

coal industry control network
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Tab. 1 [Initial data table of industrial control network
security situation
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Fig. 4 Characteristics and weight calculation results of
smart coal industrial control network
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Fig.5 Results of security situation awareness for
smart coal industry control network
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Fig. 6  Error rate of perception of security situation types

in smart coal industrial control network
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Tab.2 Test data table for perception error of industrial control

network security situation indicators

T ETZEEEE TSRS BTt IDF
W% BERIEAER ML FIERE S TN

75 VHE N A RS T VU #N
1 0.19 0.17 0.14
2 0.15 0.10 0.08
3 0.40 0.41 0.43
4 0.58 0.56 0.50
5 0.32 0.34 0.38
6 0.18 0.20 0.22
7 0.91 0.94 0.96
8 0.91 0.94 0.95
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