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Automatic detection method for hospital network intrusion prevention
based on semi-supervised clustering

ZHENG Xiaoyuan, SUN Ting

(' Changzhou No. 2 People’s Hospital, Changzhou 213000, Jiangsu, China )

Abstract: In order to cope with the increasingly complex hospital network security problems and improve the security level of hospital
information system. The study designs an intrusion automatic detection model based on deep learning technology and semi-supervised
clustering, establishes a self-coding dimensionality reduction model using an improved self-coder; and realizes intrusion recognition with the
help of semi-supervised clustering. The experimental results show that the improved strategy designed by the study effectively enhances the
decoding ability of self-coding, and the reconstruction results are closest to the real data. The improved pair of semi-supervised clustering
has a rand index of 0. 907, a purity of 0. 869, a standard mutual information of 0. 837, and good aggregation and separation. The intrusion
detection model has a detection rate higher than 90. 0% and a false alarm rate lower than 15%. The intrusion automatic detection model
designed in this study is important for improving the security of hospital information system, promoting hospitals, and protecting the
interests of hospitals and patients.
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Fig. 1 Schematic diagram of the structure of the depth
autoencoder and the hidden layer
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Fig.2 Schematic diagram of the DAE training process
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Fig. 3 Schematic diagram of the DBSCAN clustering process
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Fig. 4 Performance comparison of the DAE model before and after improvement

®1 AREBEEBRPREYLRITMN

Tab. 1 Evaluation of clustering effects of different clustering models
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