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Research on multi-level security risk identification of power supply
enterprises based on factor analysis
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Abstract: This paper aims to discuss the multi-level and multifaceted factors in the identification and management of safety risks in power
supply enterprises. In this paper, factor analysis method is used to process the risk identification results obtained from questionnaires, so as
to construct endogenous index classification and integration. Research shows that technical risks are mainly from equipment failures,
intelligent failures and network security issues, while management risks are reflected in internal management loopholes and inadequate staff
training. External environmental factors, such as natural disasters and policy changes, also pose new challenges for safe operation. In
addition, compliance risks are becoming more prominent with the digital transformation of the power industry. This result shows that the
effective identification and management of risks is of great significance for improving the anti-risk ability of power supply enterprises and
ensuring the safety of power supply.
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Fig. 1 Variance explanation rate
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