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Safe transmission method of underground pipeline operation and
maintenance data based on blockchain technology
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Abstract: To address the vulnerability of underground pipeline operation and maintenance data to network attacks and unauthorized access
threats during transmission, a secure transmission method for underground pipeline operation and maintenance data based on blockchain
technology is proposed. It uses recursive methods to search for neighboring nodes of the current node, and puts them on the stack to
construct a transmission path matrix. And based on the intersection of nodes between adjacent paths, it calculates the credibility of the paths
and selects the transmission paths with higher security levels. Combining the forward and reverse operations of the encryption box, the
operation and maintenance data information bytes are subjected to forward and reverse transformation processing, and combined with row
displacement operation to improve the scalability of byte transformation and achieve data encryption processing. Finally, the block is
encrypted using a block encryption function, and data transmission is achieved by combining block connections and encryption operations.
Frequency compensation values are used to compensate and optimize the communication frequency of the output data. The proposed method
is tested for transmission security. The final test results indicate that when using the proposed method to transmit underground pipeline
operation and maintenance data,the scale of data leakage is small,and it has relatively ideal transmission security.
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Fig. 1 The secure transmission mechanism of

underground pipeline operation and maintenance data
based on blockchain technology
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Tab. 1 Experimental data table structure
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group sn number(4) TR ST A EHT 55
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Tab.2 Parameter configuration of the algorithm in this article
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Fig.2 Data packet loss rate results under different
signal-to-noise ratios
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Tab.3 Scale of operation and maintenance information

data leakage
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